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I. MUC PiCH:

Tai li€u nay dugc xay dung nham hudng dan cén bd cua cac Vu, Cuc, Pon vi truc

thudc Ngan hang Nha nudc va cac Ngan hang Nha nude chi nhanh tinh, thanh phd phong

va phat hién

thu dién tur gid mao.

II. NOI DUNG HUONG DAN:

1. Dinh dang cia mot thw dién ti.

Mot thu dién tir bao gdm 2 thanh phan chinh la:

e Phan
sau:

Vi du:

diu thu (Message Header): bao gdom mot sd cac trudng thong tin co ban

From: Dia chi hom thu ngwoi gii.
To: Pia chi hom thu ngwdi nhan.

Return-Path: dia chi hom thu s€ nhan thu tra lai trong truong hop thu gui
khong di dugc. Truong nay la dugc may chu thu dién tir tu dong chen vao
phan dau thu, do d6 Ké Tin Tic khong thé stra ddi truong thong tin nay.
Mot thw dién tir chdc chin bi gia mao néu trudng Return-Path khac
truong From.

Reply-To: dia chi hom thu s€ nhan thu tra 161 cia ngwdi nhan tra 101 lai thu
cua nguoi gui.

Received: truong nay gdm nhiéu gia tri, mdi gia tri trén mot dong cho biét
thu dién tor dugc nhan tir may chu nao gui dén va may chu nao nhan thu dién
tr nay. Tht tu chuyén thtr dién tir gitra cac mdy chu duogc liét ké tir dudi 1én
trén. Do d6, gia tri Received trén ciing ctia Phan dau thu cho biét thong tin
may cht thu dién tir nhan cudi ciing va gia tri Received dwdéi cling ctia Phan
dau thu 1a cho biét thong tin may chi thu dién tir ctia ngudi gui.

Received: from smtpl.s.gov.vn (10.1.1.16) by s.gov.vn (10.1.1.15)

with Microsoft SMTP Server (TLS) id 14.1.355.2; Wed, 17 Jul 2013 01:05:14

+0700
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Received: from em-sj-81.mktomail.com ([199.15.215.81]) by smtpl.sbv.gov.vn
with ESMTP; 17 Jul 2013 01:05:12 +0700

Péi véi phan dau thu nhu vi dy trén thi 199.15.215.81 1a dia chi IP may chi thu
dién tr nguoi guri va tai thoi diém nay thu dién tir duoc nhan bdi may chu thu dién t
smtpl.sbv.gov.vn c6 dia chi IP 10.1.1.16.

- Subject: tiéu dé thu.
- Attachment: céc t€p tin dugc nguoi gui dinh kém theo thu dién tur.

e Phin ndi dung thu (Message Body): 12 ndi dung cua thu dién tu.

Tuy nhién, trong ché do hién thi thong thudng ciia mot sb trinh giri va nhan thu
dién tir, ngwdi nhan thu chi thdy cic thong tin: From, To, Subject, Message Body,
Attachment.

2. Phwong phap phat hién thw dién tir gia mao.
Qua phan tich cac thu dién tir gid mao trong thoi gian vira qua, c6 2 dau hiéu chinh
de phat hién thu gia mao bang cich xem Phan dau thw ctia mot thu dién t:

- Gié tri truong From va Return-Path khac nhau: Ké Tin Téc thay truong
From bang dia chi hom thu ctia ngudi can gia mao.

- Pia chi IP may chi thw dién tir ciia ngudi giri khi kiém tra qua website
http://whois.domaintools.com thi dia chi IP may chd thw dién ti cia
nguoi giri (OrgName hoidc org-name) khong phai la to chirc ciia ngudi giri
(From).

Ngoai ra 2 dau hiéu chinh trén Nguoi nhan can kiém tra can than:

- Gia tri truong Reply-To: Ké Tin Tic ¢é thé thiét lap truong Reply-To bang
dia chi hom thu cua Ké Tin Tac. Khi d6 Reply-To sé khac From, Return-
Path.

- K¢é Tin Téc tao va sir dung mét dia chi hom thu nguoi gui gan giong véi dia
chi hom thu cua ngudi can gia mao.

Vi du:

- DPia chi hom thu K¢ Tin Tac 1a KeTinTac@gmail.com
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- Pia chi hom thu ngudi can gia mao 1a BiGiaMao@sbv.gov.vn

- Bia chi hom thu ngudi nhan 1a BiLua@sbv.gov.vn

- Pia chi IP méy cha gt thu dién tir nguoi giri (Ké Tin Tac) 1a 188.158.9.23, kiém
tra trén http://whois.domaintools.com thi dia chi IP nay la cua t6 chic Neda
Gostar Saba Data Transfer Company Private Joint Stock, khong phai cua
Ngan hang Nha nwéc Viét Nam.

Khi d6 Ké Tin Tac b'flng cach nao do s€ thuc hi¢n guri mdt thu dién tr co Phan dau
thu c6 nd1 dung sau:

Received: from HO-EXCHO02.SBV.VN (10.1.3.16) by HO-EXCHO01.SBV.VN (10.1.3.15)
with Microsoft SMTP Server (TLS) id 14.1.355.2; Tue, 16 Jul 2013 16:55:39 +0700

Received: from mailmig01.sbv.gov.vn (10.1.3.24) by HQO-EXCHO02.SBV.VN (10.1.3.16)
with Microsoft SMTP Server id 14.1.355.2; Tue, 16 Jul 2013 16:55:38 +0700

Received: from smitpl.sbv.gov.vn ([172.16.2.30]) by mailgw2.sbv.gov.vn (Lotus Domino
Release 8.5.1FP4) with ESMTP id 2013071616553829-11195 ;Tue, 16 Jul 2013
16:55:38 +0700

Received: from unknown (HELO [188.158.9.23]) ([188.158.9.23]) by smitpl.sbv.gov.vn
with ESMTP; 16 Jul 2013 16:55:34 +0700

Received: from 188.158.9.23 (HELO sbv.gov.vn) by sbv.gov.vn (CommuniGate Pro
SMTP 5.2.3) with ESMTPA id 692796901 Tue, 16 Jul 2013 13:30:11 +0330

Return-Path: KeTinTac@gmail.com

From: BiGiaMao@sbv.gov.vn

Reply-To: BiGiaMao@sbv.gov.vn

To: BiLua@sbv.gov.vn

Subject: Em oi password th¢ ATM Pong A, Em méi doi 14 gi nhi?
3. Huéng dian xem Phin dau thu ciia mot thu dién.

Chii y: Nén copy Phan dau thu vao tép tin Notepad/Wordpad/Word dé xem va tim
kiém cac trudong thong tin mot cach dé dang va nhanh chéng.

Hueéng dan phat hién thw dién tir gid mao 5/12



ITDB

3.1. Pdi v6i Microsoft Outlook 2007 va cac phién ban méi hon.
- Nhap dip chudt vao thu dién tir cin xem Phan dau thu, ctra s6 thu dién tir xuat
hién. Nhap chon Options nhu hinh vé:

, .n\ 90+ 9 5 FW/: DE 908 _ 50 5073/NHNN_TCCB ngay 16/7/2013 v/v tuyén sinh can bd di dao tao sau dai hoc @ nudc ngoai nam 2014
il
_,/’ Message Developer

SR XD YD ewn B YOI

Related i
Reply Reply Forward | Delete Moveto Create  Other Black Nat Junk Categorlze Follow Mark as Send to

ta All Folder~ Rule Actions~ ||Sender — ey SElEt T | Oneflote
Respond Actions Junk E-mail £l | Options L) Find Onehlote

From: CA (CNTH) - Gui nhan van ban

T Yu Quang Quan (CNTH)

£e

Subject: FW: BE 906 _ 56 5073/NHNN_TCCB noay 16/7/2013 v/v tuyén sinh can bd di dao tao sau dai hoc gfnuwdc ngodi nam 2014

| Message | 906 tuyen sinh can bo di dao tao sau dai hac o nuoc ngoai.pdf {123 KB} /

¥

K/c Quin tong hop danh sach.

Nhan chuot vao miii tén
Thanks & Best regards! +

Phong An ninh bdo mdt va chit ky so
Email: cnth8(@sbv.gov.vn
CNinaliov.gov.v

Cyc Céng nghé tin hoc | Ngén hing Nha nuwéc Viét Nam

-Ctra s6 Message Options xuét hién, gia tri muc Internet Headers 1a noi dung
Phan dau thu.

Message Options HE3
Message settings Security
v g Importance: | High | '%
= Sensitivity: Jor

Tracking options

B

Delivery options

[C]Expires after:

hore

Internet headers:

Received: from HQ-EXCH01.SBV.WN ([fe80::909f:1d30:404d:7cd41) by -~
HQ-EXCH02.SBV.VN ([fe80::35b9:6bd7:4161:68e9%

14.01.0355.002; Tue, 23 Jul 2013 01:00:01 +0700

MIME-Version: 1.0

From: e Noi dung
<MicrosoftExchange329e71ec88ae4615bbc36ab6ce phin dau thiwr r.vn>
To: <quyenvu_itdb@sbv.gov.vn> v

L Jlose |
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3.2. D6i véi webmail ciia SBV.
3.2.1. Mail MS Exchange.

- Nhap diip chudt vao thu dién tir can xem Phan dau thu, ctra s thu dién tir xuét
hién. Nhap chon nhu hinh duéi:

¥) Haop tho cuca bacn géen daoy. - Mozilla Firefox

sl:wl.gov.\(n‘ https:/jmail.sbv.gov.vnjowa/?ae=Item&a=0pen&t=IPM.Note.StorageQuotaWarning. Warningdid=RgAAAAAL%2fOvLI "{.\} ‘

Hoidép HBidépTatcd Chuéntiép v~ Eg-|@| @ & X - (7}

/

Nhan chuot dé xem chi tiet thu

Microsoft Outlook

Dén: Ngo Hoang Quyen Vu (CNTH)
23 Thang By 2013100 S

- Thu nay d4 dugc gui vdi tam quan trong Cao,

- Cira s6 Chi Tiét Thu xuat hién, gia tri muc Pau dé Thu Internet 13 noi dung
Phan dau thu.

Chi tiét Thu x

Thiét dat Thu

N¢i dung
(LR BB Phén diu thw
D6 nhay: Thudng s

Pau dé Thu Internet /

Received: from HQ-EXCHO1.5BV.VN ([fe80::909f: Eas
HQ-EXCH02.5BV.VN ([fe80::35b9:6bd7:4161:68e
14.01.0355.002; Tue, 23 Jul 2013 01:00:01 +0700
MIME-Version: 1.0
From: <MicrosoftExchange329e7lec88aed615hhihe
< >
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3.2.2. Mail Domino.
-Nhép chon thu cin xem phan dau thw, nhdp chon Thém -> Hién thi phin diu
dinh dang nhu hinh duéi. Cira s6 n6i dung Phan dau thu s& xuat hién.

) Inbox - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

E - c oY https:f fwebmail.sby . gov, vnfmail/txhuong. nsf7OpenDatabase *OpenDatabase ﬁ‘_‘? - '-.' -
LIT I MME | Mews |j Lam thé ndo tat duoc . W Disable Administrative. . 173 Bai 1: Grestings (Chd.. | Maga || Thu TaoNha || dang xem \j Tratu Bookmarklet
() Inbox +

Tiry chon | ®onine > | Pangxuit | Trogip

[ Thu-inbox
=)

P - . . <
EEEEE = T
Tran Xuan Huong & V] Taomai v Gl Tra ke v gl Tra mithtcd - (2 Chuyén tign - - [ - pénhdéu - T Thém B’g CHHignt
(Tran Xuan Huong) .
swebmail shy gov vn Tiry chon... =p theo Date 1
s hiall Router wlng mét 05:05PM
rﬁ-‘ Inbiox DELIVERY FAILURE S50 #5.1.0 Address rejected. .. B
H Sao chep vwao myc moi >
Drafts Phuong Mouyen . Lo O5:04PM
) Thém nouri gt vao danh ba
7 Sert test from amail 247 . e s &
Chan thu tor t2n nguedd acd....
P Follosw: Up I hail Router et e 06:03PM
L)) Al Documerts DELIWERY FAILURE: 550 #5.1.0 Address rejected. 2
P =
(2 Junk I Mgguyen Thi Thu Phuang (CHTH) Thir mcd i thir mau... D5:53PM
= P
T Trash test noi bo Thir mau med
z
Vigwes + Phuong Mouyen HEm thiy méu A0:45AM
best 100752013 Tao quy tho...
Folders hail Router Quy tée thue 1005480
ook CELIVER™ FAILURE: Router: Failed to connect to SMTP host SMTP2.SBY GOV W1 because : The server is| Quy the moi claraen ar
nols
Mail Router 052N
Thu khac DELIVERY FAILURE: Router: Failed to connect to SMTF host SMTP1 EBY . GOW WM because | The server is[- L 00 - down or
Hign thi toan bd dink dang
Phuong Mguyen 105040

3.3. Doi véi Gmail.
- Nhap diip chudt vao thu dién tr cAn xem Phan dau thu, nhap chon Hién thi thw
goc hoic Show Original nhu hinh du6i. Ctra s6 ndi dung Phan dau thu s& xuat hién.

L) 'Welcome to the new Gmail inbox - vodanh0101 &gmail.com - Grn.ail

Eile Edit View History Bookmarks Tools Help
| M wrelcome to the new Gmailinbox - vedanhot... | + |

(_— F D

nail .google.comimail7shva

+40 F Maps Play YouTube HNews Gmail Drive Calendar More -
Google v dar | 0 | [ + R -
Gmail ~ - o o ] - » - More ~ 1of104 < > -
£ M 2 =
IP3GS gia ré, chinh hing - wew sunpad.vn - BH 12 thang, ting vi da 500K, 6p150K chinh hing, BH phan mém tron déi Wity this ad?
Inbox (B8) -
I Stamed Welcome to the new Gmail inbox nbox %
I riant May Bay
mporal . ernail = — . ; Wé Gia Ré, K
Sent Mail 1Gmanl Team <mail-noreply@google.com 5:59 AM (5 minutes agao) -, So Sanh Gid
0 me =
Drafts (1) + Reply Ng_ay!
» Circles Elines.yn/™e-
= Forward QuocTe
Personal Filter messages like this -
Travel Print Che dien tt
. Mua ban dign

Add Gmail Team to Contacts list

o~ 7 Delete this message
Try now Report spam g on M
Unable to reach N Report phishing

! Shon Tainal Get great rate
Gmal_l Please check 1 Hi vo ow ongina address. Mail
your intemet hessage text garbled? 1993
connection or

L TLE g e

Wi nhigu dor
hotot.w

Translate message USAbox.com
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3.4. D6i véi Yahoo.

Nhép chon thu dién tir cin xem Phan dau thu, nhép chon Thao tac -> Xem tiéu dé
day du nhu hinh dudi. Ctra s6 ndi dung Phan dau thu sé& xuat hién.

(‘ & vr-mab.mail. yahoo.com/neo/launch?. rand=Ffrhplinpjld4pi#mail
= YAHOOI! MAIL
HOP THU DEN DANH BA LICH Ban tin van ban ... Yahoo!Mat khau ...

[# viét thw -

Thw nhap (16)
Ba giri
Thu réc (57)
Thiing rac

* THUY MUC

* MESSENGER

* (NG DUNG

Hép thw dén (928)

» Chwong trinh Bong Sen Vang hop tac v...  trGolden

Arraee Naniad

4. Bao cao khi nhan dwgc thw dién tir gia mao.

Chwong trinh B...

C |28~ cooge

Tim kiém thu Tim kifm web

I 6a o G = BIchuyén - @D Therac -

£ Thao tic - + 3

Chao, VU

Lotus Plusg  In The. p g8
]
Danh dau B4 doc K
Dénh déu Chura doc Shift+K 3|
Bénh déu sao L &
Bube?2 | Xoadanh ddu sao Shift+L |
Xem tigu dé diy di bl
Cal bang ma ngdn ngir.. t
Theém Ngudi giri vao Danh ba Shift+A

- Khi nhan dugc thu gia mao (hodc nghi ngd gia mao), dé nghi ngudi nhan giri thw
gia mao dudi dang tép tin dinh kém t61 irdh service@sby.gov.vn (B§ phan HelpDesk
ciia Cuc CNTH) theo mau sau:

Tiéu dé thu: Bio céo thu gia mao

Noi dung thu:

Béo cdo thu gia mao.

- Tén nguoi gui:  Nguyén Vin A
- Ponvi: ...

- So6 dién thoai lién hé: 09xxxxxxx

Hueéng dan phat hién thw dién tir gid mao

9/12



ITDB

- B6 phan truc HelpDesk ciia Cuc CNTH khi nhan dugc thu nay dé nghi chuyén

tiép cho Bo phan HelpDesk ctia Phong CA dé B phan an ninh bao mat ciia Phong CA
xem xét, danh gia va chuyén tiép t6i VNCERT - Trung tdm tmg ciru khan cap may tinh
Viét Nam theo dia chi antoanthudientu@report.vncert.vn, dong thoi giri két qua danh

gia thu lai cho Bo phan HelpDesk. Bo phan Helpdesk sé& chuyén tiép két qua nay cho

nguoi nhén thu gid mao.

4.1. Pdi v6i Microsoft Outlook 2007 va cac phién ban méi hon.

-Nhap dip chudt thu can gui dudi dang dinh kém, cira s6 thu dién tir xuat hién.
Nhép chon Other Actions -> Forward as Attachment nhu hinh dudi:

X

Ara

- Ctra s6 guri thu dudi dang dinh kém xuét hién:

.
@ | 5 a 9 ¥ HOp thu cha ban gan day. - Message (HT... — ==
Cadd
- Message Add-Ins
\ ~ . x (3 Move to E e -1 N 5& Categorize ~ 23
— _ﬁJ — = wo'c
> Create R ¥ Follow Up ~
Reply Reply Forward Delet Junk Find
to All E;’l Other Actions =4 E-mail ~ __j Mark as Unread ~
Respond Options M
This message was sent with High i Edit Message
From: Microsoft Outiook Recall This Message... Sent: Tue 7/23/2013 1:00
To: MNgo Hoang 4§ Bwdc 2 ) Resend This Message...
Cc T
Subject: —
T - @) Forward as Attachment m
%) Post Replvta Folder _
. | Forward as Attachment
Encodint, J
SJ | Message Header
View Source
Vui léng giam bdt kich thudc hd View in Browser péng can thiét khéi hép

@ *

Bao cao thw gia mao.
- 3 vl oTE s N By =
Ten ngwoi gl Nguven Vdar A

Bon vi: NHNN CN

S& dién thoai lién hé: 09xxyrxxy

M) H 9 e s = B3o cdo thu gid mao - Message (HTML) - =
o
Message Insert Options Format Text Add-Ins
o E—— e =
= [aFwT|E= BE) &g || B0 | N || AP
-3 =9 =
Paste |k T [2RE | = ||| Address Check Fallow 3 Spelling
- — Book Mames == Up~ ~
Clipboard ™= Basic Text MNames Include Options Tl Proofing
To... | itdb_service @sbv.gov.vn| | |
]
) [ | |
Send
Subject: Bao cao thu gid mao | |
Attached |[ Hop thu cia ban gan day. 6 kBl | |
L | =
Ca
-
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4.2. Doi véi webmail ciia SBV.
4.2.1. Mail MS Exchange:

- Nhép chudt phai vao thu can giri dudi dang dinh kém, nhap chon Chuyén tiép
dw6i dang Phan dinh kém nhu hinh duéi:

File Edit Wb History Boolkmarks Tools Help
<< - o = ekt s el s . o gt
T WIS Pl 9 Lam thE nao tSt dugc ... Sl Disable administrative ... 73 Bai 1: Greetimm

LD | Mo Hoang Quyen Yo (CRNTH) — Outloo. - - -

— -
Outlook Wel App
Thoer > Inbox 115 Muc
E 1 PACCT ~ oS - Chuy&r - BS loc ~ >erm - o
SODL.02Z2 FMEBE of mailboos — N — . B e - —
space used. At S10 PMEB you TErz? Fod Sy T o857 50 MO s Ea - | ¥
wworn't be able to send rmail. CHe cusSe hSi thoai b Madw - rSE nhSt & TeEn cdng
— -
- Lra thich e~ o HS tro ki&m tra cai g3t rmdy
r 3 Irks oo Le Mgoc Tho CPRTH) AD:21 SO
L= =
) HSp the = = — s o~ ¥
= D rMicrosa o ol gae Nhan chudt chon
=g HSi dap TSt ca !
- Nogo Hoang Quyen Wi MNuaEn Tried B Chuyd&n tidfp {
L= Imbosx< s Bao cac — — — — = =
G Deatts [6 - il ;_11|5I@-—1 Chuyé&en ti€p dudi damna Phan dinh kerm |
= sSentIterms - = | B2anh diu la Chwua doc

- ~Nha s
S Deleted Items (7 - g e . <
N =t 4 Tao Quy tac...
L Juarbe E-Plail [ 6] ~ =SB

= | L= E-rmail Rac -
- MNotes ~ Hiep, Tr
e . oS
E=1 wThus - ios nolk, ., e e ar . -

- Ctra s6 gui thu du6i dang dinh kém xudt hién:

2 Tho Khéng dasu déo - Mozilla Firefox (N =1[E3]

https: ffmail. sbw . gosw. vnfowa)? ae=Ikemst=IPM. Motefa=rlewiid =R ga80 80t 2F0wL bhvw QauFg o scAEvBwWDGASydn=s 5 7
[IE5: - ¥ &3 2 B4 - Tuw chon.. [HTRL ~r 7
Bén.. | itdb_service@msbw.gov.vn |
Ce,
Tiéu dé: | Bao cao thu gid mao |
Binh kérm: EA Hap thu ola ban gan cdEy. K
Helvetica ~lf1o0 » B X w = = IE = v A - =
Bao cao thu gia mao.
- Tén ngwoi grri: Maguyéern Van A
- Bor wvir ...
- 3506 diénthoai lign hé: O9xxxxxxx
Core =

4.2.2. Mail Domino:
Thuc hién iy phan dau thu nhu muc 3.2.2 sau d6 copy ndi dung phan dau thu ra
tap tin Notepad/Wordpad/Word, roi gui dinh kém theo thu dién tir theo mau ¢ trén.

Hueéng dan phat hién thw dién tir gid mao 11/12



ITDB

4.3. P6i véi Gmail va Yahoo.

Thuc hién 1iy phan dau thu nhu muc 3.3 va 3.4 sau d6 copy noi dung phan dau thu
ra tap tin Notepad/Wordpad/Word, rdi giri dinh kém theo thu dién tir theo mau ¢ trén.
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