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1. MUC PiCH

Tai liéu duoc xay dung dé hudng dan cac can bo NHNN truy cap Internet tap trung
tir cac may tinh két ndi mang NHNN qua hé théng proxy NHNN.

2. PHAM VI AP DUNG

2.1 Poi twong

Nguoi dung la cac can b lam viéc tai Ngan hang Nha nudc.

2.2 Piéu kién sir dung

- Nguoi dung da duoc cap tai khoan thu dién tir chia NHNN

- May tinh c6 két néi voi mang NHNN

- Sur dung mét trong cac may chi DNS n6i bo cia NHNN:
o Tai Cuc CNTH: 10.10.1.11

o Tai NHNN chi nhanh: 10.x.11.200 hoac 10.X.20.10 (x: ma IP cia NHNN
chi nhanh)

- Két ndi mang thanh cong voi Proxy NHNN: proxy.sbv.gov.vn

3. CAC TU VIET TAT

Trong quy trinh ndy, nhitng tir ngir dudi day duoc hiéu nhu sau:
- NHNN: Ngan hang Nha nudc.

- CNTT: Cbng ngh¢ thong tin.

- CNTH: Cbng nghé tin hoc.

4. NOI DUNG HUONG DAN

4.1 Kiém tra, cAu hinh may chi DNS

4.1.1 Kiém tra cdu hinh mdy chiit DNS:

- Mo cira s Command Prompt bang 1 trong cac cach:
o Chon Start -> Run (hodc 4n to hop L +R), g6 1énh cmd chon OK.
o Chon Start -> All Programs -> Accessories -> Command Prompt.

- Tai ctra s6 Command Prompt gd 1énh nslookup
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% Select Administrator: Command Prompt - ns

C:\>nslookup
Default Server: UnKnown

Address: 10.18.1.11
>

- Két qua néu muc Address 1a mot trong cac dia chi may cha DNS ndi bo cia
NHNN néu trén thi may cha DNS da duoc cau hinh. Néu khéac cac dia chi trén thi
cau hinh lai may cha DNS theo budc sau. (Muc 4.1.2)

4.1.2 Céu hinh mdy chii DNS

- Chon Start -> (Setting ->) Control Panel -> Network Connections -> Local
Area Connection (chon dang card mang ndi véi mang NHNN d6i v6i may co
nhiéu card mang). Hodc ¢6 thé nhap dap chudt vao biéu twong mang & thanh cong
cu goc trai bén dudi man hinh.

<
4 Local Area Connection Status &J
| General
Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: No Internet access
Media State: Enabled
Duration: 02:34:55
Speed: 100.0 Mbps
| Detais...
||
i
Activity
Sent l\. - Received
| Bytes: 3,398,707 22,072,251 i
|_ #ylProperties I l ¥/ Disable ‘ | Diagnose |
l Close

—_— e ——— e — =

- Chon Properties:
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Networking | Sharing
Connect using:
!‘2‘ Marvell Yukon 88E8042 PCI-E Fast Ethemet Controller

This connection uses the following items:

B} Kaspersky Arti-Virus NDIS 6 Fitter
421 Q05 Packet Scheduler

5} File and Printer Sharing for Microsoft Networks —
<& |ntemet Protocol Version 6 (TCP/IPv6)

o ntemet Frotocol Version 4 (TCP/IPv4) |

«&. Link-Layer Topology Discovery Mapper /0O Driver
<& Link-Layer Topology Discovery Responder

m

1

< | n |
Install... | Uninstal f Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

- Trong bang This connection uses the following items, nhap chudt vao dong
Internet Protocol Version 4 (TCP/IPv4) hoic Internet Protocol (TCP/IP) (d6i
v6i WinXP), roi chon Properties.

Internet Protocol Version 4 (TCP/IPy

General l Alternate Configuration I

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically
() Use the following IP address:

IP address:
Subnet mask:

Default gateway:

() Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: 0.10.1 .11

Alternate DNS server:

[ validate settings upon exit
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=

- Chon Use the following DNS server addresses, nhap dia chi IP may chi DNS

ndi bo cia NHNN (chi tiét tai Muc 2.2).
- Chon OK -> Close dé thiét 1ap c4u hinh.
4.2 Kiém tra két ndi véi proxy NHNN (proxy.sbv.gov.vn)

- Mo cira s Command Prompt
- G0 Iénh ping proxy.sbv.gov.vn

Administrator: Command Prompt
-

— e —

P N N N e

C:\>ping proxy.shv.gov.un

Pinging proxy.shu.gov.vn [172.16.2.181 with 32 hytes of data:
172.16.2.18: bhytes=32 time<ims TTL=252
172.16.2.18: bhytes=32 time<ims TTL=252
172.16.2.18: bhytes=32 time<ims TTL=252

Reply from 172.16.2.18: hytes=32 time<ims TTL=252

Ping statistics for 172.16.2.18:

Packets: Sent = 4, Received = 4, Lost = B <(Bxz loss).
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = @Oms,. Average = Oms

L - —_—

|

- Néu c6 reply tir may chu proxy nhu hinh trén thi may tinh da két ndi thanh
cong. Néu khong két ndi thanh coéng xin lién hé theo thong tin tai Mue 5 dé dugc

ho tro.

4.3 Cau hinh proxy

4.3.1 Trwong hop swr dung trinh duyét Internet Explorer, Google Chrome:

- Chon Start -> (Settings ->) Control Panel -> Internet Options. Chon tab

Connections.
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| General | security | Privacy | Content | Connections | programs | Advanced

To set up an Internet connection, dlick
Setup.

Dial-up and Virtual Private Network settings

&3 Dial-up Connection (default)
&5 viettel

Choose Settings if you need to configure a proxy
server for a connection.

@) Never dial a connection

(") Dial whenever a network connection is not present
(©) Always dial my default connection

Current Dial-up Connection Set default

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections. LAN settings
Choose Settings above for dial-up settings.

- Chon LAN Settings

' Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ Automatically detect settings

[T Use automatic configuration script

Address ‘

Proxy server

Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Address:  proxy.sbv.gov.n Port: 80
[V] Bypass proxy server for local addresses

- Tich chon Use a proxy server for your LAN; Bypass proxy server for local
addresses va nhap cac thong tin:

o Address: proxy.sbv.gov.vn
o Port: 80
- Chon Addvanced:
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r = N
Ery e ==
Servers
L B Type Proxy address to use Port
o E|
HTTP: proxy.sbv.gov.vn ‘80
Secure: proxy.s go n 80
FTP proxy.sbv.gov.vn 30
Socks:
[¥] Use the same proxy server for all protocols
Exceptions

| B Do not use proxy server for addresses beginning with:

.

e

= sbv.gov.vn;10.%172.16.%)| -

Use semicolons ( ; ) to separate entries.

& —— e —

A

- Tich chon Use the same proxy server for all protocols va nhap cac thong tin
sau vao muc Exceptions: *.sbv.gov.vn; 10.*; 172.16.%;

- Chon OK-> OK -> OK dé hoan thanh thiét 1ap c4u hinh proxy.

4.3.2 Trwong hop svur dung trinh duyét Mozilla Firefox:
- Mo trinh duyét Mozilla Firefox
- Trén Thanh trinh don (Menu) chon Cong cu (Tools), chon Tuy chon (Options).
(Neu khong hién Thanh trinh don thi a an phim FlO)
W Téptin Chinhsta Hiénthi Lugcstr Danh dau [ "Trcr glug—
@Trang Khai Béng Mozilla Firefox + Taixudng Ctrl+)
e\ || % Tiénich Ctrl+Shift+A
&2 [ @ about:home i DB te

Java Console

Bang kiém sodt Loi Ctrl+Shift+)

Bang kiém soat Web Ctrl+Shift+K
@& FoxyProxy Chuan

Thong tin vé& Trang

Bat ddu Duyét web Riéng tu Ctrl+Shift+P

X6a cac Lugc sir Gan day...  Ctrl+Shift+Del

Tuay chon
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- Dbi v6i cac phién ban Firefox méi cap nhat chon tab Nang cao (Advanced),
chon tab Mang (Network), chon Thiét 1ap (Setting). P6i v6i cac phién ban cil:
ngay tai tab General, chon Connection Settings.

= = sy 8
J L) 7 P ri/ ._% -
Téng quat The Néidung Chuongtrinh  Riéngtuy Bidomat Déngbé Nang cao

(‘Tay chon |

Téng quat| Mang [ Cap nhat[Ma héa

Két néi
Cach thirc Firefox két ni vao Internet Thiét lap... |
I Luu trir Ngoai tuyén N

B6 dém cla ban hién dang dung 250 MB dung lugng dia Xoéa Ngay

[] Khéng ché viéc quan li bo dém tu déng

r Gigi han bé dém con 1024 MB dung lugng
@ tﬁ:;g;m khi cé trang web yéu cau dugc luu trir dir liéu dé dung ngoai

Nhimg trang web sau d3 luu trir dir liéu d€ dung ngoai tuyén:

[ ok | [ Hiybs | [ Zrogiup |

=

- Chon Céu hinh proxy thi céng (Manual proxy configuration), chon Dung

may chu nay cho moi giao thirec (Use this proxy server for all protocols), va nhap
cac thong sb:

o HTTP Proxy: proxy.sbv.gov.vn
o Port: 80

o Khong dung Proxy cho (No Proxy for): *.sbv.gov.vn, 10.*, 172.16.*,
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C&u hinh cédc Proxy dé truy cdp vao Internet '
(7) Khong dung proxy

(") Tu déng dé thiét Iap cda proxy cho mang nay

() Dung cac thiét lap proxy cta hé théng

@ : Cau hinh proxy thd cong: I

Proxy HTTP:

Proxy SSL:
Proxy FTP:

May chi SOCKS:

Khéng dung Proxy cho:

(") URL céu hinh proxy tu déng:

proxy.sbv.gov.vn Céng: 80/

Ding may chi proxy nay cho moi giao thirc

— s

proxy.shv.gov.vn Céng; 801

prcx:-;.sb*.:gc‘.-',-.‘n Cong: 80F;

proxy.sbv.gov.vn Cong: 801
SOCKSv4 (@ SOCKSv3

localhost, 127.0.0.1, *.sbv.gov.vn, 10.%, 172.16.%,
Vi du: .vi.mozdev.org, .vnn.vn, 192.168.1.0/24

Tai lai

[

ok | [ Hiybe | [ Trogigp |

!=

- Chon OK -> OK d¢ hoan thanh thiét 1ap cau hinh proxy.

4.4 Truy cap Internet

Sau khi da thiét 1ap proxy, mdi khi truy cap vao trang web méi trinh duyét s& xuat
hién ctra s6 théng béo yéu cau nhap Username, Password. Ngudi ding st dung

Username, Password ctia hé thong
mang Internet.

thu dién tr NHNN da duoc cap dé truy cip

The server proxy.sbv.gov.vn at RealmsGroups requires a username and
password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure

connection).

["] Remember my credentials

=) User name
' |
‘ IPasswcrd
| &

L

(Thong bado cua trinh duyét |E, Chrome)
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(o .
Yéu c3u Xac minh i e — I\é
'— . s —— —

@ Proxy moz-proxy://proxy.sbv.gov.vn:80 dang yéu cau tén dang nhap va mat khau. Trang web bao:

"RealmsGroups"
Tén dang nhap:
Mat khau: |
[ ok ][ Hiybs |

(Thong bao cua trinh duyét Firefox)
4.5 Cac luu y khi truy cap Internet qua proxy NHNN

Khi truy cap Internet qua mang NHNN, nguoi dung phai tuan theo cac quy dinh vé
an toan bao mat cia NHNN: Thong tu s6 01/2011/TT-NHNN ngay 21/02/2011
ctia Thong d6c NHNN quy dinh viéc dam bao an toan, bao mat hé théng cong nghé
thong tin trong hoat dong ngan hang; Quyét dinh sé 39/2006/QP-NHNN ngay
08/08/2006 ctia Thong dbc NHNN ban hanh Quy ché quan 1y va sir dung mang
may tinh nd1 bd cua Ngan hang Nha nudc. ..

Hé théng proxy cua NHNN c¢6 tich hop cac chitc ning vé an toan bao mat: loc ndi
dung, quét vi rt, ngan chin céc trang web c6 ndi dung ddc hai do d6 mot sb trang
web khong truy cap duoc.

Hé théng mang Internet NHNN phuc vu cho tat ca cac can bd cia NHNN nén cd
s6 luong ngudi st dung 16n. Dé nghi ngudi st dung khong dung cac phan mém
download dé tai vé cac file dir liéu 16n (video, game...) gy tic nghén dudng
truyén.

5. THONG TIN HO TRQ

Moi chi tiét hodc yéu cau hd tro xin lién hé theo dia chi:

Bé phdn Ho tro kj thugt

Cuc Cong nghé tin hoc — Ngan hang Nha nuoc
Email: itdb_service@sbv.gov.vn

Dién thogi: (04) 32595986;

IPPhone: (04) 8888;

Fax: (04) 37733413.
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