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V/v ra soat may tinh st dung
Windows XP va MS Office 2003
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T ngiy 08/4/2014, hang Microsoft da chdm dirt hd tro, ngimg cung cép cic
ban sira 161 néng (hot fixes), cic ban va 15i bao mat cho Windows XP va Office
2003. Bé dam bao an ninh bao mat hé théng cong nghé thong tin cia NHNN, Cuc
Cong nghé tin hoc (CNTH) d nghj céc don vi NHNN phdi hop thuc hién céc cdng
viéc nhu sau:

1. Théng ké s lugng cac may tinh nghiép vu (tén may, hang san xudt, nam
trang cdp) hién dang sir dung hé diéu hanh Windows XP theo mau tai Phu luc 01
dinh kém gui vé Cuc CNTH truéc ngdy 19/4/2014 (ban mém giri dén email:
cnth8@sbv.gov.vn).

2. Nang cip, cap nhét hé didu hanh phién ban moi (Windows 7, Windows 8),
phan mém MS Office phién ban cao hon 2003 (MS Office 2007, 2010, 2013), trinh
duyét Internet Explorer (IE) phién ban cao hon phién ban 6 cho cidc may tinh chay
hé dicu hanh Windows XP, phan mém MS Office 2003, IE v6, cu thé nhu sau:

- C6 ké hoach trang bi hé didu hanh thay thé hé diéu hanh Windows XP cho
céc may tinh con sir dung 1au dai (thoi gian khau hao con tir 12 thang trd 1én).

-Tai phin mém MS Office 2007 tai website noi bd NHNN
(http://intranet.sbv.gov.vn, chuyén muc Cdc hoat dong khdc cia NHTW => Céng
nghé Thong tin — Truyén théng => Hb tro kj thudt), cai dat thay thé cho cic may
tinh st dung phan mém MS Office 2003.

- Tai phién ban trinh duyét IE méi thay thé phién ban IE v6 tir website ctia
Microsoft: http://www.microsoft.com/en-us/download/internet-explorer.aspx

- D6i v6i cac may tinh con sir dung hé didu hanh Windows XP, d& nghi don
vi khong str dung img dung nghiép vu, khéng soan thao, luu trit tai liéu lién quan
dén bi mat nha nuéc, khong truy cép Internet va thuc hién céc bign phéap k¥ thuat
sau dé bao dam an toan khi tiép tyc sir dung Windows XP:

o Sao luvu dw phong: bao gdm (i) sao luu lai thong tin lién quan dén ban
quyén gidy phép sir dung hé didu hanh va ung dung; (ii) sao luu b cai dat
hé diéu hanh, c4c ban v4, cic phan mém dang sir dung; (iii) sao lwu 6 cling
dé co thé khdi phuc khi c6 sy cb x4y ra.

o Sit dung twong lira tich hop sin ctia Hé diéu hanh: Thiét 1ap tuong lra
dam bao chi cho phép cac dich vu dugc phép st dung mé cong ra bén
ngoai, dong toan bd cac cong dich vu khoéng can thiét.




o G& bé hoidc tit ciac dich vu khong dung dén hodc it dung: dic biét 1a
cac dich vu cho phép két ndi ra bén ngoai nhu Netmeeting Remote
Desktop Sharing, Remote Desktop, Remote Registry, Routing & Remote
Access, SSDP Discovery Service, Universal Plug and Play Device Host,
Telnet...

o Tit chirc niing chia sé tai nguyén mic dinh cho mdt sé phan ving va
dich vu bao gom: C$ D$ E$, ADMINS, FAXS, IPC$, NetLogon, PRINTS.

o Tit bé céc tinh niing tw dong chay ng dung khi két ndi véi thiét bi
lwru trit ngoai (USB)

o St dung cic két ndi c6 ma hoa dé quan tri cic may tinh tir xa: st dung
VPN, 88H.... '

o Cai dit va thwong xuyén cip nhét phin mém antivirus.

o Khong st dung tai khodn c6 quyén quén tri (Administrator) khi khong
can thiét. V6 hidu hoa tai khoan Guest.

o Thiét 1ap mat khiu an toan: Mat khéu c6 do dai tir 8 ky tw trd 1én; c6 ca
chit hoa, chit thuong, chit s6 va ky tu dic biét.

o Tham khio cac bién phdp bido mit: do hang Microsoft hudng dan tai dia
chi Internet “http://www.microsoft.com/vietnam/support/” va hudng dan
cia Cuc CNTH tai website ndi bd NHNN (http:/intranet.sbv.gov.vn,
chuyén muc Cdc hoat dong khdc cua NHTW => Cong nghé Thong tin —
§ ruyén théng => Hé tro ky thudt).

Trong qua trinh thuc hién, don vi can thong tin hd trg xin lién hé phong An

ninh thong tin - Cuc Codng nghé tin hoc, dién thoai: 04.38354775, email:
cnth8@sbv.gov.vn.

Tran trong cam on sy hop tac cia Quy don vi./. ﬁ

Noi nhin:
- Nhu trén;
- Luu CNTH/CNTH4/CNTHS.




