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Cuc Cong nghé tin hoc

1. MUC PICH

Tai liéu dugc xay dung chi tiét dé huéng dan cac can bo NHNN truy cap Internet
tap trung tir cac may tinh két n6i mang NHNN qua hé théng proxy NHNN.

2. PHAM VI AP DUNG

2.1. D twong
Nguoi dung la cac can bo lam viéc tai Ngan hang Nha nuéc.

2.2.  Piéu kién sir dung
- Nguoi dung da duoc cip tai khoan thu dién tir cia NHNN
- May tinh c6 két néi vai mang NHNN
- Sir dung mot trong cac may chi DNS noi bo cia NHNN:
o Tai cac don vi NHTU' (tai tru so 49 Ly Thai T6): 10.10.1.11
o Tai cac don vi NHTU (tai tru s¢ 25 Ly Thuong Kiét): 10.180.40.21

o Tai NHNN chi nhanh: 10.x.10.200 hoac 10.x.20.10 (x: m& IP cata NHNN
chi nhanh)

- Két ndi mang thanh cong véi Proxy NHNN: proxy.sbv.gov.vn
3. CACTU VIET TAT

Trong quy trinh nay, nhiing tir ngir dudi day dwoc hiéu nhu sau:
- NHNN: Ngéan hang Nha nudéc.

- CNTT: Cong ngh¢ thong tin.

- CNTH: Cdng ngh¢ tin hoc.

4. NOI DUNG HUONG DAN

4.1. Truy cap Internet qua mang c6 day

4.1.1. Kiém tra, cau hinh may chia DNS

4.1.1.1. Kiém tra cdu hinh may chi DNS

- Mo cira s6 Command Prompt bang 1 trong cac céach:
o Chon Start -> Run (hoic an t6 hop # +R), g6 1énh cmd chon OK.
o Chon Start -> All Programs -> Accessories -> Command Prompt.

- Tai ctra s6 Command Prompt g& 1énh nslookup
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Cuc Cbng nghé tin hoc

3 -_—
Select Administrator: Command Pre

C:\>nslookup
Default Server: UnKnown

Address:  10.160.1.11
>

Két qua néu muc Address 1a mot trong cac dia chi may chia DNS noi bo cua
NHNN néu trén thi may cha DNS d& duoc cau hinh. Néu khac cac dia chi trén
thi cau hinh lai may chi DNS theo buéc sau. (Muc 4.1.1.2)

- Hoic c6 thé kiém tra, bang cach thyuc hién 1énh ipconfig/all tai cira s6 Command
Prompt va kiém tra thong s6 DNS Servers trong muc Ethernet adapter Local
Area Connection (d6i véi Win XP va Win 7) , Ethernet adapter Ethernet ddi
vo1 Win8

B C:\Windows\system32\emd.exe o= | =) eSS

thanh.trandinh>ipconfigrall

Conf iguration

163x13<Preferred’

4 18:87:13 AN
Bi4 18:87:89 AH

b
—B1-1A-E&-97-E1-AB-48-1C-9D-23-B4

11
J.1%1
HetBIOS over Tcpip. . . . . . . . = Enab

4.1.1.2. Cdu hinh may chi DNS

- Chon Start -> (Setting ->) Control Panel -> Network Connections -> Local
Area Connection (chon ding card mang néi voi mang NHNN d6i véi may co
nhiéu card mang). Hoic c6 thé nhap ddp chudt vao biéu tuong mang & thanh cong
cu goc trai bén duai man hinh.

Huwong dan truy caplnternet tap trung qua mgng NHNN 4/25
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@ Local Area
General
Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: No Internet access
Media State: Enabled
Duration: 02:34:55
Speed: 100.0 Mbps
Activity
W™
Sent —— M ——  Received
Bytes: 3,398,707 | 22,072,251
[ Biproperties | [ ipisable | [ Diagnose |

- Chon Properties:

—

Netwodking | Shasing |

Connect usng:
&% Marvel Yukon 88E8042 PCLE Fast Ethemet Controler

This connection uses the following tems:

¥ 2 Kaspersky Anti-Virus NDIS 6 Fiter -
QoS Packet Schaduler

V) 2} Fle and Printer Sharing foc Microsoft Networks -
¥ - temet Protocol Version § (TCP/IPvE) EJ

Y bt Protocol Version 4 (TCP/1Pv4)

W .. Link-Layer Topology Discovery Mapper /O Driver

M .4, Link-Layer Topology Discovery Raspondar
m

<|

=)

Description

Transmission Control Protocol/intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnacied networks.

Lok ] [..Concet ]
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Cuc Cong nghé tin hoc

- Trong bang This connection uses the following items, nhip chuét vao dong
Internet Protocol Version 4 (TCP/IPv4) hoic Internet Protocol (TCP/IP) (ddi
véi WIinXP), rdi chon Properties.
Internet Protocol Version 4 (TCP/IPv4) Properties ?
General | Alternate Configuration

‘You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
(") Use the following IP address:

(@) Obtain DNS server address automatically

(") Use the following DNS server addresses:

Validate settings upon exit e

oK Cancel
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- Chon Obtain DNS server address automatically: Thao tac nay gitup thiét bi
tu dong nhan cdu hinh DNS tir may chu, sau d6 thuc hi¢n lai buéc 4.1.1.1 Kiém
tra cau hinh may chi DNS dé kiém tra thiét bi da nhan dung DNS chua. Trong
truong hop mot sb thiét bi KHONG tu dong nhan cAu hinh DNS tir may chu : Tich
chon Use the following DNS server address va khai bao dia chi DNS tuong rng
dbi véi timg don vi Vu Cuc va NHNN chi nhanh (myc 2.2 Piéu kién sir dung) vao
muc Preffered DNS server. Vi du:

Internet Protocol Version 4 (TCP/1Pv4) Properties ?

General | Alternate Configuration

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
-::::- Use the following IF address:

() Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server: 0 .10 . 1, 11

Alternate DNS server:

[validate settings upon exit e

- Chon OK => Close d¢ thiét lap cau hinh.

4.1.2. Kiém tra két noi véi proxy NHNN (proxy.sbv.gov.vn)
- M¢ cira s6 Command Prompt
- G0 Iénh ping proxy.sbv.gov.vn
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Cuc Cbng nghé tin hoc

(o —_ I —|sE ] 53 P
C:! B I
Administrator: Command Prompt. an - s

C:\>ping proxy.shv.gov.un

Pinging proxy.shu.gov.un [172.16.2.18]1 with 32 hytes of data:
time<ims TTL=252
time<ims TTL=252
- time<ims TTL=252
Reply from 172.16.2.18: hytes=32 time<{ims TTL=252

Ping statistics for 172.16.2.18:

| Packets: Sent = 4, Received = 4, Lost = B (Bxz loss).
Approximate round trip times in milli-seconds:

\ Minimum = Bms, Maximum = @Oms, Average = Bms

[ © - —_ Wy

- Néu co6 reply tir may chu proxy theo dang: Reply from x.x.x.x:bytes=32
time<ims TTL=yyy (vi du nhu hinh trén) thi may tinh da két ndi thanh céng.
Néu khéng két ni thanh cong: kiém tra lai viéc khai bdo DNS & muyc trén va mo
ctra s6 Command Prompt, thyc hién 1énh ipconfig/flushdns

5+ Command Prompt = =

icrosoft Windows [Uersion 6.2.928@1
(c) 2012 Microsoft Corporation. All rights reserved.

:sUsersst.thanh>ipconfigsf lushdns

dindows IP Configuration
uccessfully flushed the DNS Resolver Cache.

ssUsersst.thanh?

Khi di thuc hién tat ca cac bude trén nhung khong ping dwoc may chu proxy,
ngudi dung thuc hién tiép bwéce 4.1.3, sau do c6 thé quay lai budc nay dé
thuc hién lai thao tdc ping may chu proxy.

4.1.3. Cau hinh proxy

4.1.3.1. Trwong hep s dung trinh duyét Internet Explorer, Google Chrome:

- Chon Start => (Settings =>) Control Panel => Internet Options. Chon tab
Connections.
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Cuc Cong nghé tin hoc

| General | security | Privacy | Content | Connections | programs | Advanced

To set up an Internet connection, dick
Setup.

Dial-up and Virtual Private Network settings

£3 Dial-up Connection (default)
&3 Viettel

Choose Settings if you need to configure a proxy
server for a connection.

@) Never dial a connection
(") Dial whenever a network connection is not present
() Always dial my default connection

Current Dial-up Connection

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections. LAN settings
Choose Settings above for dial-up settings.

- Chon LAN Settings

4" Local Area Network (LAN) Settings.

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ Automatically detect settings
[T use automatic configuration script

Address ‘

Proxy server

Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Address:  proxy.sbv.gov.n Port: 80
Bypass proxy server for local addresses

- Tich chon Use a proxy server for your LAN; Bypass proxy server for local
addresses va nhap cac thong tin:

o Address: proxy.sbv.gov.vn
o Port: 80
- Chon Addvanced:
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Cuc Cong nghé tin hoc

r = ™y
‘?_ Proxy Settings m M
Servers
1 B Type Proxy address to use Port

N
HTTP: proxy.sbv.gov.vn ‘80
Secure: proxy.sbv.gov,vn . |80
FTP: proxy,sbv.gov.vn . |80
Socks:
[¥]Use the same proxy server for all protocols

Exceptions
| 8 Do not use proxy server for addresses beginning with:

Y=

Il

= sbv.gov.vn;10.%172.16.%] -

Use semicolons ( ; ) to separate entries.

[ ok ][ cance |

& - -
- Tich chon Use the same proxy server for all protocols va nhap cac théng tin
sau vao muc Exceptions: *.sbv.gov.vn; 10.*; 172.16.*;

- Chon OK-> OK -> OK dé hoan thanh thiét 1ap c4u hinh proxy.

4.1.3.2. Trwong hep s dung trinh duyét Mozilla Firefox:
- Mo trinh duyét Mozilla Firefox

- Trén Thanh trinh don (Menu) chon C6ng cu (Tools), chon Tuy chen (Options).
(Néu khong hién Thanh trinh don thi 4n phim F10)
W Taptin Chinhsta | Hien thi | LUge st Danh dau :Traglug_

@ Trang Khdi Déng Mozilla Firefox + Tai xuéng Ctrl+)

£:\.3 \@ heme Tiénich Ctrl+Shift+A
- Cai d3t Dong bb...

Java Console

Bang kiém sodt L&i Ctrl+Shift+)

Bang ki€ém soat Web Ctrl+Shift+K
@ FoxyProxy Chuan

Thong tin v& Trang

Bat dadu Duyét web Riéng tu Ctrl+Shift+P
Xéa cac Lugc sir Gan ddy...  Ctrl+Shift+Del

Tuy chon
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Cuc Cong nghé tin hoc

- Dbi voi cac phién ban Firefox méi cap nhat chon tab Nang cao (Advanced),
chon tab Mang (Network), chon Thiét lap (Setting). P6i vai cac phién ban cii:
ngay tai tab General, chon Connection Settings.

(e 5=
J = = == f <7
m = P&

wé
Téng quét Thé Néidung Chuongtrinh Riéngty Baomat Déngbé Nang cao

Jlil—
‘j)\‘\

Téng quat| Mang | Cap nhst| M hoa

Két néi
Cach thirc Firefox két néi vao Internet Thiét lap...
' Luu trir Ngoai tuyén '

B& dém cda ban hién dang dung 250 MB dung luong dia Xbéa Ngay

[T] Khéng ché viéc quan Ii bo dém tu dong

n Gidi han b démcon | 10241 MB dung lugng

= Bdo t6i khi c6 trang web yéu cau dugc luu trir dir liéu aé dung ngoai FRSEIR
]
v tuyén Ngoai trir.. |

Nhimg trang web sau d3 luu trir dir liéu d€ ding ngoai tuyén:

[ ok | [ Hiybs | [ Tregisp |

- Chon Cau hinh proxy thi cong (Manual proxy configuration), chon Dung
may chua nay cho mei giao thirc (Use this proxy server for all protocols), va nhap
cac thdng sé:

e HTTP Proxy: proxy.sbv.gov.vn

e Port: 80
e Khong dung Proxy cho (No Proxy for): .sbv.gov.vn, 10.0.0.0/8,
172.16.0.0/16.
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Cuc Cong nghé tin hoc

Thi&t 13p K&t nGi

Cdu hinh cdc Proxy dé truy cdp vao Internet

() Khéng ding proxy

() Tudéng dé thiét ldp cda proxy cho mang nay
() Ding cdc thiét 1dp proxy cda hé thdng

(@) C&u hinh proxy thi céng:

Proxy HTTP: | proxy.sbv.gov.vn Céng: 20
Dang may chi proxy nay che moi giao thic

Proxy 55L: | proxy.sbwv.gov.vn Céng: 0=
Proxy ETP: | proxy.sbv.gov.wn Céng: 20[5
May chi SOCKS: | proxy.sbv.gov.wvn Céng: 20[5

SOCKSw4 (@ SOCKSwv3 [] Remote DNS
Khéng ding Proxy cho:
localhost, 127.0.0.1,.sbv.gov.wvn, 10.0.0.0/8,172.16.0.0/1 E||

Vi du: wi.mozdev.org, wnnoen, 192.168.1.0/24
() URL cdu hinh proxy tu déng:

Taj lai

[] Do not prompt for authentication if password is saved

- Chon OK => OK dé hoan thanh thiét 1ap cau hinh proxy.
4.1.4. Truy cap Internet
Sau khi da thiét 1ap proxy, mdi khi truy cap vao trang web méi trinh duyét s&
Xuat hién ctra s6 théng bao yéu cau nhap Username/Password. Nguoi dung sir dung

Username/Password cta hé théng thu dién tt NHNN da duoc cip dé truy cap
mang Internet(vi du: User c6 dang abc@sbv.gov.vn => chi can nhap abc/Password)

The server proxy.sbv.gov.vn at RealmsGroups requires a username and
password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

) | User name ’
lﬂ ’ Password ’
\

[7] Remember my credentials

(Thdéng bao cua trinh duyét IE, Chrome)
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Cuc Cong nghé tin hoc

% cdu Xac minh @
9 Proxy moz-proxy://proxy.sbv.gov.vn:80 dang yéu cdu tén ding nhap va mat khau. Trang web bao:
! "RealmsGroups"
Tén dang nhap:
Mat khau: l

[ ok ][ Hiybe |

(Thdng bao cua tinh duyét Firefox)

4.1.5. Cé&c lwu y khi truy cap Internet qua proxy NHNN

- DPé c6 thé s dung tai khoan thu dién tr phuc vu viéc truy cap Internet: nguoi
ding can thay d6i mat khau dbi véi 1an dau tién sir dung, khi mat khau bi hét han va
dinh ky d6i mat khau 3 thang/1 1an. Vao dia chi https://mail.sbv.gov.vn:
+ Déi véi nguoi dung lan dau st dung tai khoan thu dién tir hoac tai khoan dén han
can thay d6i mat khiu (password expires), hé théng s& yéu cau d6i mat khau: nhap
username thu dién tir (vi du: abc@sbv.gov.vn => username=abc) => nhap mat khiu
hién tai => nhap mat khau m&i=> x4c nhan lai mat khéu)

Microsoft*

Outlook'Web App

Change Password

User name: “

Current password:
New password:

Confirm new password:

Connected to Microsoft Exchange

© 2010 Microsoft Corporation. All rights reserved

+ Doi voi nguoi ding can thay d6i mat khau dinh ky: Dang nhap tai khoan thu dién
tor bang trinh duyét Web => Options (Tuy chon) => Change Your Password
(Thay doi mat khau ciaa ban )
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Cuc Cong nghé tin hoc

| 0] CA Test - Outlook Web A | (] CA Test - Outlook Web A; % |
A S

K5 - oK.
%

€& - C | 8 hups:y//mailsbv.gov.vn/owa/

sign out ‘ CATest -

Qutlook Web App
Mail > Inbox 0 items W Find someone -
4 Favorites New - Delete - Move~ Filter- View~ = Options
3 inbox: Search Entire Mailbox P ¥ Set Automatic Replies...
R Unread Ml Change Your Passwor
B sent ltems Conversations by Date Neweston Top
s Create an Inbox Rule.
There are no items to show in this view. -
4 CATest See All Options...
Inb
1) Select a Theme
2 Drafts o
3 Sent ltems |:| Bl q
@& Deleted ltems baa La N
@ Junk E-Mail . -
o] Notes 3

b B Search Folders

8 Mail
Calendar
Contacts
& Tasts

@ Public Folders -
10:03 AM
+ L H

14/11/2014

Nhap mat khau hién tai => Nhap mét khau méi => Xdc nhin mat khiu méi =>
Luwu lai (Save)

Outlook Web App

Mail > Options

Account & @ EE

Organize E-Mail Mail Calendar General Regional ~ Password

Settings

Phone Change Password

Block or Allow Enter your current password, type a new password, and then type it again to confirm it.

After saving, you might need to re-enter your user name and password and sign in again. You'll be notified
when your password has been changed successfully.

Domain\user name: SBEVca test

Current password: b
New password:
Confirm new password:
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Cuc Cong nghé tin hoc

- Khi st dung tai khoan thu dién tr dé phuc vu viéc truy cap Internet, cac trinh
duyét Web (Internet Explorer, Firefox, Chrome) déu c6 cau hinh luu user/password
(Remember my credentials) gitip nguoi dung thudn tién trong 1an dang nhap ké tiép, tuy
nhién viéc cdu hinh nay s& gy ra tinh trang sau khi ngudi dung da thay doi mat khau,
trinh duyét web van luu mat khau va tu dong dang nhap(qua trinh nay dién ra lién tuc)
theo mat khau cii => tai khoan bi khoa (do s6 1an dang nhap sai qua 10 lan). Do vay dé
tranh tinh trang nay xay ra ngudi dung KHONG nén st dung tinh ning luu cu hinh.
Trong trudng hop tai khoan di bi khoa, ngudi ding co thé doi khoang thoi gian 15° dé
tai khoan trd lai binh thuong, d@)ng thoi thue hién cac thao tic dé xda mat khau cii dang
duoc luu trén trinh duyét:

+ Dbi voi trinh duyét Internet Explorer:

Chon Internet Options => Delete => Kich chon Passwords

s
(<2)(=) B https: /. google.comvn s, rd=ss! £ - @ ¢ || [ coogle ‘ | AR - 3
Dén day thieng xuyén? Dat Google lam trang chii. co Khéng, cam on Con 4
File 3
+Ban Gmail Zoom (100%) y
Safety »
Add site to Start Screen
View downloads Ctrl+)
Manage add-ons
‘. F12 developer tools
I Goto pinned sites
Internet options
‘ : I E About Internet Explorer
8 Viét Nam
=
Tim v&i Google Xem trang du tién fim dwoc
Google com vn hién d3 cé bing cic ngén ngii: English Frangais $7 ¢ HE)
Quing cio Doanh nghiép Gidi thiéu Bao mat va diéu khoan Cai dat

18/11/2014
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Cuc Cong nghé tin hoc

Internet Options ? Delete Browsing History

Preserve Favorites website data

Keep cookies and temporary Internet files that enable your favarite
Home page websites to retain preferences and display faster.

General Security | Privacy | Content | Connections | Programs | Advanced

To create home page tabs, type each address on its own line.

la

Temporary Internet files and website files
Copies of webpages, images, and media that are saved for faster
viewing,
Cookies and website data
Use current Use default Lse new tab Files or databases stored on your computer by websites to save
preferences or improve website performance.

— History
) Start with tabs from the last session List of websites you have visited.

http://goaogle. comwn/

Startup

Start with home page
[ Download History

Tabs
List of files you have downloaded.

Change how webpages are displayed in tabs. Tahs

o [ Form data
Browsing history Saved information that you have typed into forms,

Delete temporary files, history, cookies, saved passwords, and web

form information.

[ ] Delete browsing history on exit Ords that are automatically filed in when you sign in
to @ website you've previously visited.

Settings [] ActiveX Filtering and Tracking Protection data

A list of websites exduded from filtering, and data used by Tracking
Protection to detect where websites might be automatically sharing
details about your visit,

Appearance

Colors Languages Fonts Accessibility

oK Cancel Apply About deleting browsing history ele arcel

+ Pbi voi trinh duyét Google Chrome:
Vao Settings (Cai dit) => Show advanced settings (hién thi cai dit nang cao) =>
Manage password (quan 1y mat khau d3 luu) => X6a cac muc luu lién quan téi
proxy.sbv.gov.vn:

Settings

Google x Youl
B Goog

C' | & https;//www.google.comvn/?gfe_rd=cr&ei=rgVrVIWIL8mL8QeFuYDoAg&gws_rd=ss!
New tab
+Trén By New window
Mew incognito window
Bockmarks >

Recent Tabs B
Relsunch Chrome in Windows & meds
Edit Cut  Copy  Paste
Save page 5.
Find..
Print.

Viét Nam .
Zoom - - DD

‘ History

Dewnloads

Tim véi Google Xem trang dau tién fim dwgc I Sgttmﬁs I

About Goagle Chrome

Help 3
Google com_vn hién @3 c6 bng cac ngén ngir- English Francais 37 (g

Moere tools »

Exit
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Cuc Cong nghé tin hoc

Show advanced settings

E Google x | % Settings x \

a1
B

C' | [1 chrome://settings

Chrome Settings [ g

Ui stanup

Open the New Tab page

Continue where you left off
®) Open a specific page or set of pages. Set pages
Appearance
Get themes
] Show Home button
Always show the bookmarks bar
Search
Set which search engine is used when searching from the omnibox.
Google ¥ || Manage search engines...
People
(| Person 1 (current)
Add person... || Edit Remove.. || Import bookmarks and settings..
Default browser
The default browser is currently Google Chrome.
History Content settings... Clear browsing data...

. services, Learn more
Settings
| Use a web senvice to help resclve navigation errors
About 7 Use a prediction service to help complete searches and URLs typed in the address bar or the app launcher

search box

&

Automatically report details of possible security incidents to Google

LY

Enable phishing and malware protection

Use a web service to help resolve spelling errors

Send a "Do Not Track" request with your browsing traffic

Enable "Ok Google" to start a voice search

Passwords and forms

4

&

Offer to save your web passwords.

Web content

sions Google Chrome may use wekb services to improve your browsing experience. You may optionally disable these

Predict network actions to improve page load performance

Enable Autofill to fill out web forms in a single click. Manage Autofill settings

A
S
X

P
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Cuc Cong nghé tin hoc
Xoba cac muc luu lién quan tdi proxy.sbv.gov.vn (click va delete)

Passwords

Saved passwords | | ‘

ﬂ https://mail.sbv.govoen/owalauth/1.. ca_test srssaen

Mever saved

Sites which never save passwords will appear here. Learn more

Daone

Vao Settings (Cai dat) => History (Lich sw) => Clear browsing data(xoéa lich su
duyét web) => Click chon Passwords (mat khau), the beginning of time (x6a tat ca )
=> Clear browsing data

B Google x ROEA - O R
C' | @ https;//www.google.com.vn/?gfe_rd=cr&ei=VQ1rVKfqLaWL8QfO2IDIBA&gws_rd=ss| LRkl —
New tab
+TéN Bl New window
New incognito window
Bookmarks »
»

Recent Tabs
Relaunch Chrome in Windows & mode
Edit Cut Copy | Paste
Save page as...

Google -

Viét Nam
Zoom - 100%  +

| History |

Downloads

Tim v&i Google Xem trang dau tién tim dwoc Settings
About Google Chrome
Help
Google.com.vn hién d4 c6 bang cac ngén ngii: English Francais 3 (Hf8)

More tools

Exit
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Cuc Cong nghé tin hoc

Google

* / @ History x \
J

- = C [ chromey/history

Chrome

History
Extensions

History

Clear browsing data... Remove selected items

Today - Tuesday, Movember 18, 2014

O 411PMm

m

com

Google www.goog

Google www.gocgle.com.vn

Google www.gocgle.com.wn

Google www
B3 Facebook ww

Google wv

[ Outlock Web App mail.s

@ Qutlook Web App mail.s

Clear browsing data

| | Search history |

Psst! Incognito mode (Ctrl+5hift+N) may come in handy next time.

Obliterate the following items from:

the beginning of time *

[¥| Browsing history

[¥| Download history

[¥| Cookies and other site and plu

|¥f| Cached images and files

\f| Fasswords

[ Autofill form data

|| Hosted app data

[« Content licenses

Learn more

browsing habits.

the past hour

the past day

the past week

the last 4 weeks

the beginning of time

I Clear browsingdatal | Cancel |

Saved content settings and search engines will not be cleared and may reflect your
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Cuc Cong nghé tin hoc

+ Pdi v6i trinh duyét Mozilla Firefox:
Vao Tool (Cong cy) => Options (Tuy chon) => Security (biao mat) => Saved
Passwords (Mat khau da Iuu) => Xo6a cac muc luu lién quan téi proxy.sbv.gov.vn

p(f) Chinhsia Hiénthi Lichsir Trang uathich (b) Cﬁngﬂ Tra gitip

E Google x|+ Trang téi xudng (d) Ctrl+)
— Tign ich Ctrl+Shift+A
0 www.google.com.n Cai dat Dang ba... ¢ - Yahoo! (Avast)

Nha phat trién Web »
Théng tin v& Trang

I Tiry chon

Google

Viét Nam

Tim v&i Google Xem trang ddu tién fim degc

Tay chon n
% = e o
-l | - | -4 3 ‘ —
Téng quat Thé Néidung Chuongtinh Riéngtu | Biomit Jl Dngbé Ning cao

! Canh bao téi khi 6 trang web <6 cai cac tién ich (W) Ngoai trir.,

(V] Chin céc trang dc y

¥ Chin céc trang gid mag

Mit khiu
(V! Ghi nha mit khiu cho cic trang Ngoai trir..
| Ding mét mét khiu chinh Thay déi Mt khdu Chinh

OK Huy bé Tro gidp (H)
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e Mt khdu d Iuu - DR
i | 2]
Mat khau che cac trang sau dugc luu trir trén may ban:

Trang # Tén dang nhap Last Used Last Changed 223
— —— .
moz-proxy:// proxy.sbv.govan: 80 (RealmsG.., k2 Feb 27, 2014, 12:43 PM Feb 27, 2014 I
Koa Xoa Toan Bo Higén cdc Mat khau
Baong

- Mot sb thiét bi nguoi dung st dung cac phan mém dé phuc vu cong viée, vi du
nhu: Dropbox, SkyDrive. .. hodc trinh diét virus, cic phan mém nay yéu cau update(cap
nhat) dinh ky (viéc update nay s& sir dung Internet qua proxy) do vay dé tranh tinh trang
user bi khéa (nhu truong hop lwu mat khau trén trinh duyét), ngudi dung khong nén
khai b4o proxy trén phin mém ma chon Auto-detect (tu dong do quét) proxy tir hé
thong.

& Dropbox Preferences

i A @ =

General Account Import Bandwidth | Proxies

Proxy settings: ) No proxy

® Auto-detect

) Manual

: 8080

Proxy server requires a password

@ Help oK Cancel Apply
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Cuc Cong nghé tin hoc

- Khi truy cap Internet qua mang NHNN, nguoi dung phai tuan theo cac quy dinh
vé an toan bao mat caa NHNN: Thong tu s6 01/2011/TT-NHNN ngay 21/02/2011
cta Théng dbc NHNN quy dinh viéc dam bao an toan, bao mat hé théng cong nghé
théng tin trong hoat déng ngan hang; Thong tu sé 11/2012/TT-NHNN ngay
11/06/2012 cua Théng d6c NHNN ban hanh Quy ché quan ly va st dung mang
may tinh noi bo cua Ngan hang Nha nudc; Quyét dinh sé 2190/QD-NHNN ngay
30/10/2014 cta Thong dbc NHNN ban hanh Quy ché sir dung Internet trong Ngan hang
nha nudc Viét Nam...
- Hé théng proxy caa NHNN c6 tich hop céc chirc ning vé an toan bao mat: loc
noi dung, quét vi rat, ngan chin cac trang web c6 nodi dung doc hai do d6 mot s trang
web khdng truy cap duoc.
- Hé théng mang Internet NHNN phuc vu cho tat ca cac can bo cia NHNN nén
¢ sb6 lwong nguoi s dung Ion. Bé nghi ngudi st dung khdng dung céc phan mém
download dé tai vé céc file dir liéu lon (video, game...) gay tic nghén duong
truyeén.
- Dbi véi truong hop website (trang web) khong truy cip duoc do chua ding ky,
don vi st dung can dang ky vd1 Cuc CNTH c¢6 xac nhan cua lanh dao don vi theo Mau
s6 01 (quy dinh tai Quyét dinh 2190/QD-NHNN ngay 30/10/2014 ciia Théng ddc
NHNN).

4.2. Truy cap Internet qua mang khong day

- Viéc truy cap Internet qua mang khong day thudc hé thong mang NHNN hién

nay chi ap dung dbi véi trudng hop ngudi dung tai tru s6 NHNN 25 Ly Thuong Kiét

- Nguoi dung st dung tai khoan thu dién tir dé truy cap va st dung Internet qua
hé¢ théng mang khong diy (SBV-LTK): nhap username thu dién tir (vi du:
abc@sbv.gov.vn => username=abc) va password

- Pbi v6i truong hop thiét bi dau cudi (laptop) khi truy cip t6i SBV-LTK bj 15i
két nbi can add thém certificate (chimg chi) cho thiét bi

+ Vao website: http:/sbv.gov.vn => Trao d6i thw
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Cuc Cong nghé tin hoc

[} Ngan hang Nha nuéc Vie: x | - a8
€ 2 C | [1 wwwsbv.govvn/portal/faces/vifvim/vipages_trangchu;jsessionid=SzcT)IGesev0yDpXhzGpTncV2BQwhNwhp3) DKHIPI93gXLYZq7Y2!873818919!-9255000857 _afrLoop: fa 95| =
creditinl-_o Thungm’su 067201 4/TT-NHNN ngay 1Tthan93nam 2014, o

« Quyét dinh 56 2174/QB-NHNN ngay 28/10/2014 V& mirc |3i sudt chuvay ngén han téi da bang dbng
Viét Nam clia {6 chirc tin dung, chi nhanh ngan hang nude ngodi déi v6i khach hang vay dé dap img

nhu cAu von phuc vu mat sé [inh vure, nganh kinh té theo quy dinh tai Thang tr s6 082014 T-NHNN
vn ngay 17 thang 3 nam 2014
« Quyétdinh s0 2173/@B-NHNN ngay 28/10/2014 V& mirc |ai sudt0i da doi vai tién giri bang dong
Viét Nam cdaEé chire, cd nhan tai to chirc tin dung, chi nhdnh ngan hang nude ngodi theo quy dinh
tai Thang tu so 07/2014/TT-NHNN ngay 17 thang 3 nam 2014,

» NGHIEN C{FU TRAO BO

* Tuyén truyén, phd bién Nghi dinh s6 95/2014/NB-CP Quy dinh X phatvi pham hanh chinh trong finh
VU tién 18 va ngan hang (31/10/2014)

« Tuyén truyén, phd bién Ludt Bao vé méi trrdmg (sira ddi) (55/2014/QH13) (13/10:2014)

« Tuyén truyén, phd bién Ludt Céng chirng (stra doi) (53/2014/QH13) (15/10/2013)

« Tuyén truyén, phd hién Luat sira ddi, bd sung mét s6 didu cla Ludt Bao hiém y t& (sé
46/2014/0H13) (+3/10/2014)

« Tuyén truyén, phd bién Luat sira ddi, bd sung madt s6 Gidu cla Ludt Phd sdn (stra ddi) (sé
51/2014/QH13) (13/10/2014)

DAN VE DU THAD N QUY PHAM PHAP LUAT

« Dirthao Théng tu Hudng dan vidc ky qui ¥a quan Iy tién ky qui cia doanh nghiép cho thué lai lao
dong (r3/112014)

+ D thao Théng tur Hudn

+ Dy thao Théng tu quy dil
khach hang (071 1:2074)

+ D thao Nghi dinh V& cifpigsach tin dung phuc vu phat trién néng nghigp, néng thén (10/16/2614)

+ Dy thio Théng tu sira ddy o sung méts6 diéu ciia Thdng tur s 02/2012/TT-NHNN ngay 27/02/2012
vé huéng dan giao diclh@léi doai gitta NHNN va cac TCTD, chi nhanh ngan hang nuéc ngoai
(05w09/2014)

n cang tac thi dua, khen thudng nganh Ngan hang (o7:11/2074)
& hoat dng cho vay ciia TCTD, chi nhanh ngén hang nudce ngodi ddi vai

Trao adithwe | HSi ap | Tuyéndung | Biocéo thwirng mién | Tim kiém

© Trang tin Gin 1ir Ngan hang Nna nUCC viet Nam. S5 cép phép: 101/GP-BC do B3 Viin hod - Thang tin cép ngay 10/03/2004.

ia chi: 49 L Thai T - Hoan Kidm - Ha Ni; Tel(84-43) 934.3327, Fax:(84-43) 9.349.569; Emai: webmaster@sbv.gov.vn hodc thuongtrucweb@gmail.com

11:21 AM

1471172014

+ Download Certificates

[ Ngan hang Nha nugc Vie: x

€ =>C 0L www.sbv.gov.vnrponal“facesww.'\m.r\.'\pages _trangchujjsessionid=SzcTJIGescvOyDpXhzGpTncV2BQwhNwhp3JDKHIPJ93gXLYZq7Y2!873818919!-9255000857_afrLoop: fa 7| =

T BT T TG g G TR TG G g O TG S ST s

CreditinFoO Thong tr 56 06/20 147TT-NHNN ngay 17 thang 3 nm 2014 &S

+ Quyétdinh s6 2174/QD-NHNN ngay 28/10/2014 V& mirc I3 suat cho vay ngan han t6i da bang dong
Viét Nam cua 6 chirc tin dung, chi nhanh ngan hang nugc ngoai doi véi khach hang vay dé dap ing
nhu cau von phuc vu mét so linh vuc, nganh kinh té theo quy dinh tai Thong tu s6 08/2014/TT-NHNN

e'vn ngay 17 thang 3 nam 2014
« Quyétdinh s6 2173/QD-NHNN ngay 28/10/2014 V& mirc 13i suat téi da doi véi tién glri bang déng

Viét Nam clia to chirc, ca nhan tai to chirc tin dung, chi nhanh ngan hang nudc ngoai theo quy dinh
tai Théng tur s6 07/2014/TT-NHNN ngay 17 thang 3 ndm 2014

» NGHIEN CUfU TRAO BOI

2Fportalapp%2Fpagehierarci

[} Ngén hang Nha nuéc Vier x '\

€« C | [) www.sbv.gov.vn/portal/faces/vi/vifm/vifpages_traodoithu?_adf.ctrl-state %2Fwebcenter%.

Thir sau 14/11/2014 Sodb frang web | English

» Tin tirc st kién
» Vén ban quy pham php lut DANG NHAP

2 Ehoog B thn 1 gl fdng u Huéng dén cai dét Email qua Microsoft Outlook

» Quén 1y ngoai héi Li suét co bin 9%
» Thanh tra giém st t;i‘léiual tai chiét 5%
» Hi nhap quéc té -Mé&u déng ki dia chi thy dién tir Léi sudt tai cap von 6,5%

» Tién Viét Nam

» Céc hoat ddng khic clia NHTW Ngay 111112014
igay

Lisuit  Doanh sb

Thoihan | gq(sinam) | (tj déng)
Quagém 282 9.236
1 Tudn 322 5.806
Quo TRI 2Tuin 328 2,045
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Cuc Cong nghé tin hoc

+ Sau khi download xong certificates => Click dup vao certificates
certmgr - [Certificates - Current User\C\USERS\T.THANH\DOWNLOADS\SBV+EXCHANGE+... - =

File Action View Help

X I EE K

¥ Certificates - Current User lezued To ’ lssued By Expiration Date  Intes
4 [ CAUSERS\T.THANFADOWNL | (o0 oo Windows-CA 17/11/2013 Serv

Sl Windows-CA Windows-CA 18/11/2021 <All

< »|| € >

CAUSERS\T. THANH\DOWNLOADS\SBV+ EXCHANGE+ CERT (1).P7B store contains 2 certificates,
+ Click dap vao tung certificates (mail.sbv.gov.vn va Windows-CA) => Install

CertificatesS
o Certificate

General |Details | Certification Path

@g Certificate Information

This certificate has expired or is not yet valid.

Issued to: mail.sbv.gov.vn

Issued by: Windows-CA

valid from 13/11/2011 to 17/11/2013

Install Certificate... | Issuer Statement

Learn more about fer

OK
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Cuc Cong nghé tin hoc

+ Tich chon Local Machine => Next

+ Tich chon Automatically select the certificate store based on the type of

certificate => Next

£ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections. A certificate store is the system area where certificates are kept.

Store Location

() Current User

Local Machine

To continue, dick Next.

Cancel

! © # Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(@) Automatically select the certificate store based on the type of certificate

(_)Place all certificates in the following store

m
2
@
m

Learn more about certificate stores

Cancel
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Cuc Cong nghé tin hoc

+Finish

(€) = Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

‘You have spedfied the following settings:

0 il it e =l Automatically determined by the wizard

Content Certificate

Finish Cancel

5. THONG TIN HO TRQ
Sau khi da doc rd ban “Huong dan truy cdp Internet” va thuc hiéen THANH CONG
TAT CA cic budc trén, thiét bj khong thé truy cap dugc Internet qua hé théng
mang NHNN, ngudi ding c6 thé lién hé theo thong tin bén dudi dé yéu cau hd tro
ky thuat.

B phdn H4 tro ky thugt
Cuc CO6ng nghé tin hoc — Ngan hang Nha nuoc
Email: itdb_service@sbv.gov.vn
Dieén thoai: (04) 32595986; IPPhone: (04) 8888;
Fax: (04) 37733413.
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