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I. Téng quan

1. Muc dich

Tai liéu nay huéng dan céc to chic, ca nhan cai dat va sir dung phan mém
Entrust Entelligen Security Provider v9.3 (ESP) dé kich hoat va gia han Chting
thu s6 duoc cap bai T chirc cung cap dich vu chung thuc chir ky sé chuyén
ding cua Ngan hang Nha nude (NHNN) va luu trit vao thiét bi luu trit SafeNet
eToken 51xx, 52xx, eToken Pro...(sau ddy goi chung la thiét bi Token).

2. Pham vi ap dung
a. Poi twong

CAc t6 chiic, ca nhan duoc To chirc cung cap dich vu chiing thyc chir ky
s6 chuyén ding ciua Ngan hang Nha nuéc (NHNN) cap ching thu so, sau day
goi chung la nguoi st dung.

b. Pieu kién sir dung

Nguoi str dung ¢ két ndi mang NHNN qua NHNN chi nhanh tinh/thanh
phd hoic qua Cuc Cong nghé théng tin.

3. CAc tir viét tit

Trong tai liéu ndy, nhiing tir dudi day dugc hiéu nhu sau:

Tén viét tit Giai thich
NHNN Ngan hang Nha nudc
TCTD T6 chic tin dung
CTS Chtng thu s6
ESP Entrust Entelligence Security Provider 9.3
Token SafeNet eToken 51xx, 52xX...
SAC SafeNet Authentication Client 10.4

I1. Cac phan mém can cai dit

Cac tai liéu, phﬁn mém vé ching thu s6 duogc dang tai tai dia chi
http://www.sbv.gov.vn  =>Djch vu cong=> Dich vu cong mirc do 3,4 =2 Chirng
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thu s6 va dich vu chung thuc chir ky s0.
1. Phan mém quan ly Token
1.1 Giéi thigu

Token la thiét bi dung dé luu trir chang thu s6 va khoa bi mat cua nguoi
st dung, hinh dang gidng 1 chiéc USB, rit tién loi cho ngudi sir dung.

Luu y: Thiét bi Token phai pht hop theo quy dinh caa NHNN tai Cong
viin s6 769/CNTT8 ngay 09/06/2017 cua Cuc CNTT vé viéc thong béo ching
loai, théng s6 k¥ thuat thiét bi luu gitt CTS va khoa bi mat caa T chic CA-
NHNN.

SafeNet 5110

1.2 Cai dat phan mém quan ly Token

Phan mém quan |y Token la SafeNet Authentication Client v10.4 (SAC)
a. Yéu cau vé hé diéu hanh
Phan mém SAC hd tro cac hé diéu hanh sau:
- Windows Server 2008 SP2 (32-bit, 64-bit)
- Windows Server 2008 R2 SP1 (32-bit, 64-bit)
- Windows Server 2012 and 2012 R2 (64-bit)
- Windows Server 2016 (64-bit)
- Windows 7 SP1 (32-bit, 64-bit)
- Windows 8 (32-bit, 64-bit)
- Windows 8.1 (32-bit, 64-bit)
- Windows 10 (32-bit, 64-bit)
b. Cai dit phan mém

Huéng dan kich hoat, gia han chitng thir s6 5
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Buwoc 1:
- M¢é thu muc chira bo cai phan mém SAC.

ﬁl SafeMet_Authentication_Client_x32_10.4
ﬁ-‘ SafeNet_Authenticatiu:un_C'Iient_xﬁrijD.4 | hanh:

+ Hé diéu hanh 32bit sir dung bo cai:SafeNetAuthenticationClient_x32_10.4
+ Heé diéu hanh 64bit st dung bo cai:SafeNetAuthenticationClient_x64 10.4
Kich ddp vao file SAC di chon dé cai dat. Hop thoai chao ming xuat hién.

i SBVCA_SafeMet Authentication Client 10.4 Setup -

Welcome to the SBVCA_SafeNet
Authentication Client 10.4 Installation Wizard

The Setup wizard will install SBVCA_SafeMet
Authentication Client 10.4 on your computer. To
continue, click Next.

It is strongly recommended that you close all
Windows programs before running the Setup wizard

Cancel

Nhan Next dé tiép tuc.
Buwérc 2:

Chon ngdn ngir cai dat va nhan Next.

Huéng dan kich hoat, gia han chitng thir s6 6
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Interface Language “ o

Select the interface language.

Select the SBVCA_SafeMet Authentication Client 104 interface language:

English w

Installshield
<Back Gl |
Buéc 3:

Tich chon I accept the license agreement va nhap chudt vao Next

License Agreement gemalto’

Flease read the following license agreement carefully.

L)

SAFEMET 50FTWARE LICEMSE TERMS
SafeNet Authentication Client |:|

Legal notice:

SafeMet software is not sold; rather, copies of SafeMet software are
licensed all the way through the distribution channel to the end user.
UMLESS ¥OU HAVE AMOTHER AGREEMEMT DIRECTLY WITH SAFEMET THAT
COMNTROLS AND ALTERS ¥YOUR USE OR DISTRIBUTIOMN OF THE SAFEMET
SOFTWARE, THE TERMS AND COMDITIOMNS OF THE APPLICABLE LICENSE v

_agreement
I'do not accept the license agree

InstallShield

Mext > | | Cancel

Huéng dan kich hoat, gia han chitng thur s6
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Buwoc 4:
Chon thu muc cai dat, mac dinh sé la: C\ProgramFile\SafeNet\Authentication.

Destination Folder

b
Click Mext to install to this folder, or click Change to install mto

to a different folder. e

Install SBWCA SafeMet Authentication Client 104 to:

C:\Program Files\SafeMet\Authentication’,

Installshield

b4
The wizard is ready to begin installation. mto

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back.
Click Cancel to exit the wizard.

Installshield

= Back ] Cancel

Chon Install dé thuc hién cai dat

Huéng dan kich hoat, gia han chitng thur s6 8
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Buwérc 6:
Néu hé théng hién thi canh bao, thuc hién chon Yes dé tiép tuc:

program from an
to this computer?

Program name:  Ch\lUser.\5afeMet_Authentication_Client_x84_10.4.msi

Publisher: Unknown
File crigin: Hard drive on this computer

() Show details ! Yes I No

Change when these notifications appear

Bwérc 7:
Qua trinh cai dat duoc thuc hién.

Installing SBVCA_SafeNet Authentication Client 10.4 Ito!

The program features you selected are being installed.

Please wait while the InstallShield Wizard installs
SBVCA_SafeMet Authentication Client 10.4. This may take s...

Status:
Checking installing SafeMet drivers

Installshield

<Back | Next> |[  Cancel |

Huéng dan kich hoat, gia han chitng thur s6
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Buorc 8:
Qua trinh cai dit thanh c6ng, thuc hién nhan Finish dé két thuc.
2l SBVCA_SafeNet Authentication Client 10.4 Setup | x|

SBVCA_SafeNet Authentication
Client 10.4 has been
successfully installed.

Click Finish to exit Setup.

<4

gemalto |

< Back Finish Cancel

Sau khi cai dat thanh cong sé& co biéu tuong & & System Tray:
1.3 Sir dung phan mém SAC quan ly Token

1.3.1 Van hanh SAC

a. Khéi dong

Cach 1:

- Click chon Start > Programs > SafeNet > SafeNet Authentication Client
> SafeNet Authentication Client

Cach 2:

- Click dup vao bidu tuong = trén thanh Taskbar

b. Ché a6 xem

Huéng dan kich hoat, gia han chitng thir s6 10
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SAC c6 2 ché do xem:

- Ché d6 xem co ban (Simple View)

Khi SAC duoc mao, ch

@afeNet.

I{S) safeNet Authentication Client Tools ESREEET >
—
4 9

SafeNet Authentication Client

& do Simple View s& hién thj nhu sau:

3 15664UGS

5\16413
$66A55 (b b+ QTWS

X

.
B

“ ® Delete Token Content
B o =

A Disconnect SafeNet eToken Virtual
—

Unlock Token

View Token Info

4 www.sbv.gov.vn

+ Céc tinh nang chinh:

Tinh nang

Rename Token

Doi tén Token

Change Token Password

Poi mat khau Token

Unlock Token

Mo khoa Token va thuc hién reset mat khau Token

Delete Token Content

Xba dit liéu trong Token

View Token Information

Cung cap thong tin chi tiét vé Token

Disconnect SafeNet eToken
Virtual

Ngat két ndi cac etoken ao

Huéng dan kich hoat, gia han chitng thur s6
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- Ché @6 xem nang cao (Advanced View)

+ Click vao biéu tuong IESM ¢é mo ché do Advanced View

SafeNet.

E ¢; Tokens
B

i 883 Client Settings
g

B~ Safelet Authentication Client T...

‘5] User certificates
% Settings

SafeNet Authentication Client

1564

1546458

@ B R E N O BB E LSS

Token name

Token category

Reader name

Serial number

Total memory capacity

Free space

Hardware version

Firmware version

CardID

Product name

Model

Card type

05 version

Mask version

Color

Supported key size

Token Password

Token Password retries remaining
Maximum Token Password retries

__________________________

| QUAN

' Hardware

(AKS ifdh 0

| 00057 b684

1713728

132767

1429

110

| 0057B684

| eloken PRO Java 72K 05755
‘Token 4.291.11.0.0

| Java Card

| eloken Java Applet 1.1.25

| NSA

' Blue

12048

| Present

|15

|15

- - H
& 9

AUGS 05\ 16413
S04+ QTWSE

| »

m

& www.sbv.gov.vn

+ Thanh cong cu:

@ P =

 \ © O

[

el B

Biéu twong

Tinh nang

o7

binh dang Token

Logon vao Token

2 =

Import chimg thu s6 vao Token

Thay d6i mat khau

Huéng dan kich hoat, gia han chitng thur s6
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%

Déi tén Token

(A Ngit két ndi cac Token ao

El Copy thong tin Token

1.3.2.Quan ly Token

Dé quan ly Token c6 2 loai user: user thuong va user administrator twong
ung cé 2 loai password.

-Administrator Password (mat khau administrator): Dung dé truy
XUat vao token véi quyén cao nhat.

-Token Password (méat khau user): Mat khau dung dé truy xuat chtng
thu s6 trong thiét bi token va duoc sir dung thudng xuyén trong quéa trinh ky
giao dich dién ta. Mat khau nay s& duoc yéu cau nhap vao khi cac chuong trinh
ing dung (Thanh toan dién tir lién ngan hang, B&o co thong ké...) yéu cau xac
thuc thong tin ngudi dung.

1.3.2.1 Pinh dang (Format) Token

-Mé SAC & ché do xem nang cao.

- Chon Token can dinh dang.

- Tai Menu bén phai, click vao biéu tuong Initialize Token — |

Man hinh cho phép dinh dang Token hién ra:

Huéng dan kich hoat, gia han chitng thir s6 13
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@ Initiahize Token M
|

@afeNet. SafeNet Authentication Client

Token Mame: My Token|

Create Token Password

Mew Token Password: sesEEsRREe

Confirm: T

I Logon retries before token is locked: 15 =

-

] create Administrator Password
MNew Administrator Password:

Confirm:

Logon retries before token is locked: 15

Mote: Many tokens can be unlodked only if they have an Administrator Password.

Token Password must be changed on first logon

Partitioning Settings

| Advanced Initialize Token Settings
[ Start ] [ Close ]

I —

Tai day ban c6 thé thuc hién cac chirc ning sau:

+ Thay d6i tén Token: Nhap tén can thay d6i vao muc Token Name.

+Tich chon muc Create Token Password dé tao méi mat khau user va sé lan
ma ngudi ding co thé nhap sai mat khau.

+Tich chon muc Set Administrator Password dé tao méi mat khau
administrator va s6 1an ma nguoi dung cé thé nhap sai mat khau & ché do
Administrator (Mat khau nay thiét lap dé Reset lai mat khau user khi bi quén).

Mat khau user mac dinh cua Token 1a 1234567890.

+ Chon muc Token Password must be changed on first logon khi can yéu
cau ngudi dung thay d6i mat khau user 1an dau dang nhap.

Huéng dan kich hoat, gia han chitng thir s6 14
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I SafeNet. SafeNet Authentication Client

Token Mame: | QUAMCA |

Create Token Password

Mew Token Password: |---------- |
Confirm: |

Logon retries before token is locked: 15 ]

Create Administrator Password

Mew Administrator Password: |...o...-...o. |
Conﬁrm: |.......'.....|
Logon retries before token is locked: 15 IEI

Mote: Many tokens can be unlocked only if they have an Administrator Password.

["]iToken Password must be changed on first logon

Partitioning Settings

Advanced Initialize Token Settings [

start ||| Close |

Nhan nat Start dé thuc hién dinh dang Token. Man hinh cho phép xac thuc viéc
dinh dang xuét hién:

i The token initialization process will delete all token content, and reset
all token parameters, Click 'OK' to continue,

Chon OK.

Qua trinh dinh dang bét dau va man hinh théng béo viéc dinh dang Token thanh
cong.

Huéng dan kich hoat, gia han chitng thur s6 15
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'@ Initialize Token l_-—&lﬂ
@afeNet. SafeNet Authentication Client
Initializing. ..
| — | 18%
| Initialize Token u
[;x : ) Token initialized successfully.
, .
|
———— —

Chu y: Pé dam bao an toan giao dich dién tir, ngueoi sir dung dat mat
khau user dii manh theo quy tdc nhw sau:

+ P dai mdt khdu téi thiéu 8 ki tw bao gom cd so, chir thirong, chiz hoa
Va Ky tu dac biét.

+ Thay déi mdt khau 3 thang 1 lan hodc ngay khi bi 16. Bé thay doi mat
khdu thuc hién muc 1.3.2.4,

1.3.2.2 Xem va copy théng tin Token

a. Ché @6 xem co ban (Simple View)

- M& SAC & ché d6 xem co ban.

- Tai Menu bén phai, nhan chon muc View Token Information
b.Ché @9 xem nang cao (Advanced View)

-Mé SAC ¢ ché do xem nang cao

-Tai Menu bén tréi, chon Token can xem.

Thong tin vé Token s& hién ra nhu sau:

Huéng dan kich hoat, gia han chitng thir s6 16
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& B i
@afel\let. SafeNet Authentication Client

|
Token name QUANCA -
Token category Hardware |
Reader name AKS ifdh 0
Serial number 00057 a4
Total memory capacity 73728
Free space 32767
Hardware version 429 =
Firmware version 10
Card ID 0057B6E4
Product name eloken PRO Java 72K 05755
Model Token 4.29111.00
Card type Java Card
05 version eloken Java Applet1.1.25 |
Mask version M/A
Color Blue
Supported key size 2048
Token Password Present
Token Password retries remaining 15
Maximum Token Password retries 15

Trken Passwnrd sxniratinn

c. Copy thong tin Token

M exniratinn

-Tai ché @6 xem co ban: Nhan nat Copy

- Tai ché d6 xem nang cao: Click vao biéu tugng [E

1.3.2.3 Poi tén Token

a.Ché dd xem co ban (Simple View)

-Mé SAC & ché d6 xem co ban.

- Chon Token can doi tén.

- Tai Menu bén phai, nhan chon muc Rename Token.
b. Ché @ xem nang cao (Advanced View)

-M¢& SAC & ché do xem nang cao.

- Chon Token can doi tén.

Huéng dan kich hoat, gia han chitng thur s6 17
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- Tai Menu bén phai, click vao biéu tugng N\

Man hinh Token Login hién ra yéu cau nhap Token password (mat khau user),
ngudi sir dung o thé sir dung ban phim ao cua Safe dé nhap mat khau:

S safeNet Authentication Client Tools =1 % |
4 9 it
3 15664UGS '5\16413
)$66A55 b6+ Q1 5
CSIafeNet. o

Token Logon

SafeNet
«SafeNet. SafeNet Authentication Client

Enter the Token Password.

Token Name: QUANCA

Token Password:

Current Language: EN

) i )
i )
(el )
FEENEEEEE @
i ( ]
| e ; 5"’;2:8';:;" : = — = Nw.sbv.gov.vn

Nhap Password hién tai cia Token va nhan OK. Man hinh cho phép dbi tén
Token xuét hién.

@ oo e

LLUGSOSYIAE
|

SafeNet. SafeNet Authentication Client s b

Mew token name: QUAN-ANTT]

Current Language: EM

M

Use this name to identify your taken.

Huéng dan kich hoat, gia han chitng thur s6 18
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Nhap tén Token mubn d6i va nhan OK dé xac nhan.
1.3.2.4 Thay doi Password ciia Token

Password (mat khau user) mic dinh cua Token la: 1234567890. Bé thay
dbi Token Password ta thuc hién nhu sau:

a.Ché dd xem co ban (Simple View)

- M& SAC & ché d6 xem co ban.

- Chon Token cén dbi Password.

- Tai Menu bén phai, nhan chon muc Change Token Password.
b. Ché @ xem nang cao (Advanced View)

- Mg SAC ¢ ché do xem nang cao.

- Chon Token can dbi Password.

- Tai Menu bén phai, click vao biéu tugng = .

Man hinh Change password hién ra:

.”@ SafeNet Authentid w«@ Change Password: QU_ M ‘ =B X
6s ’!'(/:A & .q‘h
@afeNet. SafeNet Authentication Client | X ugseL
SafeN
SafeNet Cument Token Password: eessccccssece
New Token Password: ssscsssssssce
® -
Conrfirm Password: esscsssssseee -—
100%

The new Password must comply with the quality settings defined on the token.

A secure Password has at least 8 characters, and contains upper-case letters, lower-case letters,

numerals, and special characters (such as !, $, &, %).

A

Current Language: EN

SafeNet Virtual Keyboard

D EEEE EE e ) E ) ) (e
la] (w] (] [c] (&) [w] (o] (4] o] (o] (] (0]
(copstonk] (2] (5] (] (€] (0] (0] (o) (] (1] ] 2]
[z) () (o) (W) (&) () [m] (] (-] (]
[ I

ww.sbv.gov.vn
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Nhap Password hién tai va password méi can doi rdi nhan OK. Man hinh théng
bao két qua d6i password thanh cong.

Change Password: QUAN-ANTT e |

IOI Password changed successfully.

1.3.2.5 Unlock Token
Khi ngudi st dung nhap Token Password (mat khau user) sai qua so lan
quy dinh, Token s& bi khoa (lock) va tam thoi khéng st dung duoc. Bé ma khoa
(unlock) Token ta thuc hién nhu sau:
a.Ché d¢ xem co ban (Simple View)
-Mé SAC & ché d6 xem co ban.
- Chon Token can Unlock.
- Tai Menu bén phai, nhan chon muc Unlock Token.
b. Ché @ xem nang cao (Advanced View)
-Mé SAC & ché do xem nang cao.

- Chon Token can Unlock.

- Tai Menu bén phai, click vao biéu tuong
Man hinh Unlock Token hién ra:

Huéng dan kich hoat, gia han chitng thir s6 20
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M= Unlock Token: QUAN-A_ S|

@Safel\let. SafeMNet Authentication Client

Challenge Code: 35D13A2A DB FOCS 59 Ij] |

Response Code: |
[] Token Password must be changed on first logon
MNew Password:
Confimn Password:
The new Password must comply with the quality settings defined on the token.

A secure Password has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as |, £, #, %),

Current Language: EM

Emter the Response Code provided by your administrator.

Tién hanh nhap ma code va Password (mat khau user) mai rdi nhan nat OK.
Man hinh théng béo két qua Unlock thanh cong.

Uniock Token S|
\i) Token urdocked successhuly.

L__OK |
{

1.3.2.6 Xoa dir liéu trong Token

Thuc hién xo6a dir liéu trong Token khi khéng str dung CTS trong Token.
Cach x06a nhu sau:

- M& SAC 6 ché do xem co ban.

- Chon Token can x6a dit liéu.

- Tai Menu bén phai, nhan chon muc Delete Token Content.
Man hinh Token Logon hién ra:

Huéng dan kich hoat, gia han chitng thur s6 21
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'@ SafeNet Authentication Client Tools = =2 |

9

&
3. 15664UGS(I5\16413
)$66A55° 6116+0Q1WS
feNet. "
6 64

Enter the Token Password.

Token Name: QUANCA

Token Password:

Current Language: EN

=

o o )

(o) (w) (o] (0] (] (] (] (W] (o] (o] (2] (3]
(copstoac] (2] (] (a] [£] (o] (0] (3] (] (W] (o] 2] [
(2] () o) (] (2] (o] () (] () (2]
( J
A ausx;is»,v - — =Nw.sbv.gov.vn

R/ 5F4 F

Tién hanh nhap Password Token (mat khau user) va nhan OK.

Man hinh théng b&o y&u cau xac nhan xuat hién. Nhan OK dé xéac nhan.

e -

This option will delete all your data from the token.
Click 'OK' to continue,

Két qua thanh cong.

@ Token content deleted successfully.

Huéng dan kich hoat, gia han chitng thur s6
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1.3.2.7 Logon vao Token véi quyén user
- M& SAC & ché do xem nang cao.

- Chon Token can Logon.

- Tai Menu bén phai, click vao biéu tugng Log On to Token & .

Man hinh Token Logon hién ra. Nhap Token Password (mat khau user) va nhan
OK.

F(S) safeNet Authentication Client Tools R I=H |
oken jon - - - g
SafeNet f 22010 s s L cwosimusslill T @

@afeNet, SafeNet Authentication Client

’ QUAI Enter the Token Password.

Token Name: QUANCA

Token Password:

Current Language: EN

FEEEEEEEEE EE E & =
| EYNEDENEEEEDGE :
) () (2 (@) D) ) 0 0 0 B
FEUMNEEDELED

( J

Nw.sbv.gov.vn

1.3.2.8 Logon vao Token véi quyén Administrtor

- Mg SAC & ché do xem nang cao.
- Chon Token can Logon.

- Tai Menu bén phai, click vao biéu tuong Log On as Administrator & :

Man hinh Token Logon hién ra. Nhap Token Password (mat khau
administrator) va nhan OK.
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'@ SafeNet Authentication Client Tools = % |
3 w
3. 15664UGS5\16413
= 6A55 b 6+0Q1WS
SafeNE mmme :

SafeNet @afeNet, SafeNet Authentication Client

?2 @

Enter the token's Administrator Password.

Token Name: :O’U.i.hrl LANTT

>

Administrator Password: |

Current Language: EN

m

DEEEEEEEHEE R EE Q] fxes) || -
() (] (e (] () (o) (] ] () (o) (1) (0]
(comstonc] (2] (o] (4] (€] (o] (] (o] (&) (1] (6] ()

() (&) (o) (4] (&) (o] (] [ [ (] ,
[ J ' i

4 www.sbv.gov.vn

1.3.2.9 Pdi Password Administrator
- Mg SAC & ché do xem nang cao.
- Chon Token can doi Password Administrator.

- Tai Menu bén phai, click vao biéu twgng Change Administrator Password
. Man hinh Change Password hién ra. Nhap Password Administrator va
nhan OK.
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'@ SafeNet Authentiqié Change Administrator Password: QUAN-ANTT

@afeNet SafeNet Authentication Client

£\09
664UGSI5\16413
55°(606+4Q1WS
H

SafeNet

(= SafeNet Authenti
=] #% Tokens
i 3 S

i 38

6% Client S

Cument Administrator Password

New Administrator Password: sessssesssccese

Confirm Password: LT YT YT YT YY)

The new Password must comply with the quality settings defined on the token.

A secure Password has at least 8 characters, and contains upper-case letters, lower-case letters,

@

>

m

numerals, and special characters (such as |, 8, #, %).

Current Language: EN

SafeNet Virtual Keyboard

EEEEEEEEEEEEE a |
EEEEEEEEEE R ,

e E : -
TR EEENEEEEE@

QUAN-ANTT: Logon cancg||

vw.sbv.gov.vn

Man hinh théng bao thay d6i Password Administrator thanh céng.

Change Administrator Password: EUAN—AI\HT u

Password changed successfully.

1.3.2.10 Unlock Token dung user Administrator cia Token

- Mg SAC & ché do xem nang cao.
- Chon Token can Unlock.
- Tai Menu bén phai, click vao biéu tugng Set Token Password L

Man hinh Logon Token hién ra. Nhap Password Administrator va nhan OK.
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FS) safeNet Authentication Client Tools lol=]| s ]

@afe

SafeNet

409
5664UGS  5\16413
55 616+0Q1WS

H

@a.feNet. SafeNet Authentication Client

?2 @

Enter the token’s Administrator Password.

Token Name: i QUAN-ANTT

>

(- SafeNet Authentifll  Administrator Password: sssssssssessnns
=8 (; Tokens
- =@ qualll Current Language: EN

m

! L6 sqll
" 46} Client Sef

SafeNet Virtual Keypoard " [g]|
() (@) 2] (2] [2) (8] () (2] (2] (2] (0] () (=) () [eaciepace] |} 4
() (w] [e] (] (&) () (] (&) (o] (] (] (&) !
(comsiont] (2] (] (4] (£] (o] (0] (o] () (] (&) [
e MERELLW ]

I ( J 3 -

BT ee E 4 -
A 61 15D$66AS www.sbv.gov.vn
D5 ' b

Man hinh thong béo nhap mat khau mai cho Token. Nhan OK.

s I

scuasisyIae
85555606001

@SafeNet. SafeNet Authentication Client o

Tﬂkeﬂ F‘ESS'I\'I:II'd: SEEERBREBREED

Confimn Password: T ITITII] |

1007
The new Password must comply with the quality settings defined on the token.
A secure Password has at least 8 characters, and contains upper-case |etters, lower-case letters,
numerals, and special characters (such as |, 5, #, %)
Current Language: EM
ok || cancel
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Két qua bao thanh cong.

Change Administrator Password: EUAN—AI\HT u

1.3.2.11 Kiém tra théng tin phién ban va ban quyén phan mém SAC
M& phan mém SAC, chon biéu twong nhu hinh sau:

() safeNet Authentication Client Tools -

"
4 9

@afeNet. W

SafeNet Authentication Client ) ? &

X

6413
1WS

’ SBVCA I
/ Rename Token

*Khhkk Change Token Password

ﬁ- Unlock Token

® Delete Token Content
p View Token Info

Disconnect SafeNet eToken Virtual

3 www.sbv.gov.vn

Thong tin phién ban va ban quyén SAC:

Huéng dan kich hoat, gia han chitng thur s6
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3 About [ x]

@afeNet SafeNet Authentication Client

SBVCA_SafeMet Authentication Cliert 10.4 (10.4.26.0)
= SafeMet, Inc. All ights reserved.

hitps://safenst gemalto .coms

License Information
License date: Tue Aug 25 10:32:55 2015
Licensed to: State Bank of VietMam, 34662

Import Mew License

2. Phan mém kich hoat va gia han chirng thu s6
2.1. Gidi thiéu
Phan mém Entrust Entelligence Security Provider v9.3 (ESP) dung dé

kich hoat va gia han chimg thu s6 cua nguoi sir dung vao thiét bi luu trir Token.
2.2. Yéu cau vé hé diéu hanh
Phan mém ESP hd trg cac hé diéu hanh sau:

- Microsoft Windows 7 SP1 (tat ca cac phién ban 32 Bit va 64 Bit)

- Mircosoft Windows 8 (tat ca c4c phién ban 32 Bit va 64 Bit)

- Microsoft Windows 8.1

- Microsoft Windows 10 (tit ca céc phién ban 32 Bit va 64 Bit)

- Microsoft Windows Server 2008 R2 SP1 (tat ca phién cac ban 64 Bit)

- Microsoft Windows Server 2012 R2 (tat ca cac phién ban 64 Bit)

o Luu y: Poi Véi hé diéeu hanh Microsoft Windows 7 SP1 va Microsoft
Windows Server 2008 R2 SP1 thi bdt bugc phdi cdp nhdt ban va KB3033929
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Hudéng dan kiém tra va cap nhat ban va KB3033929

- Kiém tra ban cip nhat da duoc cai dit hay chwa theo duong dan sau:
Start/ Control Panel/ System and Security/ Windows Update/ View update
history:

+ Truong hop may tinh da cap nhat ban va méi va da cai dat thanh cong

@v|_, » Control Panel » Systern and Security » Windows Update » View update history

File = Edit View Tools Help

Review your update history
Check the Status column to ensure all important updates were successful. To remove an update, see [nstalled Updates.

Troubleshoot problems with installing updates

MName Status Importance DateIr;staIIed
|Security Update for Windows (KB3033929) Successful Important 3/15/2018 |
Security Update for Windows (KB4012212) Successful Important 172772018
Update for Windows (KB3102810) Successful Important 12/16/2017
Security Update for Windows (KB3033929) Successful Important 10/17,/2017
Update for Windows (KB2099226) Successful Important 10/5/2017
Update for Windows (KB2685811) Successful Important 10/5/2017

+ Truong hgp may tinh chua cap nhat ban va KB3033929 lam cac budc
sau day: N
B1: Mo trinh duyét, vao duong dan sau:
https://www.microsoft.com/en-ph/download/details.aspx?id=46078
B2: Tién hanh Download va doi trong gidy lat
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€& > | & Baomiat https://www.microsoft.com/en-ph/download/details.aspx?id=46078

=. Microsoft Office Windows Surface Xbox Support More

== Security Update for Windows 7 (KB3033929)

Change Language: English v Download

A security issue has been identified in a Microsoft software product that could affect
your system.

@ Quick Details
@ System Requirements

@ Instructions

@ Related Resources

B3: Sau khi qué trinh tai hoan tat, tién hanh chay file vira tai vé béi tén mac
dinh: Windows6.1-KB3033929-x64.msu (luu y: tuy vao phién ban OS hién
tai dang dung 32bit hay 64 bit chung ta nén tai ban update twong ung)

+ Windows6.1-KB3033929-x64.msu dung cho hé diéu hanh 64 bit

+ Windows6.1-KB3033929-x86.msu dung cho hé diéu hanh 32 bit

| Windowsb.1-KB3033929 364 . msu 3/15/2018 8:59 AM  Microsoft Update ... 44,843 KB
Windowsb.1-KB3033929-x86.msu 3/15/2018 8:58 AM  Microsoft Update ... 27,043 KB
B4: Chon Yes dé xac nhan cai

Windows Update Standalone Installer I""‘*"'"J

Do you want to install the following Windows software update?

Security Update for Windows (KB3033929)

| ves || Mo

B5: Tién trinh cai dat bt dau
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-
2 Download and Install Updates

}_;Ir The updates are being installed

Installation status:

Initizlizing installation. .. |

Installing:

Cancel

B6: Sau khi cai dat hoan thanh, tién hanh Restart lai may tinh

£ Downlcad and Install Updates

e}

—

71" Installation complete
¥ou must restart your computer for the updates to take effect.

Restart Mow ] [

Close

J
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2.2. Cai dit phan mém ESP

Chon bd cai twong @ng véi hé diéu hanh:

+ Hé diéu hanh 32bit str dung b cai trong thu muc: ESP_93_win32_install.
+ Heé diéu hanh 64bit str dung b cai trong thu muc: ESP_93_win64_install.

Bwoc 1:

- Mé thu muc chira bo cai phan mém ESP

|| AncillaryLicenses.txt 421720151254 PM Text Document

ﬁ'_:j}! eespwintd.msi 728720151217 PM Windows Installer ...
|| eespwingd.mst 47372018 10:52 AM MST File

|| licensetdt 4/21/201512:53 PM Text Document

4 setup.exe 72820151297 PM Application

£ | setup.ini 4/3/201810:52 AM - Configuration sett..,

Nhap chudt vao file Setup.exe, man hinh chuan bi cai dit xuat hién:

Windows Installer

| Preparing to install...
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5 Entrust Entelligence Security Provider 9.3 for Windows |;|i-

Welcome to the Entrust
Entelligence Security Provider 9.3
for Windows Setup Wizard

The Setup Wizard will install Entrust Entelligence Security
Provider 9.3 for Windows on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

| Cancel

Nhan Next dé tiép tuc

Bwoc 2:

Tich vao 6 | accept the terms in the license agreement va nhap chuét vao
Next

2 Entrust Entelligence Security Provider 9.2 for Windows I;li-

End-User License Agreement
Flease read the following license agreement carefully

ATTENTION: THIS IS A LICENSE, HOT A SALE. THIS SOFTWARE -~
IS PROVIDED UNDER THE FOLLOWING LICENSE THAT DEFINES | |
VWHAT YOU MAY DO WITH THE SOFTWARE AND CONTAINS
LIMITATIONS ON REPRESENTATIONS, WARRANTIES,

CONDITIONS, REMEDIES, AND LIABILITIES. IF YOU OBTAINED

THIS SOFTWARE IN THE UNITED STATES, “ENTRUST™ SHALL

MEAN ENTRUST, INC. IF YOU OBTAINED THIS SOFTWARE

OUTSIDE OF THE UNITED STATES, “ENTRUST"” SHALL MEAN
ENTRUST LIMITED. “AFFILIATES™ OF ENTRUST SHALL MEAN

ALL CORPORATIONS CONTROLLED DIRECTLY OR INDIRECTLY -

I [w# I accept the terms in the License Agreement I

H"“i

Print | | Back [ Mext |I | Cancel
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Bwoc 3:

Chon loai cai dit, chon Typical rdi nhan Next.

o
I

Choose Saetup Type
Choose the setup type that best suits your needs
E Typica j
lls the most comman program features. Recommended for most users.

| custom |

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

| Complete |
All program features will be installed. Requires the most disk space.

Buworc 4:

Sén sang cai dat, nhap chuot vao Next bit dau cai dat chuong trinh

Install Entrust Entelligence Security Provider 9.3 for Windows

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.
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Bwoc 5:

Cho vai phut dé hé thong cai dat

Installing Entrust Entelligence Security Provider 9.3 for Windows

Please wait while the Setup Wizard installs Entrust Entelligence Security Provider 9.3 for
Windows,

Status:

Back || Mext | | Cancel

Buworc 6:

Nhép chudt vao Finish dé két thuc qua trinh cai dat.

Completed the Entrust Entelligence
Security Provider 9.3 for Windows
Setup Wizard

Click the Finish button to exit the Setup Wizard.
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Sau khi cai dit thanh cong s& co biéu tuong E o System Tray.
I11. Kich hoat Chirng thw s6

1. Céac bwéc can thuc hién trwéc khi kich hoat chieng thwr s6

Bworc 1:

- Cai dat phan mém quan Iy Token SAC (Phan I, muc 1.2 - Cai dat phdn
mém quan Iy Token).

- Thuc hién dinh dang (Format)Token ( Phan 11- Myc 1.3.2.1 Dinh dang
Token).

Buwoc 2:

- Cai dat phan mém dé kich hoat va gia han chung thu s ESP (Phan |1,
muc 2)

Bugc 3:
Luwu y: Chi nhitng nguoi st dung khong thugc NHNN méi phai thuc hién budc
nay.
A. Chinh sira file hosts
M file host va thém thdng tin sau vao cudi noi dung file
202.58.245.50 sbvsub sbvsub.sbv.gov.vn
202.58.245.51 sbvldap sbvldap.sbv.gov.vn

B. Tao két ndéi mang thanh céng téi NHNN
Két ndi VPN- NHNN

- Pon vi thuc hién trién khai két ndi VPN tai NHNN (sir dung cac duong

truyén: Megawan, Metronet...) truy cdp vao dia chi http://www.sbv.gov.vn

chuyén muc: Céc hoat dgng khac ciia NHTW = Cong nghé thong tin-Truyén
thong = Hé tre' ky thudt tai phan mém, tai liéu va thyuc hién theo hudng dan
két ndi VPN tsi NHNN.

C. Kiém tra két néi mang véi NHNN
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Sau khi két néi thanh cong téi mang caia NHNN, thuc hién kiém tra két ndi
t61i HTCA ciia NHNN nhu sau:

Vao cira s6 CMD thyc hién 1énh ping va telnet nhu sau:
ping sbvsub.sbv.gov.vn
telnet sbvsub.sbv.gov.vn 829
ping sbvldap.sbv.gov.vn
telnet sbvldap.sbv.gov.vn 389

Néu ping hoic telnet khdng thanh céng (vi du nhu hinh duéi) s& khdng
lay duoc chimg thu so vé thiét bi Token.

[z Administrator: C:\Windows', system32',cmd.exe

Microsoft Windows [Uersion 6.1.76811
Copyright <(c)» 200? Microsoft Corporation. All rights reserved.

C:sUzers~Admninistratorping shuldap.shu.gov.un
Ping request could not find host shuldap.shu.gov.vun. Please check the name and t
ry again.

C:xUzers~Adninistrator>_
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[z Administrator: C:\Windows' system32',cmd.exe
Microsoft Windows [Uersion 6.1.76611
Copuright <c) 20@? Microsoft Corporation. All rights reserved.

C=xUzerzsAdmninistrator>telnet shvldap.sbhv._gov.un 389
Connecting To shuldap.shu.gov.un...Could not open connection to the host, on por
t 389: Connect failed

C:sUsers~Adninistrator>_

2. Kich hoat chirng thwr s6

Sau khi két néi mang thanh céng véi NHNN, thuc hién kich hoat ching
thu s6 va luu trir vao thiét bi Token.

Khi nguoi dung duoc cap chang thu s6, Cuc CNTT - NHNN sé& guri vé
hai thong tin sau:

Reference Number XXX XX XXX
Authorization Code XXX XK-XX XX -X XXX

Bugc 1:
Mo chuong trinh ESP.
- Cach 1: Vao Start->Programs->Entrust Entelligence-> Enroll for
Entrust Digital ID...
- Cach2: Nhap chust phai vao biéu tuong B & System Tray, chon Enroll
for Entrust Digital ID...
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»
En"“s‘ Securing Digital ldentities & Information

Options...

Enrall For Entrust Digital IC. ..
Recover Entrust Digital IC. ..

Entrust Certificate Explaorer
Email Certificates

Help

Log In...

Hop thoai chao mung xuat hién, nhap chudt vao Next dé tiép tuc.
& Enroll for Entrust Digital ID Wizard

Welcome to the Enroll for Entrust
Digital ID Wizard

An Entrust digital 1D may enable you to encrept, digitally sign,
and authenticate file, e-mail, Web, and Virtual Private Metwark
MPM] tranzactions. Your adminiztrator will determing the
functionality of pour Entrust digital 1D

The Ernroll for Entrust Digital 1D Wizard helps vou:
- create an Entrust digital (D

- zave the Entruzt digital 1D on your compuker, in a
Dhrectom, anddor on a smark card

i If pou are enmling with a smart card, insert the smart card
into the: reader,

To continue, click Mext.

¢ Back ! Memt > Cancel

Bwoc 2:

Nhap 2 cap sé Reference Number va Authorization Code nhan da duoc.
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& Enroll for Entrust Digital ID Wizard

Specify your activation codes
The wizard needs to know your activation codes 2o that it can enioll for an Entost

digital D that is right far you,

E rter your reference nurmber and autharization code:

Feference number; |323U1 201 |

Authorization code: |ENNT'PDM'YKGG| |

~er 'our adminiztrator zhould have provided these values o you [for example,
reference number: 31480170 and authorization code: CRTJ-8W0R-WFHS).

—
< Back ]L Mext > ]l Cancel

Nhan Next dé tiép tuc

Buoc 3: Qua trinh kich hoat thuc hién

& Enroll for Entrust Digital ID Wizard

Confirm Entrust Digital 1D Enrollment
Entruzt iz mow ready to enroll for pour Entrust digital (D,

Enrolling for Entrust digital 1D pleaze wait.

mnn ]

Retrieving policy certificates. ..

jr} “'our administrator may have configured your enroliment to dizplay dialog boses
from ather wendors. For example, Microzoft or smart card vendors' dialog boxes
may appear while using this part of the enrollment wizard.

Bworc 4:

Hop thoai xac thuc mat khau truy cap Token xuat hién. Nhap mat khau
truy cap Token (mat khau user) va nhan OK.
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"(S) safeNet Authentication Client Tools

@feNet. MGRCE
sorenet [ )

SafeNet. SafeNet Authentication Client

* QUANG|| Enterthe Token Password.

Token Name: QUANCA

Token Password:

Current Language: EN

ok |[Lcene ]
G EE EE EE EE R E E Q) (]
(o] ] () () (1) (& (] (@] (o] () (] B
(copsiosk] (2] (=] (@] (€] (o] (] (6] () (] (5] ()
(@] & (<) (v (] (0] (=) () @] ()
( ]

Nw.sbv.gov.vn

Buwéc 5: Cho dén khi chuong trinh thuc hién xong, nhap chuét vao Finish dé

két thuc.

& Enroll for, Entrust Digital ID Wizard |X|

Completing the Enroll for Entrust
Digital ID Wizard

The Enroll for Entrust Digital ID 'wizard has completed:

- creating wour Entrust digital [D
- zaving the Entrust digital 1D on your computer, in a
Directony, and/or on a smart card

Your Entrust digital ID may now be used to encrypt, digitally sign,
and/or authenticate tranzactions. Wour administrator has
configured the specific functionality of your Entrust digital [0

To close this wizard, click Finish.

< Back Cancel

Buwdéc 6: Kiém tra Chimg thu s trong eToken

- Mg SafeNet Authentication Client Tools ¢ ché do xem nang cao

-Tai Menu bén tréai, chon Token can xem.
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- Click chudt vao User Certificates dé xem thdng tin Chimg thu s6
';S;' SafeNet Authentication Client Tools - X
CSJafeNet. it
SafeNet Authentication Client @ ﬁ G? o)

v -(S) SafeNet Authentication Client Tools 2

Certificate:
v i gs]‘*’o‘:e’"“;a‘:sd Serial number 5A 141478 A
i %] Quan Produ
| S
| Qe ot [ isued by SBV SubINT G2 |
‘:Sé Ciient Settings Vaﬁd from 4-Apr-2018
Valid to 4-Apr-2023
Intended purposes All application policies
Friendly name Quan Product’s Verffication Certificate 3¢
< >
Private key:
Cryptographic Provider eToken Base Cryptographic Provider
Container name 4i61200IM5ipBGSSRXa7dSs+h95n 1g==
Modulus B723151E1C3319644221050A 851553 13306ADA2D 03 ...
Key size 2048 bits
Key specification AT_KEYSIGNATURE

Sign padding on-board No
Token authentication on... No

J www.sbv.gov.vn

Chung thu sb khi kich hoat méi thanh cong s& c6 2 dong nhu hinh trén.
Chung thu s6 duoc cap bai NHNN c6 thdng tin Issued by 1a: SBV SubINT G2
hoac SBV SUbEXT G2.

IV. Gia han chirng thw sd
1. Cac budc can thuc hién truéc khi gia han chieng thu s6
Buoc 1:

a. Kiém tra thoi han sir dung cia chirng thw so
Cach 1:

- Mg SAC ¢ ché do xem nang cao
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-Tai Menu bén trai, chon Token can xem.

- Click chudt vao User Certificates dé xem théng tin thoi han hiéu luc cua
Chung thu sd:

';S,;_' SafeNet Authentication Client Tools - x
4 9 ¥
15664UGS1'5\16413
SafeNet. DRI
SafeNet Authentication Client @ i? e
v -(S) SafeNet Authentication Client Tools = 51
v 4‘ Tokens
A
v 3%3‘/&“ e Issued To Issued By Expiration Date | Purposes
i .-.[%] Quan Product []Quan Product  SBV SubINT G2 4-Apr-2023 Al application policies
:..[5] Quan Product [E]Quan Product SBV SubINT G2| 4-Apr-2023 All application policies

] : % Settings
40} Client Settings

P
g=i= a www.sbv.gov.vn

- Tai Tab Expiration Date ta s& biét ngay hét han cia Chung thu sd.
Céch 2:

Truéc khi Ching thu sé trong Token hét han, chuong trinh s& ty dong
thong bao cho ngudi st dung nhu man hinh sau:

THONG BAD! x

Chirmng thir 58 clia ban & hét han trong 10 ngay! vui lang Click,
wio diy 4 bigt thém théng tin,

& W g s

Ngudi st dung khi click vao thong béo sé hién ra thong tin sau:
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THONG BAO!

| i ) Ban phai lam thd tuc gia han Ching thu s6. Lién hé Cuc CNTT —Ngan hang

Mha nudc Viét Nam., Dién thoai: 0243,.8354775, Fax: 0243.8358135.

OK

b. Lam thi tuc gia han chirng thw s6

-Trudc khi CTS hét han it nhat 30 ngay, nguoi st dung phai lam tha tuc
gia han CTS ( Mau biéu 03- Giay dé nghi gia han chtng thu s6 tai Thong tu
28/2015/TT-NHNN ngay 18/12/2015) va guai vé Cuc Cong nghé thong tin —
Ngan hang Nha nudc Viét Nam.

Buwoc 2:

- Cai dat phan mém SAC (néu may tinh chua dugc cai dit).
- Cai dat phan mém quan ly Token ESP (néu may tinh chua duogc cai dt).

Buwoc 3:

X0ba cac ching thu so cii hét hiéu luc dang luu trén may tinh cia nguoi sir
dung:

- Chon Start/ run, gb certmgr.msc trong hop thoai Open:

Run @

- Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For wou,

¥

][ Cancel ][ Browse. .. ]

Man hinh Certificates hién ra:
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B2 Certificates

Fil= Action Wiew Help

&= | Em= | B  E2
EP Certificates - Current User Object Type

[CACertificate Revocation List

(31 Trusted Root Certification authc [CacCertificates

[:l Enterprise Trusk

[Z2 Inkermediate Certification Authc
D Active Directory User Object
(23 Trusted Publishers

(31 untrusted Certificates

(3 Third-Party Root Certification &
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Personal store conkains 4 cerkificates.

Tai man hinh Certificates, chon muc Certificates — Current User/
Personal/ Certificates. Thong tin cac ching thu s6 dugc luu tai day.
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Chon cac chimg thu s6 cii hét hiéu luc (so sénh thoi gian twong Gng cua
dong chung thu sd tai cot Expiration Date voi thoi gian hién tai). Néu chang
thu s6 d6 da hét hiéu luc, thuc hién chuot phai vao dong chimg thu s6 cii d6 va
nhan Delete (Vi du ¢ ddy la dong chimg thu khoanh d6 nhu hinh duéi).
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Bwoc 4:

Tao két ndi mang thanh cong voi NHNN (thyc hién giong Buéc 3, muc
1, Phan 111 — Kich hoat chitng thir s).

Luwu y: Chi nhitng nguoi st dung khéng thugoc NHNN méi phai thyc hién budc
nay.
2. Thuc hién gia han CTS

Nguoi st dung sau khi 1am day da tha tuc gia han chung thu sé va giri vé
Cuc Cong nghé thong tin — NHNN. Cuc CNTT sau khi tién hanh gia han CTS
Xong, gui thong bao cho nguoi sir dung. Sau khi nhan dugc thong bao chang
thu s6 cia nguoi diung da duoc phép gia han, nguoi st dung thuc hién nhu sau:

- Thuc hién tat (disable) tam thoi céc thiét bi/phan mém Antivirus,
FireWall trén may tinh dung dé gia han chtng thu sb.

- Cam thiét bi Token cua ngudi st dung can thuc hién gia han ching thu
s6 vao cong USB trén may tinh (cha y chi cam 01 thiét bi Token ciia nguoi
sir dung tai thoi diém thuc hién gia han trén may tinh) .

Trong khoang thai gian tir 01 dén 03 phit ké tir khi cam thiét bi Token
ngudi st dung sé thay xuat hién thong béo nhu sau ¢ thanh Taskbar:

r

j{,} I Entrust Digital ID Update Request I

The certificates in wour Entrust digital ID need to be updated.
Click the icon ko update waour certificates,

&ML O 2 aseam

Click vao thong bao dé xem chi tiét, nhan Details:
e Entrust Digital ID Update Request | x|

Guan Product’s certficates require an update by the Certification Authority (CA). Regular updates are
required to ensure certificates remain valid, so that cryptographic operations can continue to complete
successfuly.

[ [Femndvolse] [ b |
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e Entrust Digital ID Update Request

Guan Product’s certficates require an update by the Cerification Authorty (CA). Regular updates are
required to ensure cerificates remain valid, so that cryptographic operations can continue to complete

successfulh_.r/
[ i | [ e

I__QJ The following section provides specific information about each of the cerificates that require an update.

Select a cerificate from the following list and click the View Cerificate button to display the cerificate

itself.
Friendhy Name Reason Expiration Date
: Quan Product’s Encryption Cerificate Forced key update 4/4/ 4023
Quan Product’s Verfication Certficate Forced key update 4/472023

Click the Delete Digital |0 button when you are absolutely certain that you will never need to use this
digital |0 again. Contact your administrator if you are unsure about whether or not you should delete your
digital [D.

Delete Digital ID

Kiém tra thong tin tén ngudi ding can gia han ching thu s6. Néu chinh
xéc, thuc hién nhan nit Update dé bat dau qué trinh gia han chtng thu s6 méi
luu trir vao Token.

-

o Entrust Digital ID Update *

The required cerfficate updates are being peformed.

Depending on the contents in your Entrust digital 10, an update can take several
minutes.

Requesting cerificates from the Certification Authority (CA)...

jﬂ) Your administrator may have configured your update to display dialog boxes
from other vendaors. For example, Microsoft or smart card vendors” dialog
boxes may appear during the update.
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'@Safeﬂ"!t Authentication Client Tools = | j
&4 ? ¥
3. 15664UGS15\16413
)$66A55° (4116+0Q1WS
SafeNet. :
Token Logon 8
SafeNet
osisnet

@Sa.feNet. SafeNet Authentication Client

Enter the Token Password.

QUANCA

Token Name:

Token Password:

Current Language: EN

U EE EE(EE ) ] E D ()

o] () (] (o] (e [ (o] (4] (o] [e] () @) —_—
(copstoar] (2] (o] [¢] (€] (o] [n] (5] (] (0] (5] (2]
(2] (] (=) () (&) [0) [m] (] () (2]

923 1
A 61 i5D$68 = —— Nw.sbv.gov.vn
7 26D 5 o T
R.5F4 F :

Tién hanh nhap Password (mat khau user) va nhan OK.

Qua trinh cap nhat chimg thu s6 thanh cong:

o CQuan Product's Entrust digital ID has been successfully updated.

c. Kiém tra thong tin chirng thw sé sau khi gia han
-Mé SAC ¢ ché do xem nang cao
-Tai Menu bén trai, chon Token can xem.

- Click chuot vao User Certificates dé xem thong tin Ching thu s6
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4\09
3 15664UGS 15\16413

@afeNet' _~z>_:.w,ussu b6+, QINS

SafeNet Authentication Client @0 i ? 6

4-(S) SafeNet Authentication Client Tools = E

Issued To Issued By Expiration Date  Purposes

[5)Quan Product SBV SubINT G2 17-Apr-2023 All application policies
[f]Quan Product SBV SubINT G2 4-Apr2023  All application policies
@Quan Product SBV SubINT G2 23-Apr-2023 All application policies

[5] Quan Product

% Gaf

T

3 1566401 P
A &) 15D56EASS ) www.sbv.gov.vn

7 26D 5 H
R S5F4 F i

- Chimg thu s6 sau khi update s& c6 03 dong:

> Dong dau tién 1a dong khda ma héa moi dugc gia han. Bé xem chi tiét
thong tin ta click chudt vao dong can xem.
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4 9
3 15664U6GS ' 5\16413
5

SafeNet Authentication Client @0 i ? &

4 -(S) SafeNet Authentication Client Tools 5 2
443 Tokens
4@ SBVCA Certificate:
<5 UsexGonticates Serial number 5A14 16 FB [~]
>%%:P:% Issued to Quan Product
@ Chisari Pioauct Issued by SBV SubINT G2
.3 Settings Valid from 17-Apr-2018
{§§ Client Settings Valid to 17.Apr.m3 )
Intended purposes All application policies (-
_Friendly name Quan Product’s Encryption Certificate = et |
<| u [>]
Private key:
Cryptographic Provider eToken Base Cryptographic Provider
Container name 461111IM5pBGSSRXa7dSs+h95n1g==
Modulus AEBF7DCEC237B4ABEC 705B 27 7B 5D 48 3BE3AFAF4 DB ...
Key size 2048 bits
Key specification AT_KEYEXCHANGE

Sign padding on-board No
Token authentication on... No

www.sbv.gov.vn

Khéa ma hoa cé thugc tinh sau: Key specification la: AT_KEYEXCHANGE

> Dong thar 2 1a dong khdéa ma hda cii. Bé xem chi tiét théng tin ta click
chuét vao dong can xem.

CSJafeNet. (32NN

SafeNet Authentication Client O i P
4 -(3) SafeNet Authentication Client Tools = E 22
4 g2 Tokens
< -@ SBVCA 3 Certificate:
4 [5) User cenficates S i 5A 14 14 79 L]
(5] Quan Product lssued to Quan Product
Issued by SBV SubINT G2
Valid from 4-Apr-2018
Valid to 4-Apr-2023
Intended purposes All application policies |
,Ftilendlv name Quan Product’s Encryption Certificate S~ |
< m 1>
Private key:
Cryptographic Provider eToken Base Cryptographic Provider
Container name 41611I0IM5jpBGSSRXa7dSs+hS5n1g==
Modulus BF OB 72EE2E2F B142F5 1D 52C3CC 1IFDAB8058194 09 11...
Key size 2048 bits
Key specification AT_KEYEXCHANGE
Sign padding on-board No

Token authentication on... No

www.sbv.gov.vn
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> Dong thtr 3 12 dong khoa ky méi vira dugc gia han. Bé xem chi tiét thong
tin ta click chudt vao dong can xem.

4 09
3 15664UGS 1 5\16413

@afeNet- 'Df\"néAb:.bu LU b+ QINS

SafeNet Authentication Client @0 i ?
4(S) SafeNet Authentication Client Tools  [5] 5] B8
4 4% Tokens
| ® sBvCA Certificate:
P A ﬁ User certficates Serial number 5A14 18 OF X
- [ Quan Product lssuedto Quan Product
""" 5] Quan Product lasued by SBV SubINT G2
i 1@ Quan Product z
..... # s Valid from 23-Apr-2018
,,,,, {} Chert Séttings Valid to 23-Apr-2023
Intended purposes All application policies il il]
Fri name an Product's Verffication Certfficate |
< n [ [>]
Private key:
Cryptographic Provider e Token Base Cryptographic Provider [a]
Container name 4161211IM5ipBGSSRXa7dSs+h%5n 1g==
Modulus 9A E2 38 DD 66 DC 35 FO FO B4 ED 66 C9 CF 02 4F B8 0B CF C3 F.
Key size 2048 bits
Key specfication AT_KEYSIGNATURE

Default key container Yes

Auxiliary key container Yes |
< n HES

v

3 156864U1 P ®,
A b1 SDSLEASS www.sbv.gov.vn
7 26075 H -
R 5F4 Eli5: s

Khéa ky co thudc tinh sau: Key specification la: AT_KEYSIGNATURE
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V. Léi va cach xir ly
1. Sai s6 tham chiéu, ma xac thuc

1.1. M0 ta 16i

Khi nguoi sir dung Kich hoat chimg thu s, sau khi nhap sé tham chiéu
va ma xac thuc xut hién théng béo 1561 nhu sau:

Recover, Entrust Digital ID Wizard

The reference number or authorization code vou entered was incorrect, Possibly vou

@ R ecovering the Entrust digital ID was unsuccessful,
entered one of them incorrectly, or wour administrator gave wou invalid codes.

Try entering your activation codes again, and if this error returns contack wour
adrninistrator,

1.2. Céch xir Iy

Kiém tra lai s6 tham chiéu va ma xac thyc vira nhap véi sé tham chiéu va
ma xac thuc duoc cap trong thdng bao mat cap chang thu s (chd y chix hoa chix
thuong).

2. Chénh léch thei gian
2.1 M0 ta 10i

Khi ngudi st dung kich hoat/ gia han chtng thu s6, xuat hién thong bao
15i thoi gian nhu sau:

Recover Entrust Digital ID Wizard

Recovering the Enkrust digital ID was unsuccessiul,
The Certification Authority (CA) has rejected the reguest since your computer's clock is
more than 2 hours different than the Ca's clock,

Check that your camputer's clack is carrect, and correct it if necessary.,
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2.2 Cach xwr ly

Kiém tra thoi gian trén may tinh dung dé kich hoat/ gia han chtng thu s6
dam bao dung vai thoi gian hién tai.

+ Tab Time Zone chon dang: GMT+07:00 Bangkok, Hanoi, Jakarta

Date and Time Properties @@

Drate & Time | Time Zone | Internet Time

(GMT+07:00) Bangkok, Hanoi, Jakarka

[ (=14 ] [ Cancel ]

3. L&i két nbi
3.1 M0 ta 16i

Khi ngudi st dung kich hoat/ gia han chtng thu s6, xuat hién thong bao
15i két ndi toi hé thdng chit ky s6 va ching thuc s6 cia NHNN nhu sau:
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£z Recover Entrust Digital ID Wizard |X|

Unable to Recover the Entrust
Digital ID

The wizard was unsuccessful

There wasz a problem establizhing communication with the
Certification Suthority [T,

Fleaze ensure the configuration of the Certification Autharity
[CA) iz comrect.

To cloze this wizard, click Finizh.

< Back Cancel

3.2 Céach xwr ly

Thuc hién theo phan I11, muc 1, diém B kiém tra két ndi mang vi NHNN.
4.L.6i CSP
4.1 M0 ta 16i

Khi ngudi st dung kich hoat/ gia han chtng thu s, xuat hién thong bao
16i sai dinh dang CSP nhu sau:
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& Recover Entrust Digital ID Wizard E|

Unable to Recowver the Entrust
Digital 1D

The wizard was unsuccessful

The creation of user keys is required to complete this task, but
ugzer keps could naot be created.

It iz pogzible that the Creptographic Service Provider [CSF] in
uze does not support key creation of the desired key type.

To cloge this wizard, click Finizh,

< Back Cancel

4.2 Cach xir ly
- Kiém tra viéc dinh dang Token di chuan chua.

- Kiém tra phién ban Entrust ESP dang st dung. Tién hanh g& bo
(Remove) phan mém ESP va phan mém quan SAC hién dang dugc cai dat trén
may tinh dung dé kich hoat/ gia han chimg thu sb. Thuc hién cai dat lai theo tha
tu: cai dat phan mém SAC truge, phan mém ESP sau va thir lai.

5. Loi ESP
5.1 Mo ta 16i

Khi nguoi sir dung kich hoat/ gia han chung thu s6, xuat hién théng bao
16i nhu sau:
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Unable to Enroll for an Entrust
Digital ID

The wizard was unsuccessful

The creation of a temporary session key is required to complete
this task, but the key could not be created. |t is possible that
the Cryptographic Service Provider (C5P)in use does not
support key creation of the desired key type.

To close this wizard, click Finish.

< Back Cancel

5.2 Céach xiwr ly

- Kiém tra viéc cai dit ban va hé diéu hanh theo phan 11.2 (Phan mém
kich hoat, gia han chtng thu s6).

6. L&i ma kich hoat chieng thw s6 hét han
6.1 M0 ta 16i

Khi ngudi sir dung kich hoat/ gia han chung thu s6, xuat hién théng bao
16i nhu sau:
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Unable to Enroll for an Entrust
Digital ID

The wizard was unsuccessful

The activation codes you entered have expired, and are no
longer valid.

Your administrator must re-issue activation codes for you and
distribute them to you in a secure manner

To close this wizard, click Finish.

6.2 Céch xir ly

M4 kich hoat chtng thu s6 cia nguoi s dung da hét han. Nguoi st dung
phai lam thi tuc 1am thi tuc thay doi cap khda CTS (Mau biéu 07- Gidy dé nghi
thay ddi cip khoa theo Thong tw 28/2015/TT-NHNN ngay 18/12/2015) va gt
vé Cuc Cong nghé théng tin — Ngan hang Nha nuéc Viét Nam dé thay doi cap
ma kich hoat méi.
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VI. Thong tin lién lac hd tro

Bo phan Ho tro ki thuat — Phong Quan ly théng tin — Cuc Cong nghé thong
tin — Ngan hang Nha nudc Viét Nam.

bién thoai: 024 3259 5986 hoac 024 3775 6789 - ext: 8888

Email: hotrotinhoc@sbv.gov.vn
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