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INTRODUCTION

1. Overview of money laundering and terrorism financing

1.1. International context 

40 Financial Action Taks Force (FATF) Recommendations are considered the most popular and accepted international standards on AML, combating the financing of terrorism and proliferation of weapons. FATF is an inter-governmental body established in 1989 by the Ministers of its Member jurisdictions to set international standards and promote the effective implementation of anti money laundering, combating the financing of terrorism and proliferation of weapons. Up to present, there has been more than 190 countries
 worldwide committed to implement FATF Recommendations through nine FATF-Style Regional Bodies (FSRB) and its members.  09 FSRBs globally have the significant role in promoting effective FATF Recommendations and contribute to FATF policies.

Asia/Pacific Group on Money Laundering (APG)
, associate member of FATF, FATF-Style Regional Bodies in Asia Pacific Group. Since the establishment, the number of APG members has been continuously increased and there has been now 41 APG member jurisdictions and some international and regional observers. APG tasks include AML/CFT within the Asia Pacific Group by:

- Contribute to the development of international standards on AML and CFT;

- Assess the member’s compliance with international standards by conducting mutual evaluation;

- Coordination in technical assistance and trainings for members to fully comply with international standards.

Being a member of APG, under the APG’s AML/CFT mutual evaluation schedule, Vietnam will be evaluated by APG in Quarter IV 2019. 

1.2. AML/CFT regime

Within recent 5 years, National Assembly and Government’s agencies have understood the importance of AML/CFT work and has put much efforts on AML/CFT regime through the issuance and effective implementation of AML/CFT legal documents. Vietnam has had a comprehensive AML/CFT legal framework confirmed by FATF at the FATF Plenary in February 2014. Besides, the agencies and organizations responsible for AML/CFT in Vietnam have been step by step strengthened and expanded. Direct the AML/CFT regime in Vietnam is the National Steering Committee on anti money laundering (NCC) established in 2009 led by Deputy Prime Minister Vuong Dinh Hue-Head of NCC with members are leaders of 15 relevant ministries, among of those the SBV is the NCC’s standing agency. Being responsible for national coordination  on AML, the NCC has timely issued many legal guidances directing the implementation of AML/CFT in Vietnam. Since the establishment, the NCC has issued 04 AML/CFT national action plans to address defficiencies in Viet Nam's AML/CFT regime in diffent periods.
In addition to the efforts of the Government and relevant ministries, agencies, the international cooperation on AML has been strengthened widely and deeply, contributing positively to the AML/CFT effectiveness in Vietnam. In parallel with domestic AML activities, Viet Nam has stepped up its international integration in this area, marked by Vietnam's accession to become APG's 34th member in May 2007. Being a member of APG, Vietnam has committed to implement “APG Terms of Reference”, include: (i) Recognition of the benefits to be obtained by sharing knowledge and experience; (ii) Active steps to develop, pass and implement AML/CFT legislation and other measures based on accepted international standards; (iii) Commitment to implement APG decisions; (iv) Commitment to participate in the APG's mutual evaluation programme; and (v) Contribution to the APG budget.
The achievements mentioned above has confirmed the efforts and determination of the National Assembly, the Government of Vietnam in coordinating with APG, FATF, international organizations and countries in the fight against money laundering and counter terrorist financing, contributing to the transparency and integrity of the international financial system.

2. National Risk Assesment on ML/TF
2.1. Fundamental, background and purposes

On November 25th, 2014, the Government has signed the Decision No 2112/QD-TTg on the issuance of the National Action Plan on AML/CFT period 2015 – 2020 (National Action Plan), of which assigned the SBV to led the national assessment on ML and the Ministry of Public Security to led the national assessment on TF. The National Risk Assessment on ML/TF (NRA) has been conducted with the involvement of the Vietnamese Government and private sector in accordance with FATF Recomendations
 to identify, assess and understand the risk of national money laundering and terrorism financing.  

Based on the results of NRA, Vietnam has developed and implemented the National Action Plan to address and mitigate AML/CFT risks identified from the NRA. 

The NRA results will be partly publicized to help the private sector understand the risks of ML/TF in their working industries and sectors. NRA results also considered the basis for assisting industries and sectors to properly evaluate their sector's AML/CFT measures to reduce identified risks and strengthen necessary preventive measures.

2.2. Participating agencies 

The NRA process in Vietnam has started since December 2016. Being the leading agency responsible for national risk assessment on ML, on December 9th 2016, the Governor has signed Decision No. 2395/QĐ-NHNN on the establishment of the Risk Assessment’s Steering Comittee and Decision No. 2369/QĐ-NHNN on the establishment of the Risk Assessment’s Working Groups. According to these Decisions, the Steering Comittee comprise 01 Deputy Governor as the Head and 01 Deputy Director General of the BSA as the Deputy Head, members are representatives of Government Office, Ministry of Public Security, Ministry of Justice, Ministry of Foreign Affairs, Ministry of Finance. 

Under Decision No. 2369, 08 Working Groups include: Threat Assessment, National Vulnerability Assessment, Banking Sector Vunerability Assessment, Security Sector Vunerability Assessment, Insurance Sector Vunerability Assessment, Other Financial Institutions Vunerability Assessment, Designated Non Financial Business or Profession Vunerability Assessment, Financial Inclusion Product Risk Assessment. Besides, the Working Group on Terrrism Financing is also established by Ministry of Public Security under Decision No 83/QD-BCA-V61 dated January 12th, 2017. Members of the NRA Working Groups are officials of the SBV and relevant ministries include Ministry of Public Security, Ministry of Defence, Supreme People Procuracy, Supreme People Court, Ministry of Foreign Affairs, Ministry of Finance, Ministry of Justice, Ministry of Information and Communications, Government Inspectorate and representatives of private sector include banking, insurance, securities, institutions and relevant organizations. 

2.3. The methodology for NRA

With the assistance from the World Bank (WB), Vietnam has used the national risk assessment on ML/TF developed by the WB to conduct NRA. WB not involve directly in the assesment process but only provide NRA tools and provide experts, giving advice, sharing international experience and organize workshops.  

This is Vietnam’s first NRA and is Vietnam self assessment based on the information, statistic, data collected on the basis of domestic cooperation and national statistic databases. Information are obtained by sending out official data requested documents, questionaires or open sources (newspaper, publications, internet). These information, data are considered input for assessing threats and vulnerablities of ML/TF. “Threats” means domestic and foreign predicate crimes and proceeds of criminal activities as well as channels in the economy which can be abused by criminals to launder money and finance terrorism. “Vulnerability” means weakness or gaps of the national defense and reaction mechanisms available for combating money laundering and terrorism financing.

The rating of national risk on ML and TF has been decided based on the assessment result of national threats and vulnerability. 

The agencies participating into providing information, statistic include law enforcement agencies, supervision agencies, financial institutions, designated non financial business or profession, provincial people committees of all the economy’s sectors, arears for the period 2012-2017. 

Vietnam’s NRA report covers 09 contents as follows: 

- Money Laundering Threat Assessment;

- National Vulnerability Assessment;

- Banking Sector Vunerability Assessment;

- Security Sector Vunerability Assessment;

- Insurance Sector Vunerability Assessment;

- Other Financial Institutions Vunerability Assessment;

- Designated Non-Financial Business or Profession Vunerability Assessment;

- Risk Assessment on Terrrism Financing;

- Financial Inclusion Product Risk Assessment.

2.4. Constraints and Challenges

During the NRA process, the SBV has timely submitted reports and received close direction from Prime Minister regarding provision of information by ministries and sectors. However, as this is first Vietnam NRA, the country lacks of experience in assessing and encountering certain constraints and challenges, as follows: 

- Contstraints, challenges regarding information, data include: (i) Data, statistic difficult or impossible to obtain due to the management situation in Vietnam; (ii) some departments, ministries, agencies keep data under different creteria and methods from NRA requirements; (iii) the assessment takes time due to the long process of data collection.  

 - Lack of data regarding criminal violations of financial institutions because the data were kept on the basis of investigation results instead of violations committed by sectors.
- Due to the nature of the professional work or work shift lead to the change in NRA members. 
2.5. Achievement results

2.5.1. Risk of money laundering

After considering the trends and techniques of ML, proceeds generated by predicate offences and threats of ML abused by sectors, it can be concluded that the national ML threat is assessed to be MEDIUM. 

After considering the ratings for national combating ability and sectoral vunerablity, it can be concluded that the national vunerablity for ML is assessed to be MEDIUM HIGH.

Following the risk map of the assessment tool, ML risk at national level is rated MEDIUM HIGH.

Rating results of sector risks on ML within the economy are as follows: 

	No
	Sectors
	ML Threat
	ML Vunerability
	Risk of ML

	1
	Banking 
	High
	Medium High
	High

	2
	Insurance
	Medium Low
	Low
	Medium Low

	3
	Securities
	Medium
	Medium
	Medium

	4
	Real Estate
	High
	Medium
	Medium High

	5
	Accoutants and Auditors
	Low
	Low
	Low

	6
	Precious metals and stones
	Low
	Medium
	Medium Low

	7
	Casino
	Medium
	Medium
	Medium

	8
	Trust and Company service Provider
	Low
	Medium Low
	Medium Low

	9
	Lawyer, Notaries and other Independent Legal  Experts
	Low
	Low
	Low

	10
	People Credit Funds
	Low
	Low
	Low

	11
	Pawnshops
	Low
	Medium
	Medium Low

	12
	Micro Finance Institution
	Low
	Low
	Low

	13
	Foreign currency remittance company
	Medium High
	Medium
	Medium High

	14
	Local development investment funds
	Low
	Medium High
	Medium Low

	15
	Underground remittance
	High
	High
	High


2.5.2. Risk of terrorist financing

After conducting  threat and vulnerability assessment on terrorist financing, Group 8 (established by the Ministry of Public Security under Decision No. 83/QD-BCA-V61 dated January 12th, 2017) has made conclusions as follows:

The TF threat to terrorist financing in Vietnam is assessed LOW and TF vulnerability to terrorist financing is also assessed LOW. Since then, it has been concluded that Vietnam's risk of terrorist financing is LOW.

2.6. Follow-up

Based on the proposed measures in the NRA Report, Vietnam will issue the NRA Action Plan for the period 2018-2020. The NRA Action Plan to address the risks identified in the Report. These are actions to be taken in the short and medium term (2018-2020) to strengthen AML/CFT regime and prepare for mutual evaluation of APG in October 2019. For long-term (5-year) actions related to amendments and supplements to the legal framework, it is still included in the NRA Action Plan for the period of 2018-2020 with the contents of research and review. It is expected that after APG's mutual evaluation report on the Vietnam AML/CFT approved in July 2020, the SBV, as a focal point of Vietnam in APG, will submit to the Prime Minister for the issuance of a long-term Action Plan (period 2021-2026), including: (i) Long-term actions as a result of Vietnam's NRA; and (ii) the action recommended by APG in mutual evaluation report in 2019 to address shortcomings in Vietnam's AML/CFT regime.

Key actions in the NRA Action Plan 2018-2020 include measures related to the legal framework, the powers and responsibilities of competent authorities (eg: investigating agencies, law enforcement agencies and supervisors) and other organizational measures; Domestic cooperation, financial inclusion and international cooperation.

From the results of the analysis, assessment of issues, risks and challenges of ML and TF mentioned in the report, it can be seen that the identified risks need to be addressed at the national level to reduce minimizing the vulnerability of the sector and strengthening the national capacity to AML/CFT.

GEOGRAPHICAL, POLITICAL, ECONOMIC, LEGAL ENVIRONMENT

1. Geographical environment

Vietnam is located the east of the Indochina peninsula in Southeast Asia with an area of 331,698 km² and an estimated population of 92 million people, including the North, Central and South.

The land borderline is 4,550km. The north, the west and the southwest of Vietnam are bordered by China, Laos, Cambodia and the Gulf of Thailand respectively; the East and the South is the East Sea with more than 4,000 large and small islands and Truong Sa and Hoang Sa archipelagoes on the East Sea.

The topography of Vietnam varies according to natural areas including mountains and forests (coverage of about 75%) which can be exploited by criminals as a place for hiding, living and committing acts. Border gates, border trades and trails with neighboring countries are favorable conditions for criminals to illegally transport goods and currencies across the border. Besides, Vietnam is located near the golden triangle area which is a major drug production center in the region and the world.

The 10 largest seaports in Vietnam are scattered throughout the North, Central and South regions, creating a gateway for trade between Vietnam and regional countries. Currently, Vietnam has 4 major domestic airlines and nearly 30 international airlines operating, with nearly 150 aircrafts and connecting to more than 1,000 destinations worldwide. With a favorable geographical location, Vietnam has the conditions for international trade including goods and currency transferred to, from and via Vietnam by seaway, airway and road.

2. Political environment 

The State of the Socialist Republic of Vietnam is the socialist rule-of-law state of the People, by the People, for the People with one political party that is the Communist Party of Vietnam.

The National Assembly is the highest-level representative body of the people, the the highest organ of state power of the Socialist Republic of Vietnam. The National Assembly has the responsibility to make constitution, legislation and decide important issues of the country and supreme supervision of the activities of the State.
The Government is the executive body of the National Assembly, the highest State administrative agency. The Government is subject to supervision and has to report its working results to the National Assembly, the National Assembly Standing Committee and the State President.

3. Economic environment

In 1986, Vietnam began to implement the policy of economic reform, which transformed from a command economy to a competitive and dynamic market economy managed by the state with uninterrupted economic growth from 2012 to 2015.

Economic growth rate has been improved, in which GDP growth rate increased from 5.25% in 2012 to 5.43% in 2013, 5.98% in 2014, 6.68% in 2015. In 2016, the economic growth rate decreased compared to 2015, down to 6.21%; however, the inflation tended to reduce and being controlled; trade balance improved, exchange rate was stable. In 2017, Vietnam's economic growth was impressive with the prosperity of all sectors and economic areas, GDP growth rate reached 6.81%, considered the highest rate in the past 10 years. Average inflation increased 3.53% compared to the same period, reaching the target of inflation below 4%.

Figure 1. GDP growth rate from 2012-2015
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Source: GSO
Per capita income is about 2,109 USD; the inflation is curbed basically; the financial and money market is stable; foreign direct investment (FDI) into Vietnam increases rapidly over the years.

4. International cooperation

With the proactive and active policy of international economic integration, Vietnam's bilateral, regional and global economic relations with other countries and international organizations are increasingly expanded. Vietnam is currently a member of the United Nations, World Trade Organization, Association of Southeast Asian Nations (ASEAN), Asia-Europe Cooperation Forum (ASEM), Asia-Pacific Economic Cooperation Forum (APEC), World Bank, International Monetary Fund, Asian Development Bank and many other international and regional organizations. Vietnam's economic cooperation with major economies like the United States, EU, Japan, Russia, China, India, etc. has been increasingly strengthened and expanded. Vietnam has also ratified many bilateral and multilateral Free Trade Agreements (FTAs) with regional and world partners. So far, Vietnam has established diplomatic relations with 185 countries, promoting economic, trade and investment relations with 224 markets in all continents.

Regarding AML, Vietnam joined and became the 34th member of APG in May 2007. As a member of APG, Vietnam is responsible for complying with FATF recommendations and fulfilling its membership obligations. In 2008, Vietnam underwent an AML/CFT mutual evaluation under FATF 40+9 Recommendations. Vietnam is currently an observer of the Egmont Group and has been taken necessary steps to apply to become member of the Group.
The exchange of information on AML/CFT with FIUs or AML foreign agencies has been strengthened. Accordingly, the SBV has signed 9 MOUs on exchange information related to ML and TF with countries and has been in the process of negotiating to sign more MOUs with other countries in the region and the world.

In addition, the SBV and the competent agencies have also promoted other cooperation activities such as ratification, participation and implementation of international conventions and protocols with contents related to AML/CFT; signing and participating in bilateral international agreements and treaties on preventing and combating crimes in general (predicate crimes) and money laundering offense and terrorist financing offense in particular; actively studying the process of joining international organizations, informal channels for sharing information on AML/CFT and other crimes; cooperating in judicial assistance relating to extradition, investigation, prosecution, trial of ML offenses and predicate offenses; receiving technical assistance on AML/CFT from international organizations and partners.

Vietnam is an active and responsible member of the international community and the United Nations. Vietnam has signed and joined many international and regional treaties on combating crimes in general and ML offense and TF offense in particular. Specifically, Vietnam has signed and joined to UN Conventions on AML/CFT including the Convention against Transnational Organized Crime of 2000 (Palermo Convention); Convention Against Illicit Traffic in Narcotic Drugs and Psychotropic Substances of 1988 (Vienna Convention), International Convention for the Suppression of the Financing of Terrorism of 1999, Convention Against Corruption of 2005 (Merida Convention), ASEAN Convention on Counter-Terrorism of 2007, Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children in 2000. Vietnam has also ratified all 09 international conventions  attached the 1999 International Convention for the Suppression of the Financing of Terrorism.

Additionally, Vietnam is an observer at the Commission on Crime Prevention and Criminal Justice (CCPCJ) under the United Nations Economic and Social Council. Every year, Vietnam‘s delegations participate in the Committee's Meeting in Vienna, Austria. Through this forum, Vietnam outlines its achievements in preventing and combating transnational organized crime, particularly terrorist crime, implementing the UN Conventions on combating transnational organized crime (UNTOC) and the United Nations Convention Against Corruption (UNCAC), expressing Vietnam's views on issues of international community as well as issues which Vietnam has been interested in; at the same time exchanging and learning experiences to improve the legal system on crime prevention and criminal justice.

As a member of APEC, Vietnam has actively participated in activities on crime prevention, anti-terrorism such as the Combating Terrorism Working Group (CTWG), the Anti-Corruption and Transparency Working Group (ACTWG) in which AML/CFT are important contents. Currently, there are 06 initiatives on AML/CFT implemented in APEC.

5. Legal environment
Vietnam has a comprehensive legal system to severely punishing criminals in order to protect the economy, including the national financial system that might be abused by criminals to carry out illegal activities by criminals.
According to Vietnam's legal system, the Constitution is the fundamental and supreme law of the Socialist Republic of Vietnam (Article 119 of the 2013 Constitution). The National Assembly has the power to draw up, adopt the constitution, laws and resolutions, and the Standing Committee of the National Assembly has the power to issue ordinances, resolutions and the Government are authorized to promulgate regulations in the form of decrees.

The main codes and laws were passed including the 2015 Civil Code; the 2015 Penal Code; the 2015 Civil Procedure Code; the 2015 Criminal Procedure Code, the 2015 Vietnam Maritime Code, ect.

Regarding the legal framework for AML, the Penal Code amended in 2009 passed by the National Assembly and takes effect from January 1st, 2010, which was amended and supplemented Article 251 into “money laundering offense” instead of the old Article 251 stipulating the crime of “Legalizing money and property committed by criminals”.

The 2015 Penal Code  and the Penal Code amended in 2017 (issued on June 30th, 2017 and being effective from January 1st, 2018) continue to have amendments and supplements to Article 250 and 251 of the 2009 Penal Code to be more in line with international standards on AML. Specifically, Article 323 on "Storing or buying property obtained by crime" and Article 324 on "Money laundering" has regulated specifically on qualifying consequences of criminal acts and punishments in case of preparation for crime commission. Article 324 has added criminal liability of commercial legal entities when committing ML offenses. Additionally, the Penal Code amended in 2009 and the 2015 Penal Code also added offenses related to TF, expanding and supplementing predicate offenses.

The AML Law was passed on June 18th, 2012 by the National Assembly, being effective from January 1st, 2013. This is the supreme enforcable legal document for AML, regulating measures and international cooperation on AML, meeting the requirements of international standards on AML, being in line with Vietnam's international commitments in the integration.

On June 12th, 2013, the Law on Anti-terrorism was passed by the National Assembly, including many provisions on anti-terrorist financing. Under the provisions of the Law on Anti-terrorism, the Ministry of Public Security submitted to the Government for promulgating Decree No. 122/2013/ND-CP dated October 11th, 2013 the suspension of circulation, freeze, seizure, withholding and handling with money, property related to terrorism, terrorist financing; development of the list of organizations, individuals related to terrorism, terrorist financing. 

The system of adequate legal documents on AML/CFT mentioned above is considered as the basis for FATF to recognize that Vietnam has a legal framework to fully meet international standards on AML/CFT, and remove Vietnam from FATF's review process in February 2014.
SECTON I. RISK OF MONEY LAUNDERING

CHAPTER 1. MONEY LAUNDERING THREATS

Based on the threat assessment of the prevalent ML predicate offences,  ML trends, techniques and prevalence of sectoral threat, the national money laundering threat is assessed to be MEDIUM.

1. Money Laundering threats arising from domestic major predicate offences
 
In Vietnam’s National Risk Assement report, Vietnam’s law enforcement agencies have assessed the threats of ML posed by 17 prevalent ML predicate offences, taking into consideration the nature and scale, number of investigation, prosecution, judgment and sources of the illegal proceeds originated from those offences for the period 2012-2017. 

1.1. Corruption acts (embezzling property, receiving bribes, abusing positions and/or powers to appropriate property)
Under Law against Corruption 2005, the “embezzling property”,  “receiving bribes”, “abusing positions and/or powers to appropriate property” are considered among of the corruption acts.
Embezzling property

So far Vietnam has investigated, prosecuted 01 ML case originated from the offence of embezzling property.

Among the corruption acts, compared with the offence receiving bribes, and abusing positions and/or powers to appropriate property, the number of cases being prosecuted, adjudicated for the offence embezzling property has been higher (with 80 cases and 161 defendants being prosecuted in 2016 and 18 cases with 41 defendants in 2017, respectively)
From the adjudication of the offence embezzling property, it can be observed that in common the property appropriated are of great value, even there are appropriating property cases with trillion VND. These appropriated funds are used for personal spending, purchasing of real estate, valuable assets or being laundered. 

From the analysis above, the ML threat posed by the offence of embezzling property is rated HIGH.

Receiving bribes: 

Compared with other predicate offences, there has been relatively low number of cases being prosecuted, adjudicated for the offence receiving bribes (in 2016 there were 15 cases with 53 defendants being adjudicated while in 2017, were 83 cases with 151 defendants respectively). In practice, it is difficult to detect the activities of receiving bribes, but in recent years receiving bribes cases are often of great value, leading to a high threat of money laundering. The value should be executed under criminal judgments in 2017 has been 3 times more than in 2016.
From the analysis above, the ML threat posed by the offence receiving bribes is rated MEDIUM HIGH.

Abusing positions and/or powers to appropriate property: 

The number of cases and defendants being adjudicated for the offence of abusing powers and/or positions to appropriate property 2016-2017 have been lower than the offence of embezzling property and higher than the offence of receiving bribes (the number of cases being adjudicated for this crime were 26 with 42 defendants in 2016 and 34 cases with 48 defendants respectively); among of the corruption activities, the value should be executed for the offence of abusing powers and/or positions to appropriate property accounts a small proportion than that of the offence of embezzling property and the offence of receiving bribes  (the value should be executed in 2016 were VND 18,1 billion equal to USD 0.82 million and has been significant increased in 2017 with USD 64.4 billion equal to USD 2.93 billion). The practical experience from investigation, prosecution, adjudication of the offence abusing positions and/or powers to appropriate property indicated that this crime has been among of the predicate offences that might pose ML threats. Recently, there has been high value cases originated from activities of abusing positions and/or powers to appropriate property.
From the analysis above, the ML threat posed by the offence abusing powers and/or positions to appropriate property is rated MEDIUM HIGH.

1.2. Gambling, organizing gambling or running gambling-dens

Compared with other predicate offences, there has been a very high number of cases being adjudicated for the offence of gambling. 

Although the cases and defendants being adjudicated for the offence of organizing gambling or running gambling-dens have been lower than that of gambling (in 2017 for the offence of gambling there were 3,665 cases being adjudicated with 20,162 defendants while for the offence of organizing gambling were 494 cases with 1771 defendants, respectively), these number are still significant compared with other predicate offences. 

Although the illegal proceeds gaining from gambling, organizing gambling or running gambling-dens per offenders are at average amount and gambling criminals often use these proceeds for personal spending, in organizing gambling case with high value, there has been great amount of illegal proceeds being sealed, seized, confiscated, thus, there has been tendency that offenders might use these illegal proceeds to do investment or to launder money.

According to the statistic of AMLD, the AMLD has transferred to the police offices 02 cases (2014 and 2015) for further investigation regarding the predicate offence of organize gambling or running gambling-dens. Regarding the large-scale, cross-country, high-tech gambling case with the proceeds of trillion VND mentioned above which was under investigation of Ministry MPS, the AMLD has coordinated with competent authorities to provide financial information as requested to support the investigation of predicate offence and money laundering.  
From the data and information gathered, it can be concluded that: 

·  The threat of ML originated from gambling activities is MEDIUM HIGH.

The threat of ML originated from organizing gambling or running gambling-dens is HIGH.

1.3. Illegally stockpiling, transporting, trading in or appropriating drug 

So far Vietnam has not investigated, prosecuted any ML case originated from the offence illegally stockpiling, transporting, trading in or appropriating drug.

From the statistic of investigation, prosecution, adjudication, it can be seen that among of the 17 prevalent ML predicate offences, drug related crime accounts for the highest criminal offence being sanctioned (with more than 11 thousand cases and 15 thousand defendants being adjudicated every year) and the proceeds being executed of VND 298.6 billion (around USD 13.57 million) in 2017. Although the average proceeds (per offender) should be executed under criminal judgments are of low value (below VND 2 million around USD 100), in the cases involved with drug rings, proceeds of crime obtained are so high that it does not exclude the possibilities that those proceeds might be laundered.
From the above analysis, the threats of ML posed by durg offences are rated HIGH. 

1.4. Tax evasion
So far Vietnam has not investigated, prosecuted any ML case originated from the offence tax evasion.

Compared with other predicate offences, there has been quite low number of cases and defendants being prosecuted for tax evasion (in 2011 there were 16 cases being adjudicated with 27 defendants while in 2016 were 33 cases with 48 defendants, respectively) but the value should be executed is relatively high (the value should be executed in 2016 reached VND 84 billion equal to USD 8.36 million and in 2017 were VND 199.9 billion equal to USD 9.09 million, respectively). Those are complicated and serious cases that must be prosecuted for criminal liabilities.

Based on the analysis of multi - remittance to multiple bank accounts with the same amount, there are indications of banking documents were made to evade taxes and to fraud tax refunds. Therefore AMLD has forwarded suspicious information to the tax authorities to conduct further inspection and examination. As a result, through inspection, the tax authorities have detected and issued administrative penalities and have recovered trillion VND to the State budget.

So far Vietnam has not detected any ML originated from the offence of tax evasion. However, the crime of tax evasion has occurred more and more complicated causing a lot of difficulties for competent authorities to detect and handle. Tax evasion has caused a great loss to the state budget. For all of the above reasons, the threats of ML posed by tax evastion is considered MEDIUM HIGH.

1.5. Appropriating property through swindling

So far Vietnam has not investigated, prosecuted any ML case originated from the offence appropriating property through swindling.

In 2016 alone, with 2,143 cases being adjudicated, the value should be executed under criminal judgments reached to VND 5,849 billion (USD 265.86 million), however, only VND 1,157 billion (USD 52.59 million) was executed. Although a great value needed to be recovered in “appropriating property through swindling” cases, the actual recovery rate is only about 20%. 

From the analysis above, it can be observed that recently the offence of appropriating property through swindling seems to occur more in the banking and real estate sector; offenders are mainly those with certain social positions and committed the crime of high value of proceeds. Defendants often used the illegal money and property obtained from this crime to invest in projects, thus implied significant threats of money laudering

According to financial investigation statistics, from 2011 to 2016, AMLD has forwarded 43 suspected cases involving appropriating property and the MPS have sent feedback for 16 cases of which one case has been investigated and prosecuted for the offence of appropriating property through swindling.

Although there have been no ML cases originated from the offence of appropriating property through swindling, the increased value of the criminal proceeds might indicate the threats ML posed by this offence is MEDIUM HIGH. 

 1.6. Abusing trust in order to appropriate property

So far Vietnam has not investigated, prosecuted any ML case originated from the offence abusing trust in order to appropriate property.

Statistics on institution, prosecution and adjudication of the offence abusing trust in appropriating assets show that every year there has been significant number of criminal cases brought to trial by competent agencies. (more than 1,000 cases per year on average with more than 1,200 defendants).

Statistic shows that in 2016 with 1,073 cases being adjudicated, the value should be executed under criminal judgments have reached 12,497 billion VND (568.05 million USD), however, the executed value under criminal judgments in practice was only 45.5 billion VND (2,07 million USD).

By 2017, the crime seems to be occurred less with 958 cases being adjudicated, the value should be executed under criminal judgments was VND 204 billion (USD 9.3 million) and the actual recovery proceeds were VND 18.8 billion (USD 0.85 million).  Although there has been quite significant value that should be recovered in cases of abusing trust in order to appropriate property, the actual recovery rate only accounts for nearly 10%. Practical experience on instituting, prosecuting and adjudicating the offence of abusing trust in order to appropriate property (Article 140), it can be seen that offender tends to use the property appropriated for their personal spending instead of passing the property to others.

In the case where the property appropriated is of great value, there might be potential threats of ML, therefore the threat of ML posed by this offence is rated as MEDIUM HIGH. 

1.7. Breaching regulations on the protection of precious and rare wild animals 

So far Vietnam has not investigated, prosecuted any ML case originated from the offence breaching regulations on the protection of precious and rare wild animals.

Data provided by competent agencies shows that since 2003 Vietnam has arrested dozens of illegal import and transit of ivory orginated from Africa. Since the  beginning of 2015 to present, Vietnamese customs have arrested more than 6 tons of ivory, 4 tons of pangolins and hundred kgs of rhinoceros horns illegally transported from Africa, dozens cases of tigers, leopard and other wild animal being illegal traded. The practical investigation experience shows that the crime often commited by organized crime and although there has been not many cases being adjudicated for the offence of breaching regulations on the protection of precious and rare wild animals (in 2016 there were 86 cases being adjudicated with 124 defendants and in 2017 were 92 cases with 136 defendants, respectively), the proceeds being seizured, forfeitured confiscated are of great value.
As committing the crime can generate large profits equal to weapons smuggling, drugs and human trafficking, the issue of trading wild animals has become more and more complicated.

Threat of ML originated from the offence of breaching regulations on the protection of precious and rare wild animals is rated MEDIUM HIGH.

1.8. Illegal cross-border transportation of goods and/or currencies

So far Vietnam has not investigated, prosecuted any ML case originated from the offence illegal cross-border transportation of goods and/or currencies.
There has been a moderate number of cases being adjudicated for the offence illegal cross-border transportation of goods and/or currencies (in 2016 there were 74 cases being adjudicated with 175 defendants and in 2017 were 51 cases with 86 defendants, respectively). The proceeds should be recovered at average value (VND 83 billion (around USD 3.8 million) in 2016 and VND 11.5 billion (around USD 0.5 million in 2017). Proceeds obtained from this crime is often used for personal consumption, and might also be used by criminals to bribe authorities to carry out their illegal cross-border transportation of goods and/or currencies.
From the analysis above, threat of ML originated from the offence of of llegal cross-border transportation of goods and/or currencies is rated MEDIUM.

1.9. Human trafficking

So far Vietnam has not investigated, prosecuted any ML case originated from the offence human trafficking.
The number of human trafficking cases being prosecuted, adjudicated tend to decrease recently (in 2016 there were 108 cases being adjudicated with 188 defendants and in 2017 were 92 cases with 162 defendants, respectively). Although the number of human trafficking cases detected in 2016 decreased by 6% compared with that of 2015, the number of victims increased by 12.8%.
The threats of criminals legalizing profits obtanined from human trafficking still exists. However, human trafficking ring  are transnational crime in which Vietnam is the source of goods supplies with criminals participate in the ring thus the profit of them not so high and money earned often spend for personal consumption rather than money laundering. Therefore, the threat of ML originated from the offence of human trafficking is rated MEDIUM.
1.10. Making, storing, transporting and/or circulating counterfeit money, treasury bills and/or bonds

So far Vietnam has not investigated, prosecuted any ML case originated from the offence making, storing, transporting and/or circulating counterfeit money, treasury bills and/or bonds.

Currently, Vietnam has no statistics on counterfeit money brought and used in the country. However, according to the estimation of the Police Investigation Agency - Ministry of Public Security in the period 2010-2016, the counterfeit money being confiscated is equal to more than 27 billion VND (in denominations of VND 200,000, 500,000, Yuan (RMB) and USD) showing that the counterfeit money introduced into Vietnam was quite a large number.

Through investigation, counterfeited money can be imported into Vietnam, but in exchange for real money, those counterfeited money are mainly used to purchase small value of goods and services, personal consumption ... thus, if the fake money being counterfeited successfully, the real money offenders received back are of low and small value, thus it is difficult for them to launder money through high value business activities.

From the number of cases being investigated and prosecuted for the offence (in 2016 there were 67 cases being adjudicated with 133 defendants, in 2017 were 71 cases with 126 defendants), the number of defendants involved, low value executed (in 2016 were VND 3.2 billion equal to USD 145,000; in 2017 were VND 2.7 billion equal to USD 122,727), it can be concluded that the threat of ML originated from the offence making, storing, transporting and/or circulating counterfeit money, treasury bills and/or bonds is rated MEDIUM LOW.
1.11. Smuggling

So far Vietnam has not investigated, prosecuted any ML case originated from the offence smuggling.

Vietnam only penalize criminal liability for smuggling cases of more than VND 100 million, therefore, despite of high number of smuggling cases being detected and dealt with annually by authorities, the number of cases being penalize with criminal liability is not that much (in 2016 there were 105 cases being adjudicated with 204 defendants, in 2017 were 88 cases with 136 defendants). Total value should be executed under criminal judgments in 2016 were VND 20 billion (around USD 0.9 million) while in 2017, the executed value reached VND 849 billion (around USD 38.59 million).
According to statistics, from 2010 to 9/2016, the AMLD has not forward any ML suspicious case related to the offence of smuggling to the police for further investigation.

The threat of ML posed by smuggling is rated MEDIUM.

1.12. Manufacturing, stockpiling, transporting and/or trading in banned goods 
High number of cases being prosecuted and adjudicated for the offence manufacturing, stockpiling, transporting and/or trading in banned goods (in 2016 there were 315 cases being adjudicated with 419 defendants, in 2017 were 118 cases with 179 defendants) but low value should be executed under criminal judgments (VND 3.9 billion equal to USD 18 million in 2016 and VND 5.2 billion equal to USD 0.24 million). Low proceeds of crime have been recovered. 
So far, Vietnam has not yet instituted, prosecuted, adjudicated any ML originated from the offence of manufacturing, stockpiling, transporting and/or trading in banned good. It might be because criminals tend to spend the criminal proceeds for personal consumption instead of transferring to the third party.
From the analysis above, the threat of ML originated from the offence manufacturing, stockpiling, transporting and/or trading in banned goods is rated LOW.
1.13. Manufacturing and/or trading in fake goods

So far Vietnam has not investigated, prosecuted any ML case originated from the offence manufacturing and/or trading in fake goods.

Compared with other predicate offences, there has been quite low number of cases being prosecuted and adjudicated for manufacturing and/or trading in fake goods (in 2016 there were 30 cases being adjudicated with 44 defendants while in 2017 were 28 cases with 43 defendants, respectively), the value should be executed is also relatively small (the value should be executed in 2016 reached VND 1 billion equal to USD 45.000 and in 2017 were VND 16.2 billion equal to USD 736.000, respectively).
Practical investigation experience of this crime indicates that proceeds are often of small amount and offenders tend not to change the illgal money into other form of investment but used for personal consumption.

The threats of ML posed by this offence is rated LOW.

1.14. Illegally manufacturing, stockpiling, transporting, using, trading in or appropriating military weapons and/or technical means

So far Vietnam has not prosecuted, investigated any cases of ML originated from the offence illegally manufacturing, stockpiling, transporting, using, trading in or appropriating military weapons and/or technical means. 

There has been quite low number of being investigated, prosecuted and adjudicated for the offence (in 2016 there were 109 cases being adjudicated and in 2017 were 113  cases, respectively), the value should be executed is also relatively small (the value should be executed in 2016 reached VND 1.6 billion equal to USD 73,000 and in 2017 were VND 0.86 billion equal to USD 39,090).

The profits generated from illegal trading military weapons are often  spent on personal consumption by criminals.
According to the statistics of the AMLD, from 2010 to September 2016, the AMLD has not transferred any suspicious case related to this crime to the police for investigation. 
From the analysis above, the threat of ML originated from the offence is rated LOW.

2. Sector threats analysis

	Sector
	ML threat

	Banking
	HIGH

	Real estate
	HIGH

	Securities
	  MEDIUM

	Casino/Gambling
	MEDIUM

	Insurance
	MEDIUM LOW

	Money remittance and Foreign currencies exchange
	Official channels

	MEDIUM HIGH

	
	Underground remittance

	HIGH

	Accounting, auditing
	LOW

	Lawyers, notaries 
	LOW

	Other financial institutions
	LOW


2.1. Banking sector

Banking sector account for nearly 90% of all the Suspicious Transactions reported to the AMLD, higher than any other sector.

It should be emphasized that not all of the illegal proceeds from criminal activities are laundered. However, from the much higher STRs in the banking sector than others, it might be implied that money launderer might prefer the banking system to legalize the illegal proceeds to clean the “dirty money” than others. From the high value cases being investigated for ML recently and statistic on STRs received by the AMLD have, it can be assumed that the ML threats in the banking sectors might mainly originated from predicate offences include embezzling property (the offence might related to person with responsibilities, positions), gambling, tax evasion. Accordingly, in order to conceal the proceeds, criminals often use other person bank accounts to receive and transfer illegal funds.

From the above analysis, the threats of ML in the banking sector is rated as HIGH.
2.2. Real Estate sector

Real estate is among the sector that attract high sources of capital investment, the transactions or remittance related to real estate trading can be done directly in cash or through by banking remittance systems but not over real estate trading floors therefore, it would be difficult for the authorities to check and verify the source of money. Besides, in high value case of embezzling property and the gambling recently, the proceeds of crime being confiscated mainly real estates. To launder money, criminals often buy real estate in the names of family members, transfer and give real estate as a gift.

With the analysis aboved, the threats of ML in the real estate sector is considered HIGH.
2.3. Securities sector

For the period from 2010-9/2016, according to the statistics law enforcement agencies, no ML case was investigated, prosecuted or adjudicated related to securities sector.
From 2015 to present, the competent authorities have coordinated, processed and handled 07 ML suspcious cases in securities sector.  So far, the competent authority has received 02 STRs from securities companies.

With regard to the identification of customers according to the regulations, securities companies and fund management companies must not accept cash transactions with customer. Clients of these companies must pay in, withdraw and transfer money via commercial banks. Therefore, securities companies and fund management companies encountered some difficulties in identifying suspicious transactions because they do not know whether the person paying in, withdrawing or transferring is the securities owner or not. 

The above information indicates that the AML compliance within the securities sector has not been in line with the risk it might encounter.

With the analysis aboved, the threats of ML in the securities sector is considered MEDIUM.

2.4. Insurance sector

According to the AMLD’s data: From 2010 to 9/2016, the AMLD have received 176 STRs from enterprises operating in the insurance sector, accounting for 3.17% of the total STRs received.

Despite of low number of STRs reported in the insurance sector, the  insurance companies have paid more attention and implemented the AML regulations more seriously (especially for those companies with foreign capital contributions or under credit institutions). From the STRs analysis for the period 2012 to September 2016, the AMLD have transferred 13 cases (related to 28 STRs) to the police agencies for further verification and investigation. 

The cases transferred to the security agencies are mainly when insurance company reviewed their customers and found that relevant parties in the insurance contracts were wanted criminals or being prosecuted by the Procuracy, being under judgment execution. However, insurance contracts were still in effect as the premiums had been paid by their relatives. Besides, by the time the police verified the information, it was confirmed that the criminals involved in the above insurance contracts had completed their imprisonment and returned to the community and thus, no longer being considered as criminals. For these reaons, the police agency has no comments on the handling of these insurance contracts.

For the above analysis, the threats of ML in the insurance sector is rated MEDIUM LOW.
2.5. Money remittance and Foreign currencies exchange
Formal channels: procedures on international money transfer offered by remittance companies are often simpler than banks with lower fees, and documents proving remittance purpose is simpler or not requested. These elements might create ML threat. From the analysis, threats of ML posed by official money remittance and foreign currencies exchange is rated MEDIUM HIGH.
Informal channels With the advantage of low remittance fees, convenience, no money evidence provided, simple procedures, compared with the formal remittance channels, the informal remittance channels (underground) is also used to transfer money to Vietnam. Compared with the formal money transfer, the informal posed higher threat of ML.

Based on the analysis above, threat of ML in the field of informal remittance is rated as HIGH.

2.6. Casino/Gambling sector
In the period from 2010 to September 2017, according to statistics, no ML offence was investigated, prosecuted, adjudicated related to casino/gambling sector. Casion/Gambling is conditional business sector thus being strictly controled by the Government. So far, the Government has granted licences for 08 businesses casino allowing foreign passport holders lawfully enters Vietnam to play.

According to the statistic of the AMLD, from January 1st, 2010 to September 30th, 2016, there have been no STRs reported to AMLD by casino/gaming business enterprises. Low STR submitted might be due to the fact that Vietnam has relatively adequate legal provisions, casino business is a conditional one, the number of business organizations operate in the sector is relatively limited and strictly abide by the AML Law. Since casino is a major cash sector, it also creates certain threats of ML.
From the above analysis and the actual situation in Vietnam, the threat of ML in the casino/gaming is rated as MEDIUM.
2.7. Accounting, auditing

According to the STRs data of AMLD, from January 1st, 2010 to September 30th, 2016, there have been no STRs reported from accounting and auditing service providing enterprises. So far, there has been no ML being detected with regard to accounting and auditing service.

From the analysis above, the threat of ML in the accounting, auditing is rated as MEDIUM.
2.8. Lawyers and Notaries 

According to the data of the AMLD, for the period from January 1st, 2010 to September 30th, 2016, there has been no suspicious transaction being reported by lawyers or notaries service providers. So far, no ML cases were detected with regard to lawyers, notaries. Besides, laywers, notaries are equipped with well knowledge of legal regulations, thus, they should hardly be abused for ML.

From the analysis above, the threat of ML in the laywers, notaries is rated as LOW.
2.9. Other financial institutions

Other financial institutions include: foreign currency remittance company; foreign currency exchange agents; non-bank credit institutions; the microfinance institution, Microfinance Programs and Projects people's credit funds local development investment funds. 
In the period from 2010 to September 2017, according to statistics of ML investigating, prosecuting, adjudicating agencies, no ML offence was investigated, prosecuted, adjudicated related to other financial institutions. In addition, the AMLD has not received any suspicious transactions reported from the sector. No financial investigations has indicated that the sector has been abused for money laundering. 

From the aboved analysis, it can be concluded the threats of money laundering in the other finanical institutions is rated as LOW.
3. Criminal Proceeds originated from Abroad

From 2010 to 9/2016, most of the Mutual Legal Assistance extended by foreign authority to the Vietnamese Government come from Australia, United State, Poland, Cambodia and mainly related to the offence of ML, drugs, abusing powers to appropriate property and briberies (of which 11/15 requests are related to ML). The requests include assistance in investigation, verification, collection of information, evidence. Vietnam competent authorities have responded to the foreign authorities most of these requests.

CHAPTER 2. NATIONAL VULNERABILITY

Based on the review, analysis and national vulnerabilities assessment on ML, the national ML vulnerability is assessed as MEDIUM HIGH. Some of the key factors affecting this assessment include:

1. Quality of AML policy, strategy and implementation

So far, Vietnam legal framework, policies and action plans on AML has been established rather comprehensively, including the provisions in the Penal Code, the AML Law, decrees guiding the implementation of the AML Law and other legal documents. Criminal liability for money laundering is provided for both natural and commercial legal persons.

The AML Law was approved by the National Assembly session XIII on June 18, 2012 and came into effection on January 1, 2013 regulating measures to prevent, detect and handle organizations, individuals with money laundering acts; responsibilities of agencies, organizations and individuals regarding AML; international cooperation on AML. Along with documents guiding the Law, AML activities of  Vietnam have achieved many important results.

However, over 5 years of implementation, these regulations have revealed some shorcomings including some provisions not sufficient and synchronous, not in line with international standards, and not truly reflecting practical experience such as regulations on identifying and updating customer information, beneficial owner, customer risk assessment, political exposed persons, and special monitoring of transactions.  

2. Financial Intelligence Unit (FIU) – the Anti-Money Laundering Department (AMLD) 

The AMLD was established in late 2005 and restructured in 2009. The statistics and results of receiving, processing, and disseminating STR-related cases to competent authorities show that:

The number of STRs receiving from reporting entities has been increasing. From 2010 to 2017, the AMLD received 7,285 STRs in which the banking sector accounts for 83.46%. Although there has been an increase in STRs submitted over the years, the number of reports from other sectors is still quite modest and not commensurate with the scale of these industries.

From 2010 to 2017, the AMLD disseminated 614 cases involving 3,588 STRs to competent agencies, serving the investigation, prosecution, trial and prevention of crimes according to the provisions of law. 

After receiving information transferred by the AMLD, competent authorities will process and provide feedback on the results of the investigation, verifying the cases with the AMLD. 

Besides, based on the results of processing and analyzing STR-related information, the AMLD hase issued warnings on indicators of fraud, defraud, and other illegal activities to competent authorities and relevant reporting entities.

However, as a unit under the BSA, the AMLD is limited in implementing the function of a FIU as defined in international standards (collecting, disseminating information), and in signing MOUs for information exchange with other competent agencies domestically and internationally. 

3. Financial crime investigation

Vietnam does not have investigator specialized in ML offense as well as other offenses. Under assigned tasks, the investigators carry out general financial crime investigations which include ML offenses and other ML predicated offenses. The task assignment and organization of specialized investigation groups will be due to the arrangement and assignment of work.

From 2013 to 2015, based on intelligence disseminated by the AMLD, the police agencies have investigated a number of cases including prosecution of 15 cases related to appropriating property through swindling, conducting illegally businesses, organizing gambling or running gambling-dens, gambling, harboring or consuming property acquired through the commission of crime by other persons, etc. However, no case has been prosecuted for money laundering. Specifically:
In 2014, prosecuted 6 cases with 7 defendants for:
+ “Gambling” offense: 01 case, 01 defendant

+ “Conducting business illegally” offense: 03 cases, 04 defendants

+ “Appropriating property through swindling” offense: 01 case, 01 defendant

+ “Purchasing illegally invoices…” offense: 01 case, 01 defendant

In 2015, prosecuted 09 cases with 149 defendants
+ “Appropriating property through swindling” offense: 05 cases, 20 defendants
+ “Organizing gambling” offense: 01 case, 28 defendants 

+ “Conducting business illegally“ offense: 01 case, 13 defendants

+ “Gambling and Organizing gambling” offense: 01 case, 86 defendants
+ “Harboring or consuming property acquired through the commission of crime by other persons” offense: 01 case, 02 defendants.

Although the 2009 amended Penal Code has taken effect from January 1, 2010, the results of investigation, prosecution and trial for ML criminals are still modest. So far, Vietnam has only convicted one ML case involving property embezzlement and ML at Vinashin Ocean Shipping Company Limited (2016). In fact, some acts that constitute ML offense have been investigated, prosecuted and tried by competent authorities under Article 250 on the confiscation or consumption of property committed by others, without prosecution of ML offense under Article 251. According to customs, Vietnam’s Law enforcement agencies focus on investigating the predicate offenses of ML offense. This is a weakness in Vietnam's AML regime.

4. The reliable information and evidence

4.1. Availability of reliable identification system
The national population database is a shared database, serving the state management functions of all relevant ministries. The national population database including the identification system is a national asset that maintained and secured public information to facilitate the process of verification for individuals’ detail information. The national population database is designed to faciliate the connection with other specialized-designed databases for updating, sharing and exploiting personal information. It includes high-precision database systems such as the national citizen ID card database, residency database, e-citizen database, etc. 

Competent authorities and financial institutions may exploit information about each citizen in the citizen ID card database; however, the citizen ID card system are maintained highly security information by the Public Security sector, and it is only used to provide information for investigative profession and activities in accordance with the law.

4.2. Availability of independent information sources
When conducting customer due dilligence and update customer information database, financial institutions especially banks can use the following reliable independent information sources and information on customer credit history:
a. The National Credit Information Center of Vietnam (CIC)

The National Credit Information Database of Vietnam has been maintained by CIC with over 30 million customer information, with the participation of 100% of all credit institutions in Vietnam, over one thousand people's credit funds and microfinance institutions as well as other institutions on the basis of periodic and ad hoc updates via the automatic and advanced solutions with modern technology system for collecting and processing information.

b. The National Business Registration Information System

For customers who are enterprises, reporting entities may use the National Business Registration Information System to search and check for background information (www.dangkydoanhnghiep.gov.vn). 

This is a publicly available, reliable and legal business information source across the country.

4.3. Availability of independent audit 
The legislative system and the independent audit standards have been established rather comprehensively and consistently with international practices.
Publicly listed companies are required to disclose their audited financial statements (and the audit reports). Consequently, the financial statements and audit reports of publicly listed companies can be accessed easily by interested parties. However, reliable information and evidence for customer identification is generally not diversified, and some information is difficult to access due to legal constraints.
CHAPTER 3. BANKING SECTOR

The banking sector in Vietnam plays a vital role in the financial system as well as the economy. The total assets of the banking system increased from VND 4,993,913 billion in 2011 (equivalent to 180% of the total GDP) to VND 8,503,571 billion in 2016 (accounting for 190% of the country’s GDP). With the extensive network and the role as financial intermediary providing variety of financial products and services such as lending, deposits, financial leases, foreign currency trading, monetary market instruments..., the overall vulnerability to money laundering of the banking sector is rated at MEDIUM HIGH because of the following factors: 

1. Banking sector vulnerability 

1.1. Banks are subjects of regulations on AML, including: AML Law No. 07/2012/QH13 (came into effect on 01/01/2013), Law on credit institutions No. 47/2010/QH12 and guiding documents to implement the AML Law. These regulations are relatively comprehensive and basically meet FATF’s international standards on AML.

1.2. Licensing activities to establish new credit institutions, branches of foreign banks, representative offices are regulated and complied strictly with the Law on credit institutions in 2010, Circular No. 08/2015/TT-NHNN dated 30/6/2015, Circular No. 17/2017/TT-NHNN dated 20/11/2017 revising, supplementing some articles of Circular No. 40/2011/TT-NHNN and the direction of the Prime Minister. The Law on credit institutions in 2010 stipulates the responsibilities of credit institutions and branches of foreign banks on AML and CFT. Up to present, no application for a licence of any institutions is not approved nor stopped for approval, or no licence is withdrawn because of not meeting AML requirements.
1.3. AML inspections and examinations have been appreciated. Based on inspections, some recommendations have been made related to the improvement of internal procedures on AML; however, no severe violation has been found out and no decision to deal with administrative violations on AML has been made. Most of banking staff realize their responsibilities on AML, the quality of suspicious transaction reports has more and more been improved, and there is no sign of collusion with offenders or performance of fraud behaviours in the control of AML activities.

1.4. The State Bank of Vietnam has not issued a risk-based inspection and examination manual on AML yet. Risk-based inspections, in general, which have AML contents, are just initially applied in the sub-sector of foreign credit institutions, but not in the domestic one. Human resources for AML inspections and examinations are also limited to some extent.

1.5. Decree No. 96/2014/NĐ-CP dated 17/10/2014 of the Government on penalties for administrative violations against monetary and banking regulations (effective on 12/12/2014) has a number of articles to penalize individuals and organizations both inside and outside the country in case of non-compliance with AML laws and regulations. However, the only administrative sanctions used most often are financial penalties or effective remedies (suspension, removal from the office), but not additional penalty measures such as revocation of licenses or certificates on one or some activities/services or even business provided by the banks.

1.6. The Penal Code No. 100/2015/QH13 dated 30/6/2017 (effective on 01/01/2018) has a range of appropriate and dissuasive criminal sanctions for ML acts. Besides, the survey shows that during the period from 2012 until now, a number of banking staff was investigated, prosecuted, and sentenced for predicate offences of ML such as fraud, swindling (cases related to banking staff and officials with fraudulent behaviors)...

1.7. The AML and requirements on licence and registration have not stipulated specific regulations on responsibilities of heads of institutions in AML activities. 
1.8. Although the AML Law No. 07/2012/QH13 dated 18/6/2012 and Decree No. 116/2013/NĐ-CP guiding the implementation of the Law stipulate that reporting subjects should develop internal procedures on AML (Article 20), including training on AML, there are still shortages related to some banks which have not held any training courses on AML, have limited information technology systems for screening and monitoring customers and transactions, or do not have good quantity and quality of suspicious transaction reports.

1.9. There have not had effective machanisms to access information on structures, management, controls and ownerships of companies, trusts or similar enterprises in order to support the verification of customer identification information on time.

1.10. Availability of independent information sources: The National Credit Information Centre of Vietnam (CIC) under the State Bank of Vietnam maintains information on over 30 million borrowers, with the participation of 100% of credit institutions in Vietnam, and over 1,000 people's credit funds and microfinance institutions as well as other organizations from both inside and outside the banking system.

In addition to the CIC database, banks also use other independent information sources such as tax, customs, audit and data services such as World-Check, Accuity, FIB. However, those sources are used by only some banks and do not meet the verification and update customer information requirements.

2. Products and services vulnerabilities

The report assesses the inherent vulnerability of 6 banking products/services (including retail deposits, wire transfers, current accounts, trade finance, correspondent accounts and electronic banking) as follows:

	STT
	Products/services
	Product inherent vulnerabilty
	Final product vulnerability

	1
	Retail deposits
	Medium High
	Medium High

	2
	Wire transfers
	High
	Medium High

	3
	Current accounts
	Medium High
	Medium High

	4
	Trade finance
	Medium High
	Medium High

	5
	Correspondent accounts
	Low
	Low

	6
	Electronic banking
	Medium
	Medium


The results show that the final vulnerability of most products/services is medium high; but the vulnerability of electronic banking is rated as MEDIUM and of correspondent accounts is rated as LOW.
CHAPTER 4. THE SECURITIES SECTOR
The security market has started its operation in Vietnam since 7/2000 and is considered as an important channel of capital mobilization for the economy. The value of capital mobilized through the security market since its establishment has been more than USD 88 billion, in which capital mobilization from 2011 to the late 2016 was USD 66 billion, contributing an average of 21% to the total capital investment in the whole economy and equivalent to about 50% of capital funded through banking credit. Today, 78 securities companies (in which there are 26 foreign-invested securities companies) and 45 fund management companies have been publicly listed on the securities market in Vietnam. By the end of 2017, there were 737 stocks, fund certificates, exchange-traded funds (ETFs) listed and traded on the Ha Noi and Ho Chi Minh Stock Exchanges, and 690 shares listed on Upcom market. Full market capitalization value was equivalent to 70.2% of the GDP. The number of investors' accounts has also increased from 3,000 (in 2000) to 1.92 million accounts (in December 2007).

Based on the results and information collected through surveys by the management agencies (the SSC and the BSA) and information from 49 securities companies, ML risk assessment in Vietnam's securities sector has been completed with the level of ML vulnerability assessment for the securities sector is MEDIUM, specifically as follows:
1. ML vulnerability in the securities sector

1.1. Policy and regulations on the prevention of ML

- The AML legal system in securities sector is established relatively comprehensive, including regulations on sanctions for administrative violations for AML regulations (up to 250,000,000 VND fine) and criminal sanctions (maximum imprisonment up to 15 years).

- Regulations on market entry in the securities sector are tighten for preventing criminals from joining the securities market for ML purposes. 
- Regarding commitment to international organizations, the SSC undertakes a commitment on AML in the Multilateral Memorandum between IOSCO member countries. 
1.2. The quality of AML activities in securities sector

The quality of AML activities of securities companies and fund management companies has been progressing on the factors such as:

1.2.1. Customer identification framework
- Customer identification infrastructure: The AML Law and Securities Law stipulates that securities companies and fund management companies are required to identify customer information. Customer information is identified primarily based on valid business registration or ID or passport and other information provided by the customer such as phone number, email, risk level, beneficial owners, etc. (the reliability level is not high). The results of surveys show that 98% of securities companies have established procedures for record keeping to store data on customers and 100% of the securities companies have a sufficient information technology system to manage customer information, 44% of those have a module for keeping the customer information and a module for reviewing the transaction and detecting signs of ML. 
- Principal characteristics of each type of customers: The customers in the securities sector can be classified by many different criteria based on the level of ML risk. 

- Availability of independent information sources: Currently, the SSC still faces difficulties in accessing information on money transactions, calls history, IP orders, etc. To overcome this difficulty, the SSC signed MOUs on information exchange with the BSA – SBV and General Department of Taxation, and the SSC are also proposing to amend the Securities Law.
- Customer identification regarding cash transactions

It is difficult for securities companies to identify customers related to cash transactions because customers of securities companies and fund management companies are required to conduct transactions via commercial banks. Therefore, securities companies cannot check the source of the money customers use to buy securities and also cannot control the money withdrawn from the securities account if money has been transferred to high-risk money laundering subjects. 

- Transparency of securities companies: The survey and inspection results show that basically, securities companies have set up the AML department with  and a leader in charge of AML activities and AML compliance officer, issued an  AML internal regulations/procedures. According to the survey results, 96% of securities companies have procedures/regulations on recording violations committed by employees (for operational risk management purposes) and 90% of securities companies have sanctions against employees violating AML policies.

1.2.2. Management and supervision of AML activities
Currently, the AML management and supervision in the securities sector can be divided into 03 levels: State management agencies (the BSA and the SSC), securities companies and staff being responsible for AML. Based on the results of the survey, 74.5% of securities companies oppointed one staff participating in AML monitoring; 98% of securities companies had regulations on filling customer records and reported on AML. Basically all securities companies have an information system to store customer information, allowing and supporting the monitoring process of customer transactions based on customer information. 
Every year, the SSC conducts periodic inspection and examination including AML content of securities companies and fund management companies. 
1.2.3 Adherence of securities staff

- The quality of supervision on AML: The quality of AML supervision of securities companies depends much on the level of compliance of securities staffs. The survey results show that 93.6% of securities companies issued guidelines, procedures, policies and regulations related to AML; 68% of securities companies said their employees were aware of their obligations, and its compliance reporting procedures was high; 32% of securities companies rated themselves as medium. In addition, all securities companies participating in the survey said that their employees understand the legal consequences of violations of AML regulations.

- AML knowledge: 48.9% of securities companies involving in this survey informed that they organised at least 01 onsite AML training programme. The attendants are mainly senior officers (accounting for 57%) and employees (around 43%); 61% of securities companies have organized trainings for AML officers on domestic and cross-border ML typologies.

- Integrity of securities staffs: The Survey results showed that 100% securities companies’ staffs did not violate AML integrity rules. In order to establish an appropriate mechanism to protect staffs who report suspicious transactions, 85% of securities companies surveyed have established a mechanism to protect the anonymity of staffs reporting suspicious transactions or other relating transactions.

- Availability and implementation of sanctions relating to AML responsibilities in securities companies: Basically, legal framework regarding penalties for AML violations in the securities sector has been quite adequately including penalties for administrative violations (a fine of up to 250,000,000 VND) and criminal penalties (maximum imprisonment up to 15 years).
2. Vulnerability of some products 

Currently, the main products on the stock market include stocks (listed/ registration for traded/OTC), bonds (government bonds, corporate bonds), fund certificates and derivatives securities. Among the above products, stocks are the most vulnerable products, being exploited easily by criminals for ML purposes. One of the other potentially risky products for ML is unlisted and unregistered stocks (OTC).
CHAPTER 5. INSURANCE SECTOR
The level of ML vulnerability in the insurance sector is assessed as LOW. In fact, this sector still a small proportion of the Vietnamese financial market. From 2011 to 2015, the average growth rate of the insurance sector was 16% per annum. In 2017, insurance market continued to maintain high growth rate with total revenue reaching VND 132,368 billion, increasing by 28.25% compared to 2016, representing about 2.64% of GDP (in which, premium revenue reached VND 107,821 billion, revenue from investment activities reached VND 24,548 billion); total investment back to the economy was about VND 247,815 billion; total assets were about VND 316,300 billion; total operational reserve reached VND189,248 billion; total market equity capital reached VND 65,692 billion; total compensation and payments were estimated about VND 31,903 billion. Consequently, insurance sector has become a driver of economic growth and plays an important role for socio-economic development. All insurance companies are subjected to AML law and regulations.

1. ML vulnerability in the insurance business sector
As of December 31, 2017, the Ministry of Finance has granted licenses to 64 insurance companies, insurance brokers and foreign insurance branches (among which, there are 18 life insurance companies). 
These Insurance companies have set up their AML regulations and designated compliance officers/unit for AML compliance. Only a few newly-established companies in 2016 and 2017 are still working on their internal regulations and setting up their AML units. With the newly established companies, the Vietnamese competent authorities are following up in order to ensure they comply with relevant laws.
There are 18 life insurance companies operating in the insurance sector. All have developed and issued the AML Internal Control Procedures/Regulations and regularly update relevant laws and regulations to ensure that their internal AML procedures comply with latest legal requirements. Apart from AML procedures, the life insurers also issued several specific regulations on KYC/CDD and customer risk assessment, etc. covered in the appraisal procedure and insurance contract releasing process. These life insurance companies also have established a separate unit for AML compliance.
In addition, most life insurance businesses are 100% foreign-owned or joint-venture of well-known foreign enterprises. Therefore, they are strictly controlled by their parent companies in the assessment and management of AML compliance. Most of them have annual internal audit reports on the AML activities.
18/18 life insurance companies are equipped with modern insurance contract management software, in which 16/18 life insurance companies have their own software or hire independent provider for information technology system to conduct customer due diligence.

Up to now, the state management agency for insurance business has not conducted independent inspections on ML/TF. However, in the past years, implementing the provisions of Article 39 of the AML Law, the Ministry of Finance has included the AML/CFT contents as required in the inspection plan and has not found any violations related to ML in this sector. In addition, in the process of managing and supervising the operations of insurance companies, the Ministry of Finance regularly has issued official letters requesting insurance companies to comply with the AML regulations.

2. The vulnerability of some products
List of products offered by life insurers:

(1) Single-premium life insurance products (individual contract)

(2) Pure protection life insurance plans – excluding single-premium (individual contract)

(3) Life insurance plans with cash value and investment/savings component– excluding single-premium (individual contract)

(4) Other insurance plans with cash value and investment/savings component – excluding single-premium (individual contract)

(5) Pension products (individual contract)

(6) Single-premium life insurance products (group) 

(7) Pure protection life insurance plans – excluding single-premium (group) 

(8) Life insurance plans with cash value and investment/savings component – excluding single-premium (group)

(9) Other insurance plans with cash value and investment/savings component – excluding single-premium (group)
Through careful consideration of the 9 groups of life insurance products mentioned above, the most common insurance products are concentrated in group (2) and (3). Meanwhile, products of group (1) is accounted for only a small portion, offered by a few life insurers, and generate 0.02%-5% in premium revenue. Prevoir is the only company which has the highest single premium insurance products revenue rate at 34.002%.

Factors that reduce the vulnerability of life insurance products include: (i) Most life insurance companies do not pay insurance to third party unless the third-party is a beneficiary/heir of insurance contract; (ii) 18/18 life insurers do not provide cross-border services; (iii) the number of their foreign clients or Political Exposed Persons (both domestic and international) accounted for a very low proportion; (iv) Common premium payment methods for life insurance products are directly collected or via  agents, banks, thereby minimizing the tied-up payments from agents as well as other risks related to cash premium .
Conclusion: The level of ML vulnerability in the insurance sector is LOW.
CHAPTER 6. OTHER FINANCIAL INSTITUTIONS

Other financial institutions are diversified in types and locations across the country, and relatively small compared to other financial and banking institutions. As other financial institutions are typically small with simple organizational models, the risk of violation and the impact is not significant when comparing with the overall reporting entities in all respects. The other financial institutions’ awareness and understanding on legal regulations specifically AML/CFT knowledge are more restrictive than that of professional organizations such as banks and insurance and securities companies.

Since most other financial institutions are directly managed by the State Bank branches in 63 provinces and municipalities, basically, these institutions is strictly regulated in accordance with the law, including provisions on AML.
The results of assessing the ML vulnerability of other financial institutions are as follows:

	Institutions
	ML Vulnerability

	Foreign currency remittance company
	Medium

	Foreign currency exchange agents
	Medium

	Non-bank credit institutions; Finance companies, financial leasing companies, consumer credit finance companies
	Low

	Microfinance institutions
	Low

	People's credit funds
	Low

	Local development investment funds
	Medium High

	Organization providing payment intermediary services
	Medium

	Pawnshops
	Medium

	Underground money transfer system
	High


1. Foreign currency remittance company

The quality of ML control over foreign currency remittance companies is medium high. This is due to the quality of operation, as well as the quality of AML policies and procedures is medium high. Regarding quality of operations, special attention should be paid to the quality of the client appraisal framework (low) mainly due to the availability of independent information sources. However, this is an area with special characteristics of providing foreign currency receipt and payment services, and simple money transfer procedures with the collection of customer information simplied and undetailed information about the money transfer party. The level of ML vulnerability in this area is assessed as MEDIUM.
2. Foreign currency exchange agents

The quality of AML control over foreign exchange agents is medium. This is due to the fact that the quality of operations and quality of AML are medium and medium high, respectively. Operational quality is medium as the quality of the client appraisal framework is medium low (near threshold of being rated as low) because the availability of a reliable identity infrastructure and availability and access to proprietary information are medium, especially the availability of independent information sources is assessed as zero. Therefore, the ML vulnerability in this area is MEDIUM.
3. Non-bank credit institutions: Finance company, finance leasing company, consumer credit finance company
The quality of AML control of financial companies, financial leasing companies range from medium high to high. This is due to the fact that the legal framework for inspection activities are already in place (the comprehensiveness of the legal framework for AML and the effectiveness of inspection and supervision activities are evaluated at high level). Operational quality and quality of AML policies and procedures are medium high and high respectively. The level of cash use is medium low and low and the frequency of international transactions is almost zero. Therefore, it can be assessed that the ML vulnerability in this area is MEDIUM.

4. The microfinance institution 

Compared to microfinance institutions, the microfinance project program has a legal framework to regulate activities (Decision No.20/2017/QD-TTg dated June 20, 2017 of the Prime Minister stipulated the operation of microfinance programs and projects of political organizations, socio-political organizations and non-governmental organizations), but not yet adequate and synchronous.

Similar to a group of financial companies, finance leasing companies, microfinance institutions comply with the provisions of the Credit Institutions Law and its guiding documents, so that the quality of AML control of these organizations are from medium to medium high level. Comprehensiveness AML legal framework and the effectiveness of the supervision activities are from medium to medium high level. Operational quality and AML policy and procedure quality are at high level. The level of cash use is medium low and low and the frequency of international transactions is almost zero.
Therefore, it is assessed the ML vulnerability in this area as MEDIUM.

5. People's Credit Fund

The system of people's credit funds is licensed by the State Bank branches and directly managed, inspected and supervised by the State Bank branches in provinces and cities. Basically, people's credit funds are organizations that support economic development for poor households in the local area; customers are mostly farmers who borrow money to invest in agricultural production. There are no international transactions made through the system of people's credit funds.

Therefore, the level of ML vulnerability in this area is LOW.

6. The local Development Investment Fund

According to the survey, the quality of AML control of the local Development Investment Fund is low. The main impact factor of this result is the knowledge on AML of employees of the local investment fund, the level of compliance of employees on AML and the effectiveness of monitoring and reporting suspicious transactions which are low. Other influencing factors such as the availability of independent sources of information, customer identification infrastructure, availability of control over beneficiary information, availability and effectiveness of entry controls are at medium high level; and the regulatory framework for AML is at a high level. This shows that the main reason leading to the low quality of AML control is due to the fact that the Funds themselves have not implemented or implemented inadequately AML measures as required by laws. Therefore, the level of ML vulnerability in this area is MEDIUM HIGH.

7. Payment service intermediary organizations

According to the survey results, the quality of AML control in payment intermediary service providers is medium high. Although the level of staff’s knowledge on AML and the commitment of leaders, the efficiency of the compliance department are high, the effectiveness of monitoring transaction reports is only medium. Therefore, the level of ML vulnerability in this area is assessed as MEDIUM.

8. Pawnshops

According to the survey results, pawn shops have not implemented the AML regulations. Quality of AML control is low.

The ML risk through pawn shops is significant; however, the size and value of transactions are not large. The level of ML vulnerability in this area is assessed as MEDIUM.
9. Underground money transfer system

Depending on the regulations of each country, some places consider that this form of money transfer is "informal" or "illegal". In fact, there have been a number of cases in which the Vietnamese were arrested by Japanese authorities for conducting underground remittance. Particularly in Vietnam, all business activities related to payment service are required to be licensed. In addition, one of the acts prohibited under Clause 4, Article 7 of the AML Law is “To  provide illegally services on receving cash, check, other moneytary instruments or value storing tools and conduct the payment for the beneficiary at a different places”.

In fact, it is difficult to conclude that this is a form of illegal money transfer because the sender and receiver can say that they simply ask their relatives to bring money to their home. However, this money transfer is simply based on trust without documents, so it is easily abused by money launderers
.

Although gold shops and foreign exchange counters are required to comply with AML regulations, when providing money transfer service, gold shops and currency exchange counters do not apply AML measures because the money transfer by these organizations are illegal.

Therefore, it can be assessed that the level of ML vulnerability posed by underground remittance is HIGH.
CHAPTER 7. ML VUNERABILITY WITHIN THE DNFBPs

Vietnam has in place the adequate and comprehensive AML legal regulations (Laws, Decrees, Circulars) in line with international standards to regulate the obligations of DNFBPs in AML (collect, update customer’s information based on risk level, records keeping, apply enhanced measures on PEP, high risk countries, report suspicious transaction, disclosures, confidentiality, internal controls, reporting, inspection and monitoring and suspicious indicators of DNFBPs).

DNFBPs sector was examined and assessed as follows:

	Sector
	Vulnerability to ML

	Trading in prize games, casinos
	MEDIUM

	Doing real estate management service business, real estate brokerage service business and trading floors
	MEDIUM

	Dealing in precious metals and precious stones
	MEDIUM

	Providing lawyer services, notary and other independent legal professionals
	LOW

	Accountants, auditors
	LOW

	Providing services of investment trust, establish, management, operating company
	MEDIUM LOW


1. Prize -winning electronic game and casino business for foreigners

Challenges in this sectors are: (i) High volume of cash transactions, usually within 24 hours, cash transactions are performed quickly; (ii) Only foreign passport holders lawfully enters Vietnam are allowed to play prize-winning electronic games and casinos however, the availability, access to and updating of customer information are still limited; (iii) public awareness raising on AML has not received enough attention; (iv) mechanism of information exchange with sectors and industry where can create predicate offence of ML has not been effective enough.

Assessment: (i) the potential for prize-winning electronic games and casino being abused for ML by criminals are less compared to other sectors, because of the higher costs, non high value transactions, inconvenient movement of illegal money between different places; (ii) the total size of the prize-winning electronic games and casino (number of enterprises, revenue, contributions to the state budget) compared to the whole economy is relatively small; (iii) prize-winning electronic games and casino only allow customers who are foreign passport holders lawfully to enter Vietnam and do not accept online trading business; (iv) prize-winning electronic games and casino business in Vietnam is classified by the Government as a conditional business and discourage for development; (v) Vietnam is located in Southeast Asia near Macau and Singapore, the most developed gaming business countries in the region, thus, there is possibility that the offenders will prefer the casinos in these countries to launder money than in Vietnam.

For all of the analysis above, ML vunerability of prize-winning electronic games and casino is rated MEDIUM.
2. Real estate management service business; real estate brokerage service business; and real estate trading floors
Challenges in this sectors are: (i) Cash payments for real estate trading in Vietnam are still common nowadays, however, mainly used in spontaneous trading but not via trading floors; (ii) there has been a high in terms of number and value of real estate trading transactions.; (iii) no legal required the transferring and trading large amount payment to be made by banks; (iv) The system for updating customers information, checking customer identification information of real estate transactions, especially those being made outside the trading floors are still inconsistent; (v) the database system on housing and real estate market nationwide has been developed pursuant to the Government's Decree No.117/2015/ND-CP dated November 12th, 2015 but this Deceree does not stipulated the requirements on collection of real estate buyers’ information who are politicians and information of the real estate’s beneficial owner; (vi) the AML Law does not require the project’s investors to implement the law and report information on AML. 

Assessment: In Viet Nam nowadays, real estate are among of the channels that can be  exploited easily by money launderers because compared to other markets, investment in real estate market is relatively favourable and does not require much binding procedures to enter.

Based on the operation of real estate market and the activities of real estate transaction floors, ML vunerablity in the sector is rated as MEDIUM. 

3. Precious metals and precious stones

Challenges in this sectors are: (i) Cash transactions are quite common and account for a large percentage of transaction payments; (ii) AML knowledge of the management leaders and staffs are still limitted; (iii) the compliance unit has not effective enough in monitoring transactions related to transactions’ applicants and source of funds; (iv) the information system to monitor customers’ transactions and check customers’ profiles is still inadequated; (v) Gold smuggling still occurs.

Assessment: (i) so far, SBV has not received any STRs in the field; (ii) most of customers buying precious metals and stones declare individual information (name, address, telephone) and the information is kept by precious metals and stones enterprises; (iii) the inspection and examination on the implementation of AML regulations in the gold bars trading activities of credit institutions, enterprises are being greatly concentrated; (iv) no data has been provided on AML inspections and examinations regarding the activities of precious metals and stones enterprises

Based on the above analysis, the overall ML risk of the sector is rated as MEDIUM.     
4. Lawyer, notary and other independent legal expert 

Currently, Vietnam has about 3,700 law-practicing organisations with a total of nearly 11,800 practicing lawyers, and 970 notarization practice organizations with a total of 2,398 notaries. Through examinations, supervisions on the operations and performance of laywers, notarites, Ministry of Justice (the Judicial Assistance Department and Supervisory Department) have not found any high cash value transactions or ML suspcious transactions related to legal service or notarization providing.

For all of the analysis above, the vunerability of lawyers, notary is rated LOW.

5. Accounting, auditing

Challenges in this sectors are: (i) the mechanism of ML information exchange between auditing, accounting fields with other sector on predicate offence is not effectively enough; (ii) training on AML for firms opearting in the sector has not received well attention; (iii) there has been limitted number of AML personnel in charge and they are not well trained; (iv) accounting and auditing firms have not been active enough in updating the black list; (v) the AMLD has not received any STRs or CTRs from the sector. 
Assessment: (i) Auditors and accountants have to comply with country’s regulations on accounting and auditing standards, current legal regulations of requirements on accounting and auditing practioners; (ii) administrative violations acts on AML will be penalize in accordance with AML legal regulations; (iii) only 2/250 enterprises performing funds/securities/asset managements transactions for customers; (iv) limmitted in cash transactions. 
The overall ML vunerability in the accounting and auditing sector is rated as LOW.

6. Trusts and company service provider in Viet Nam

Trust and company service providers are regulated subjects of the AML Law which include company establishment, management, operation, company’s secretariat and manager to third parties.
At present, there are 02 types of funds operating in the form of investment trust that are real estate and securities investment funds. 
The management of capital and assets of real estate investment fund must be supervised by a custodian bank. Accordingly, the custodian bank has the responsibilities to examine the internal regulation to determine net asset value of a fund, supervise the investment activities and assets trading of real estate investment fund, manage the list of register of investors and must inform the State Securities Committee of any violations (Chapter 8 real estate investment fund of Decree No 58/2012/NĐ-CP dated 20/7/2012 details and guides the implementation of some Artilces of Law on Securities and the Law on amending and supplementing some Articles of the Law on Securities and Clause 1 Article 23 Decree No. 60/2015/ND-CP amending, supplementing some articles of Decree No.58/2012/ND-CP 2012 details and guides the implementation of some Artilces of Law on Securities and the Law on amending and supplementing some Articles of the Law on Securities)
Company service providers: company service providers are law firms, tax consulting firms, custom consulting firms.

The survey on enterprises in the field of trust and company services providers show that they have certain knowledge on AML regulations. However, they have not developed internal or audit procedures on the compliance of AML regulations yet. Despite that, mother companies of enterprises supplying trust services are subjects and monitored by AML laws and regulations.
SECTION II. TERRORIST FINANCING RISK

So far, Vietnam has not experienced any international terrorist attacks and has not found out any establishments, centipede-foot-shaped networks of international terrorist organizations. However, Vietnam has timely detected and prevented some terrorist schemes initiated by overseas Vietnamese terrorist exiles, typically an exilic terrorist group called “Viet Tan” (the Ministry of Public Security (MPS) put “Viet Tan” in the terrorist organization list on the its website as specified in the Law on anti-terrorism, Decree No. 122/2013/NĐ-CP).

In generall, terrorist financing risk of Vietnam is rated LOW based on the following factors: 

1. Analysis of terrorist financing threat
Terrorist financing threat is LOW because of the following factors:

1.1. There are no international terrorist attacks in Vietnam

Until now, there have not had any international terrorist attacks conducted by international terrorist individuals or organizations in Vietnam. Implementation of United Nations Security Councir Resolution 1267, MPS has updated a list of 2,300 international terrorists and terrorist organizations, 4,500 stolen passport embryos which could be used by terrorist. In the process of immigration controlling, MPS has not detected any terrorists, suspected terrorists or individuals using stolen passport embryos to entry into Vietnam.

1.2. There have been no trafficking of cash, gems, weapons, explosives regarding external terrorism in Vietnam

1.3. There have been no illegal trading, trafficking of weapons and explosives related to terrorism in Vietnam.

Through investigation, MPS identified that there were no cases on illegal trading, trafficking of weapons, explosives related to terrorism in localities; motives, purposes, behaviors of illegal trading, trafficking of perpetrators are for illegal fishing, mining… or conducting criminal activities; the sources of those weapons, explosives are remnants of war, stolen, illegal misappropriation from foreign countries (Laos, Cambodia, China).

1.4. There have been no fire, explosive related to terrorism in Vietnam.

Through investigation, MPS identified that fire and explosive cases in Vietnam were due to accidents, incidents causing unsafety, criminals conducting activities with the motives, purposes of robbery, personal revenge…; no cases were related to terrorism.

1.5. Persons convicted of terrorism offences in Vietnam are not related to international terrorism individuals or organizations

The results of investigations, prosecutions, convictions of cases with the offence of terrorism against the people’s government (Article 84 of the revised Penal Code in 2009) and the terrorism offence (Article 230a of the revised Penal Code in 2009) showed that motives, purposes of those crimes were subverting the people's government, causing panic in public; and those crimes are not members of terrorism organizations or have no relationship with international terrorists, terrorism organizations or received terrorist financing.

1.6. Financial transactions are not related to terrorism financing

Based on STRs on financing of terrorism which transferred by the State Bank of Vietnam, MPS and relevant agencies investigated, verified and concluded that customers on those STRs have not related to money laundering or terrorist financing.

2. National vulnerability to terrorsit financing
The overall vulnerability to terrorist financing is rated LOW because of the following factors:
2.1. The legal system of Vietnam appreciates preventing and countering the financing of terrorism.

Vietnam has complied strictly and sufficiently with international commitments on countering terrorism and the financing of terrorism as specified in international treaties in which Vietnam has signed or ratified. Besides, the legal system of Vietnam on anti-terrorism has been completed and met relevant international standards, which recognized by international organizations.
2.2. The apparatus of direction, command, and organization of preventing and countering the financing of terrorism is consistent from the central to localities.

The Vietnamese government established the National Steering Committee on anti-terrorism headed by the Prime Minister, MPS acted as a standing agency; and National Steering Committee on AML headed by Deputy Prime Minister, the State Bank of Vietnam is the standing agency.

Ministries and agencies set up Steering Committees on anti-terrorism at minitrial level; People’s committees in provinces and cities belonging to the central set up Steering Committees on anti-terrorism at provincial level, departments of public security at provincial level are standing agencies. Steering Committees at different levels, within their responsibilities and rights, are responsible for the implementation of laws and regulation on counter-terrorism financing. 

2.3. Task forces in charge of countering the financing of terrorism are founded.

MPS founded the Anti-terrorism Department; public security departments at 63 provinces and cities belonging to the central had anti-terrorism divisions. These are forces-in-charge of MPS which have responsibilities to receive information, to report to relevant steering committees on anti-terrorism; to coordinate with forces-in-charge of other ministries and agencies to implement measures on countering the financing of terrorism; in case of discovering terrorist financing which occurred, occurring or having grounds to believe that will occur, emergency measures will be applied by law.

The State Bank of Vietnam established the Anti-Money Laundering Department under the Banking Supervisory Agency as a force in charge of prevention and combating of money laundering in accordance with laws and international commitments on AML/CFT which Vietnam has signed or ratified.

2.4. International cooperation on prevention of and countering the financing of terrorism has been expanded ceaselessly.

MPS is a member of the International Criminal Police Organization (INTERPOL), the Police Association of Southeast Asian Nations (ASEANPOL); has cooperative relations with security, intelligence, police units of other countries on prevention and combating of offences in general and terrorism and terrorist financing offences in particular.

The State Bank of Vietnam signed 9 memorandum of understanding (MOUs) on exchange of information concerning money laundering, terrorist financing with foreign Financial Intelligence Units (FIUs), including Thailand, Laos, Campuchia, Indonesia, Malaysia, Korea, Japan, Bangladesh and Russia. Regarding the exchange of information based on signed MOUs, Vietnam’s FIU (the Anti-Money Laundering Department) sent 5 requests to foreign FIUs asking for information and received 37 requests from foreign FIUs.

MPS has also cooperated with related agencies to carry out training courses on the improvement of knowledge and skills in AML/CFT investigations.
Although terrorist financing risk is rated low, Vietnam will continue to cooperate with other countries and related international organizations to implement international commitments against terrorist financing.
SECTION III. ML AND TF RISK OF FINANCIAL INCLUSION PRODUCTS

According to statistics, the current proportion of Vietnamese people has bank accounts increased. As of the end of 2017, Vietnam has a total of more than 69 million individual accounts; the number of adults with bank accounts is about 59%.

Currently, in Vietnam, financial services for customers in rural, remote, low-income areas and people without accounts include mainly payment, money transfers, micro credit, micro savings and micro insurance products. Based on the assessment results, the ML/TF risks of financial inclusion  products are low, specifically as follows:
	Products
	ML risk
	TF risk

	Payment and money transfer products
	E-wallet service
	Medium
	Low

	
	Payment/remittance through agents
	Low
	Low

	
	Anonymous prepaid card
	Medium
	Low

	
	Payment account
	Low
	Low

	Micro credit product
	Low
	Low

	Micro savings product
	Low
	Low

	Micro insurance product
	Low
	Low


1. Payment and money transfer products

1.1. E-wallet service

The ML risk for e-wallet products in Vietnam is assessed as MEDIUM, and TF risk is assessed as LOW.

The SBV promulgated regulations strictly control the issuance of e-wallets including the provision of providing personal information when opening e-wallets, the e-wallet depositing or withdrawing of customers must be carried out through their banking payment account. The e-wallets service providers are responsible to require their customers to have banking payment accounts at commercial banks before using such services, stipulating the limit for withdrawing and withdrawing money into / from e-wallet depending on the limit transactions of the bank and are monitored and reported in accordance with the AML regulations.

Besides the specific regulations mentioned above, e-wallet issuers also have to comply with the SBV’s general regulations on intermediary payment services, AML and other relevant regulations; implementing requirements on safety and IT system security in banking activities; safety and security on e-banking services in accordance with the SBV regulations.

A number of weaknesses were detected at e-wallet issuers through actual inspection including: (i) Some limitations in verifying the authenticity of information; (ii) the regulation of linking payment accounts opened at banks have not been strictly implemented.

Since its deployment in 2015, the SBV has not recorded or received any official feedback regarding fraud or suspicious transactions related to ML/TF for e-wallet services at Vietnam market.

1.2. Payment/remittance through agents

The ML/TF risk for Payment/remittance through agents is assessed as low.

Currently, the model of payment or remittance through agents is in the pilot phase (03 models) with a close monitoring and supervision of SBV aiming at ensuring service’s quality and establishing the trust on the service of customers. Customer identification when opening payment account and verification when providing services are clear and transparent because agents implement those procedures by asking customers to present their identity cards and sending authentication codes to customers’ registered phone numbers. However, the limitations of these models are pilot model implementation without a specific legal framework

During the pilot process, the SBV has not received any feedback on the fraud or ML and TF suspicious transactions regarding this product. 

1.3. Anonymous prepaid card

The ML risk for anonymous prepaid card products in Vietnam is assessed as medium, and the TF risk is assessed as low.

The SBV promulgated regulations on banking card activities. In addition to the general provisions being applied for all card products, there are specific regulations regarding ML/TF risk management for anonymous prepaid card such as: each anonymous prepaid card balance not exceed VND 05 (five) million at all times; anonymous prepaid cards only used to pay for goods and services and not allowed to withdraw cash. 
The SBV has strict regulations on card issuers, transaction limits as well as the verification of organizations applying for prepaid cards. In Vietnam, it is only banks that have been allowed to issue anonymous prepaid cards; non-bank organizations are not allowed to issue these cards.

Some challenges for anonymous prepaid cards include: (i) There is no limit on the number of times to top up or the total limit of recharge in a certain time period; (ii) the agreement on the large number of cards issued can be exploited for illegal activities; (iii) some foreign banks also expressed the view of not providing anonymous products and services, and classify banks that provide anonymous products and services to high risk groups.
1.4. Payment account

The ML/TF risk for payment accounts in Vietnam is assessed as low.

Since 2006, Vietnam has implemented a number of measures to increase the number of payment accounts, including the salary payment through banking accounts for public-field staffs. So far, Vietnam has had a total of about 69 million individual accounts; the number of adults has accounts at banks accounting for about 59%. The SBV plans to develop non-cash payment to achieve a goal that the proportion of people aged 15 and above having banking accounts are at least 70% by the end of 2020.

The SBV has issued strict regulations on customer information verification including beneficial owner information when opening payment accounts and has tools of monitoring and supervising suspicious transactions regarding payment account activities.
2. Micro credit products

The ML/TF risks for this product are assessed as low.
Currently, the SBV has issued strict regulations on loan conditions and procedures. The value loans are low, and customers are usually households, poor families and micro businesses. In addition, during the process of maintaining customer relationships, banks and credit service providers have to fully comply with AML regulations such as identifying and updating customer information and reporting suspicious transactions, etc. No suspicious transaction reports, no reports on fraud or crimes related to ML/TF regarding such credit programs have been recorded and reported when deploying the programs above.
3. Micro-savings products

The ML/TF risks for this product are assessed as low.

Currently, the SBV has strict regulations and requirements for individuals when making transactions related to savings deposits such as: regulations on age, civil act capacity, procedures that need to be taken when individuals deposit savings. At the same time, banks and savings services providers are required to comply with the AML regulations on identification, updating customer information, reporting suspicious transactions, etc. when providing this product. Up to now, no suspicious transaction reports and reports on fraud or crimes related to ML/TF when providing savings and capital mobilization services have been recorded and reported. 
4. Micro insurance products

Vietnam has no legal term of micro insurance and insurance for low-income clients in insurance law/legislation as insurance products are classified by criteria of insurance activities (such as: life and non-life insurance), not by the market segments. 
The ML/TF risks of micro-insurance products is rated currently low. The micro-insurance products with small value are designed for the poor and low-income. Customers usually do not have many options on transaction value. Micro-insurance transactions are irregular and conducted periodically according to the regulations of the providers. It is difficult for micro insurance customers to make frauds or deny providing information to insurance merchants as the insurance contracts in general cover tight regulations on information insurance buyers, insurance beneficiaries etc. Besides, customer information is also the basis for future insurance payments, if not accurate, customers can not make withdrawal transactions. Since appeared, there has not been any risk, fraud or misuse of this product to ML/TF./.
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� 09 FSRBs include: Asia/Pacific Group on Money Laundering (APG); Caribbean Financial Action Task Force (CFATF); Eurasian Group (EAG); Eastern & Southern Africa Anti-Money Laundering Group (ESAAMLG); Central Africa Anti-Money Laundering Group (GABAC); Latin America Anti-Money Laundering Group (GAFILAT); West Africa Money Laundering Group (GIABA); Middle East and North Africa Financial Action Task Force (MENAFATF); Council of Europe Anti-Money Laundering Group (MONEYVAL).


� APG is the international autonomous and cooperation organization established in Bangkok, Thailand in 1993 by its original 13 founding member jurisdictions include: Australia, Bangladesh, China, Hongkong, Taiwan, Japan, New Zealand, Philipin, Singapore, Sri Lanka, Thailand, United State, Vanatu.





� The Financial Action Task Force (FATF) is an inter-governmental body established in 1989 by the Ministers of its Member jurisdictions. The mandate of the FATF is to set standards and to promote effective implementation of legal, regulatory and operational measures for AML/CFT and the financing of proliferation, and other related threats to the integrity of the international financial system. In collaboration with other international stakeholders, the FATF also works to identify national-level vulnerabilities with the aim of protecting the international financial system from misuse. In February 2012, FATF had revised its  40+9  Recommendations to become 40 new Recommendations


�Predicate offence of ML are criminal actitivities that create proceeds once being laundered will resulted in money laundering offence such as the offence of appropriating property through swindling, drug trafficking, corruptions…


� Recently, Hanoi People's Court has also sentenced 06 subjects who are the Chinese for "Illegal business", accordingly, from June 2014 until being detected (February 2, 2015), the criminal group used the nominal name of Minh Ngoc Trading Development Investment Company Limited to carry out thousands of money transfer orders via the Internet with a total amount of Yuan 240 million, equal to more than VND 807.4 billion. In particular, the number of successful transfer transactions is about Yuan 168 million, corresponding to over VND 565 billion.
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