NGAN HANG NHA NUOCVIET NAM
CUC CONG NGHE THONG TIN

TAI LIEU
PAO TAO NHAN THUC AN TOAN THONG TIN

An toan théng tin ¢é y nghia hét sirc quan trong doi Véi nguwoi sir dung cdng nghé théng tin noi
chung va can bg, céng chuc, vién chize noi riéng. Cac nguy co mat an toan théng tin khéng chs
anh huong den cdc ca nhdan ma con tac dong magnh mé den sy phét trien va on dinh cua xa hgi.

Do dé, cdc can bé, cong chire, vién chirc can tie trang bi nhing kién thize co ban nham tie bdo vé
minh trudc cdc nguy co mat an toan thong tin von ngay cang phuc tap nhu hién nay.

Tai liéu nay mong muaéh cung cap cac thong tin va kjf ndng co ban nhdt vé mét sé nguy co mat an
toan théng tin phé bién trong viéc si dung thiét bj va dich vu cong nghé thong tin.
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CAC BUOC

THIET LAP MAY TINH MOI1 AN TOAN

e C4c nguy co' matan toan thdng tin co thé
lap tirc anh hwéng dén chdng ta ngay sau khi
str dung may tinh vira mua hoéc vira cai dat lai.

e Do d6 can c6 mot sé lwu y dé thiét lap

may tinh méi an toan chéng lai cac nguy co ~
-

bi tAn cong nhwsau:

Budc 1: Tao cac mat khau manh

Ngay trong cac budc dau tién cua viéc thiét 1ap cau hinh may tinh. Cac tai khoan
ctia ngudi sir dung can duoc tao ra voi mat khau c6 do phac tap nhat dinh.

Céach xay dwng mét mdt khau manh:

- Tao mot mat khau dai: Nén tao mot mat khau véi do dai tir 10 (muoi) ky tu
tro 1én.

- Tao mat khau phirc tap: Nén st dung cac ky tu hoa, ky tu thuong, ky tu chit
56, ky tu dac biet (SH%#%).

- Khéng tao mat khau chira nhitng yéu té ca nhan: Khong nén chira nhiing yéu
tb lién quan dén ca nhan nhu ho tén, sb dién thoai, tén con, ngay sinh hay nhitng thir
tuong tu.

1 123456
Cac mat khau dé nhé nhu 123456, ;e
“abcdef”.... tuyét doi khong duoc sir dung vi day { quey
la cac mat khau yéu rat de doan. T
masswowos or 2014 | (TOEOT,

Mat khau can phai dé nhé va kho doan.

#

Mat khau can phai duoc gitr bi mat, thay d6i mat khau thuong xuyén va tranh
ding chung mat khau cho nhiéu hon mot tai khoan.

Mat khau manh s& gitip bao vé may tinh trong sudt qua trinh six dung Vé sau.

Bud6c 2: Thao gé cac chwong trinh khong can thiét.

Cac may tinh méi thuong duoc nha san xuat cai dat sin cac chuong trinh quang
cao, gidi thiéu hoac ban dung thur caa cac phan mem. Cac phan mém nay cé thé chaa
san cac nguy co mat an toan thong tin.



Do d6, nguoi dung can thao bo cac chuong trinh khdng can thiét trén may tinh
ctia minh ngay trong qua trinh thiét 1ap ban dau.

Contrel Parel Home

Uninstall or change a program

View instafled updates

% Tum Window: festures on or
oft

To uninatall & program, select # from the list and then click Unsntall Change, or Repes

Organce v Uninstall

Name
[ @ OffersBar Toolbar

() Taplika

4 Fraveen 14

(@) Cinema-Plus-1 2

« Coupon Server

—

|

B OffersBar Product versiom 1.50.399
Q Help Imkc mtpy/ feww. offessbar.comy/contact

(Str dung chiic nang Programs and Features dé liét ké cac phan mém di dwoc cai sin)

Budc 3: Kich hoat chire nang twong lra bao vé cd nhan trén may tinh.

Céac hé diéu hanh hién nay hau hét déu tich hop cac tuong hra nham bao vé
ngudi str dung khoi cac tan cong co ban. Hay kich hoat phan mém tuong lira trudc
khi két néi dén bat ky mang méy tinh nao (Internet/Wifi/LAN...).

Trén hé diéu hanh Windows, c6 thé kich hoat tuong lira bang céach truy cap
chuc nang Firewall trong Control Panel:

Help protect your computer with Windows Firewall

< an heip o ce trom 3. sccess to
through Windows Fuewedl yOwr € CrMEUter Thiough the ternet Or 3 network

B Change notf . ation settags 140w does 8 Neewall helpp Protect vy < ormgrutes

% Tom Windows Feceall on or What sce metwert Locstsone?
off

Home or work (private) networks Connected '

hoene or work where you kncw and trust the peopie and devices on the v

On

BSoch afl CONMechons 1o Programs that are
ot on the kst of allowed peograms

Actree home o work (Drvate] networks. R tetworn

Not#y rme when Windows Femeall blocks &

. & Public networks Connected =~

Actson Certer Networks in pubihc places such a5 awports or coffes shops

MNetwcet and Sharmng Center

Wendows fremall state On wilci

Tiép tuc lua chon “Turn Windows Firewall on or off” dé thuc hién viéc kich
hoat.



Customize settings for each type of network

You can moddy the fuwmall settings for sach type of network locstson thet you uwse

What are ret —

OMIE OF ok [Prrw ste) meteork 10< atuon Lettings

0 ® Turm on Windows Fremall

7 Boch sl mcormng connectians, includang those in the hit of showed progesny
7 Notty me whan Window: | wewall biocks » new program

Tt oA Wendirms Firew ol (net red ommaended)

7 Block o mcoming connechons inciuding those in the it of sfiowed progrenm
7 Notdy e when Windows Furmall blocbs o new program

0 Turn off Windows fwewal (not recommended)

o | Coneet (it

Tiép tuc chon cac lya chon “Turn on...” va tuy chon bén dudi dé kich hoat.
Buéc 4: Nang cap cac phan mém va hé diéu hanh Windows

Hé diéu hanh ctia may tinh Itc vira cai dat c6 thé 1a phién ban cii chua duoc va
cé4c 16i bao mat. Do do, ngudi st dung can thiét 1ap ché do ty dong nang cap va thuc
hién nang cap cho hé diéu hanh va cac phan mém khéc.

[E=REOR %~
C)u | &7 « All Control Panel R... » Windows Update v |4y e trod Fane P
o

Control Panel Home
Windows Update

Check for updates
Change settings

re available for your com r
View update history » & Updates are available for your compute
Restore hudden updates } 1 mportant update is No updates are currently
avadabl :
Updates: frequently asked p— Sachud
questions
Most recent check for updates: Today at 11:59 AM
Updates were installed Today at 12:00 PM, View update history
You recerve updates: For Windows and cother products from
Microsoft Update

Installed Updates

Trong phan Windows update ciia Control Panel, sir dung tuy chon “change
settings” dé thiép lap viéc tu dong cap nhat.

Trong cé4c tuy chon vé nang cap, ngudi str dung cd thé tuy chon theo nhu cau cua
minh. Tuy nhién, c6 thé tuy chon viéc tu quyét dinh thuc hién nang cap theo yéu cau
ctia nguoi sir dung dé dam bao khdng bi gian doan cong viéc do qua trinh nang cap.



Important updates

a‘ |Instali updates automatically (recommended) -

Install updates automatically (recommended)
Downlcad updates but let me choose whether to install them |

Recome) Never check for updates (not recommended) 7 l

Sau d6, may tinh s& thong béo dén nguoi str dung khi c6 ban cap nhat méi. Nguoi
str dung sé& click vao théng bao dé thyc hién viéc cap nhat.

) New updates are available ™ *
Click to install them using Windows Update.

Buéc 5: Cai dit phan meém diét virus

Phan mém diét virus Ia 16p I4 chin quan trong bao vé ngudi sir dung khoi cac ma
doc va virus. Do d6, can co chuong trinh diét virus dé bao vé ngudi diing ngay trong
c4c hoat dong dau tién cia ngudi str dung trén may tinh.

Trén thi trudng c6 nhiéu hdng cung cap giai phap diét virus, nguoi st dung co
thé Iya chon chon giai phap mién phi hoic céc giai phap thuong mai.

e Zmee pctools Meafes

KAYPIRYICY £ M -
G DATA
WMAvG O manNeA Ananiab

N rton Securi
cu/os'g‘( FSECUTE ¥ Essent%lls

@webroot [N (NCEER  whitdefender

(Mot s6 hang phan mém diét virus nudc ngoai)
Ngoai ra, ngudi ding c6 thé can nhic sir dung cac phan mém diét virus caaViét
Nam san xuat nhu BKAV hay CMC. Cac phan mém nay déu cd cac phién ban mién
phi vai chiic nang han ché cho ngudi st dung.
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KY NANG PHONG CHONG MA PQC

M3 doc 1a cac phan mém duoc thiét ké nham thuc
hién cac hoat dong gay hai cho nguoi sir dung cong
nghé théng tin. M& doc cd thé ton tai trén may tinh,
dién thoai thdng minh hay cac thiét bi cong nghé thong
tin khac. Ma doc lay lan qua mang Internet, qua thu dién
tir, tr cac trang web doc hai hoac cac phuong tién khac lay
nhiém vao may tinh khong duoc bao vé.
1. Nguy co khi may tinh bi 1ay nhiém ma doc

Céc dir liéu quan trong cta nguoi St dung nhu
tép tin van ban mat, tép tin nhat ky, hinh anh riéng
tu... cO thé bi ma doc lay di va bi mat gui ra ngoai
may tinh. Biéu nay dic biét quan trong ddi véi cac
td chirc, co quan nha nudc khi cac tai lieu duoc xu
ly bang may tinh thudng chia dit liéu nhay cam.

Sau khi lay nhiém vao may tinh, ma doc sé
theo ddi hoat dong cua nguoi sir dung trén may tinh
nay. Cac hoat dong cua nguoi sir dung nhu soan
van ban, soan thu dién tir, sa dung mang xa hoi déu
c6 thé bi theo ddi boi ma doc. Mot s ma doc con ch
thé nghe 1én &m thanh xung quanh thiét bi da bi lay
nhiém.

Sau khi da lay nhiém va chiém quyén diéu khién
thiét bi, ma doc co thé loi dung thiét bi nay dé tan
cong vao doi tugng thir 3. Viéc nay gilp ma doc che
dau ngudn goc thdng tin ciing nhu gay kho khin cho
qué trinh diéu tra. Mot s6 cudc tan cong lién qudc gia
gay ra bai ma doc co thé 1am anh huong dén quan
hé ngoai giao ciing nhu uy tin cua cac quéic gia.




Cac loai md déc nhu mid doc toéng tién
(ransomware) thudng thuc hién ma hod tat ca dit ligu
cua nguoi st dung va doi hoi phai chi tra chi phi
dé lay lai dix liéu. Trén thé gisi va tai Viét Nam da
ghi nhan nhiéu truong hop phai chi tra sé chi phi
I6n dé 14y lai cac dit liéu quan trong phuc vu ¢6ng (Vi du v& man hinh caa may tinh
viéc va doi séng hé_ng ngay d3 bi nhiém ma doc tong tién)

2. Cac con duwong lay nhiém ma doc

- Thong qua thu dién tir dugc dinh kém file chira ma doc, chira cac duong link dén
cac trang web doc hai. Ma doc cd thé 1ay nhiém vao may tinh ngudi sir dung thong
qua cac tép tin dinh kem thu dién tir. Cac tép tin nay thuong duoc dinh kém céc
thu dién tir cua nguoi la gui dén nan nhan hoic thu dién tir gia mao mot co quan to
chuec.
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(Vi du mot thu dién tur gia mao dinh kém ma doc)

- Thong qua cac trang Web bi chén cac noi dung chira ma doc: Chi can truy
Cap Va0 mot trang web doc hai 1a ngudi dung da c6 thé bi lay nhidém ma doc vao
may tinh ctia minh. Cé4c trang web nay thuong du dd nguoi sir dung truy cap théng
qua céc lién két gai qua mang x4 hoi, thu dién tir hay tin nhan.



cho moi nguidl, a e

http: ffwvew . meima. se /K 90017 .99 | :
ﬁ Sur Tir N
virus, dont touch
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(Vi du vé cac lién két doc hai giri qua Facebook)

Thong Béao Su Kién

° ***HE THONG FACEBOOK MESSENGER Thdng Béo:
Xin Chic Mirng Tai Khoan Messenger Cua Ban Ba May
Mén
Tring Dugc Giai Nhdt Tu Trinh Tri An Khach
Hang Thang 3
Quy | Nam 2015. Tri An Khach Hang Sir Dung Mang X& Hoi
FaceBook.
Giai Thudng Ma Ban Nhan Bugc Trong Luot Quay S6
Ngau Nhién Tir Hé Théng La:
1 Chiéc Xe May SH 125i & Phiéu Qua Tang Tri Gia
100.000.000 VND Tién Mat.

Quy Khach Vui Long Truy Cap Ngay Website: >>>>
(Vi du Vé tin nhan hra d4o gia mao nham lira nguoi sir dung truy cap vao trang web doc hai)
- Théng qua c4c phan mém bé khda: Céc phan mém doc hai c6 thé ton tai
trong cac phan meém bé khoa, phan mém mién phi hay cé tra phi nhung khong
duogc tai tu chinh trang web cta nha phat trién. Cac phan mém nay thuong duoc

dinh kém virus, ma doc va s& duoc kich hoat khi nguoi ding chay cac phan mém
nay.



- Théng qua céc thiét bi luu trir ngoai USB/ 6 cung di dong da ting két ndi
véi cac may tinh chira ma doc

3. C4c bién phap phong chong ma déc

Chuing ta c6 thé phong chéng ma doc bang mét sé bién phap don gian nhur:

Swr dung thwr dién ti than trong

Khong nén ma cac tép tin dinh kém thu dién tir khdng rd ngudn géc (tir mot
ngudi la hodc mot ngudi cé dia chi thu dién t giéng véi nhitg ngudi ma minh quen
biét). Néu can phai mo, truéc hét hay luu tép tin dinh kém vao mot thu muc trén may

tinh, va ma ung dung thich hop (MS Word, Adobe Acrobat...), nhu vay kha nang bi
lay nhiém s& giam xudng.

Can than khi truy cap céc trang web trén mang Internet

Khong truy cap cac trang web khong rd nguon goc, khdng mé cac duong dan
duoc gui qua mang x& hoi hoic qua email tir ngudi la hoic khi c6 dau hiéu nghi ngo.

Hau hét cac trinh duyét Internet s& canh bao céc trang web doc hai. Tuy nhién,
ngudi st dung van phai canh giac cho di trinh duyét Internet khdng canh béao.

L Aaks
Y ) Mutears Oetected: Nt

2 CH Q Cow A

your computer!

The wetele ol matware testing google Jest aopeans 10 hos! maware -
SOMmAre NG Can MUt pOur COMPUEY O CENOfm a0 C0Rr ate WGt yOour
coraert Just vading A sie That hosts malware Can rfect your
computer

For ontald wfomalion atout the probeams with Ths w8 bl Mo

Q Warning: Visiting this site may harm

Gongre St Browang Qagnualic Sage v malaarm eitng googse 161!
Aeam more A o 12 Srctec yowesed! fom harmid MOeare srice.

| rderitand That viaterg (Pw) st may ham my Computer

Rach W satery |

(Vi du vé trinh duyét Internet canh bao khi truy cap trang web doc hai)
Khong sir dung phan mém bé khod, khong ban quyén

Khong nén tai, sir dung hay cai dit cac phan mém bé khoa hoic cac phan mém
duoc chia sé trén céc dien dan, mang xa hoi ma ngudi dung khong rd nguon goc.



Cach tét nhat dé phong chong ma doc 1a tai phan mém tai ngay chinh trang web
cuia nha san xuat dé tranh trudng hop tai phai phién ban “gia mao” kém san ma doc.

Sir dung phan mém diét virus

Md&i may tinh hay dién thoai can duoc cai dit cac chuong trinh diét ma
doc. Cac chuong trinh nay s€ tu dong do quét cac tép tin hay thu dién tir va canh bao
ngudi sir dung khi phat hién ma doc.

s

U McAfee

TR Microsoft”
ROtve Security Essentials
2010

R, ‘.
Jefovast . NOD32
AVIRA

Trén thi truong hién nay, ¢ nhiéu chuong trinh diét virus mién phi va co tra
phi. Cac chuong trinh mién phi c6 it chtrc ning hon nhung ciing c6 thé gitup nguoi
dung co ban chong lai cac ma doc thdng dung.

Mot s6 Iuu y khi sir dung chuong trinh diét virus:

- Khéng chay cung lic hai chuong tinh diét virus, hdy go bo chuong trinh cii
trude khi cai dat chuong trinh mai.

- bam bao chuong trinh diét virus dugc cap nhat thuong xuyén.
- Bat tinh ning “ludn chay” néu c6 cua chuong trinh diét virus.
- Thuong xuyén quét, kiém tra c4c tép tin trén may tinh.

- Luén ludn thuc hién quét ma doc trén USB  hoic 6 dia ngoai trude khi truy
cap vao céc thiét bi nay

10



HUONG DAN NHAN BIET, PHONG CHONG

THU RAC, THU GIA MAO, TIN NHAN RAC

Ghi nhe thw 1:

“Khong nén tin tuong tén hién thi trong thu dién tir”

Mot chién thuat lira dao yéu thich caa céc tin tic 1a gia mao tén hién thi caa mot
email d danh lira nguoi nhan duoc.

Holl_o E i

Mark Zuckerberg mark@faceboook com
tome -

Céc tén hien thj hay duoc gia
mao nhu tén cua cac cong ty, to

This is
Mark Zuckerberg mark@faceboook com

mark@faceboook com

chirc, hang 16n; ngudi quen caa @ e Am——
ban; ngudi ndi tiéng. .. e o oS, 20120104 4
t Hello

Important maunly because of the people in the conversation

Ghi nhé thir 2:
“Can nhac k¥ ludng khi bam vao lién két (link) trong email”

Can trong khi bim vao bét cir lién két (link) duoc gui trong noi dung email. Lién két
(link) d6 c6 thé dan ban ti mot website lira dao gia mao, quang cao hay mot website doc hai
ma tin tac dung 1én d¢ tan cong.

Jorry v Shared a fle with you an

‘ E-. B 1100 AM 4 mrntes a0 -

11



Ghi nhé thir 3:
“Bo qua cac email yu ciu cung cap thong tin ca nhan cua ban”

Mot t6 chire, cong ty, ngan hang. .. s& khong bao gio yu cau ngudi sir dung cung cap
théng tin c& nhan. Do vay ban hoan toan cd thé bo qua chiing khi nhan dwoc cac email véi
no1 dung do.

Va tham chi han ché tdi da, can nhac can than khi cung cap thdng tin ca nhan cho bat
ky t6 chic nao.

Ghi nhé thir 4:

“Can trong véi cac email c6 tiéu d& Hap dan - Nhay cam - Khan cap”

Panh vao tam Iy ctia ngudi duing, c4c tin tic thuong Xuyén sir dung cac tiéu dé o tinh
Hap dan — Nhay cam - Khan cap trong email dé lira nguoi ding. Chuing ta bi tiéu dé do lam
chu quan, mét canh giac, hay tham chi 1 hoang hdt va cam thiy can phai xi ly gap. Vi du
nhu: “Cap nhat bang luvong cong ty Quy 2/2019” ; “Canh bao: Tai khoan cia ban bi dinh
chi”...

Targeted Attack in Vietnam

Tege, Thee & FUOINI. Nguyen Th | andbasmg =Pl S0 Taye £3 o
— R R Sp——— 2o
— O 88 Dt sach teng heong Cus faam 2017
—— ————— -

oo € Cot <CumEI ~ P S e S A A B e - o ——— -
- D T A . —
. e T
S Wy vem S Sy
" — e Tl . o iy s A > S Theg T Teuen Thumg TP MEM v & agi o wig & wo

- ———— iy — o — - Gy —— i — e ——



Ghi nhé thi 5:
“Can than, can nhic khi tai vé cac File dinh kém trong email”

Tan cong bang viéc sir dung cai ma doc, virus trong cac file dinh kém trong email 1a
phuong thirc tan cong pho bién va nguy hiém nhat hién nay.

Khdng nén tai va mé chay file ngay khi nhan duoc cac email ¢6 file dinh kém.

Cha y t6i dinh dang file va tao théi quen quét virus Vi cac file dinh kém trude khi mé
chung.

Ghi nh¢ thir 6:
“Nhan dién cac email spam — email quang cao”

Ban can canh giac khi nhan céc email spam,
email quang céo tu Internet. Trong cac email
nay thuong di kém voi nhiéu rai ro mat an  toan
théng tin ma ching ta khéng mong muon nhu:
Itra a0, ma doc, gay anh huong téi cong viéc khi
nhan qua nhiéu. ..

Ghi nho tha 7:

“Can trong voi c4c tin nhan rac”

13



Ciing twong tu nhu email spam thi cac tin nhin rac (sms spam) ciing gdy cho ngudi
duing rat nhiéu phién toéi. Bén canh do ngay nay cac tin nhan rac thuong xuyén duoc st dung
nhu mot phuong thirc dé hra dao nguoi dung nhur:

Ban trdng thuong mot xe SH ...

Nhan tin, goi ta1 1800X XXX, 1900X XXX, 6 XXX, 7XXX, 8XXX, 9XXX ...
Ghi nhé thir 8:

“Can 1am gi khi thuong xuy@n b tin nhan rac?”

Khi nhan duoc tin nhan réc. Vui 1ong giri lai chiing t6i dau sé mién phi 456 cua Bo
Thong tin va Truyén thong dé duoc xt Iy.

| Tin nhan
rac,

tin nhan Chuyén tiép

Itia dao

Cam on ban da gwi théng bao tin nhan rac

SMS spam blocker

14



ANTOANTHONG TIN

KHI SU DUNG MANG KHONG DAY CONG CONG

Trong nhimg nam gan day, mang khéng day ngay cang tré nén pho bién, gia
thanh thap va dé sir dung. Ngudi ding co thé lap dat dé truy cap mang khdng day tai
nha hoic str dung may tinh xach tay, thiét bi di dong thong minh dé truy cap tai nhiing
noi cOng cong nhu quan café, sén bay, khach san...

Viéc str dung mang khéng day sé rat tién loi va
don gian nhung no ciling tiém an rat nhiéu nguy ‘
co mat an toan thong tin = T ey

Néu mang khong day khong duoc bao vé diing muc thi bat cir mot may tinh nao
c6 hd tro truy cap khdng day nam trong ving phi song cua thiét bj phat séng déu c6
thé két néi dé truy cap Internet. O ngoai troi, pham vi nay c6 thé dat toi hon 300m.
Vi vay, bt ctr ai & xung quanh ciing c6 thé dé dang truy cap vao thiét bi phat song
nay.

1. Cac nguy co mat an toan thong tin khi truy cap mang khong day cong
cong

- Bi loi dung: mot sé ngudi ¢6 thé loi dung hé thdng dé thuc thi nhitng hanh
dong bat hop phap.

- Bi theo ddi: c4c hoat dong trén internet c6 thé bi theo ddi, nhirng thdng tin
nhay cam (mat khau, sb thé tin dung cd thé bi danh cap).

- Bi tin cdng: cac tép tin trén may tinh c6 thé bi truy cap trai phép, may tinh c6
thé bi cai dat spyware va cac chuong trinh doc hai khac.

2. Nhirng viéc can lam khi truy cap Internet bang mang khéng day cong
cong

a) Xac minh mgng khéng day

Hay luén la nguoi dung thong minh bang céach kiém ching tén két ndi trude
khi truy cap. Ké xau c6 thé dat tén cho mang khong day gia caa ho gan giéng, hay
giong hoan toan nhu tén mang ma ban thuong st dung. Néu khong can than, ngudi
dung s€ huang luong truy cap caa minh téi nham huéng; khi do, nhitng gi nguoi dung
gui di cling nhu nhan lai sé bi ghi nhan lai.
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Bén canh d¢, ciing ¢4 nhitng mang khong day khong dit mat khau truy cap, chi
can chon mang khong day 1a két ndi vao. Khi dé, viéc tan cong sé tré nén don gian
va dé dang hon rét nhiéu.

b) Can than véi tinh néng tw dgng két néi mang khdng day.

Mot trong nhitng mit tt va ciing 1a nguy co tiém an bién nguoi sir dung tro
thanh miéng moi ngon cho ké xau chinh 14 co ché ghi nho két ndi mang khong day
cua dién thoai, may tinh. Mac dinh, khi dung thiét bi két ni vao mot mang khéng day
nao trude do, thi dién thoai hay laptop s& tu dong két ndi cho nhirng lan sau. That vay,
sau nay, mdi khi thiét bi ¢6 & trong pham vi cia mang khong day do6 thi n6 sé do va
két ndi vao mot cach tu dong. Loi dung co ché nay, ké xau co thé doan biét théi quen
nay cua nguoi ding dé lay cap dir liéu ma nguoi ding khdng ngo dén.

c) Han ché viéc ding nhap

Pay c0 I8 12 yéu cau kho thyc hién nhat, khi ma thoi dai bung né thdng tin. Bé
an toan, hay tap thoi quen han ché truy cap vao cac tai khoan ca nhan khi dang
dung mang khéng day cong cong. Tuc Ia, chi nén sir dung mang khéng day céng cong
dé doc béo, ludt web.

d) Truy cdp cac trang web an toan

Khi stir dung Internet cong cong, nguoi sir dung chi nén truy cap vao cac trang
web c6 ma hoa bang chitng chi SSL dé han ché bi theo ddi hoizc danh cap thdng tin
trén duong truyén. Ngoai ra ngudi ding ciing can luu ¥ cac canh bao bat thuong tur
trinh duyét.

Pé kiém tra chiang chi SSL cua trang web, ngudi ding c6 thé thuc hién cac
budc sau:

- Buéc 1: Chon biéu tugng 6 khoa bén trai duong dan trang web

@ Trang chi = L

& C @ The State Bank of Viet Nam [VN] ittps://sbv.gov.vn

NHA NUGC VIET NAM

Gigi thiéu NHNN

Tin tdc - sw kién
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- Bwoc 2: Chon Chirng chi

Trang cha
g9

& & @ The State Bank of Viet Nam [VN] https://sbv.gov.vn/w

X
Thong tii cha pan (vi du: mat khdu hodc s6 thé tin
dung) s& dugc bao mat khi dugc gl tdi trang web
nay. Tim hiéu them
Chimg chi
Cookie (£
Cai dat trang web

Thanh tra giam sat

- Buéc 3: Kiém tra cac thong tin trén Chikng chi

n  Certificate

General Details  Certification Path

E ﬁ Certificate Information

This certificate is intended for the following purpose(s)

» Ensures the identity of a remote computer
* Proves your identity to a remote computer
1,36 1.4.1.4145. 1.1

«2,23,140.1.1

*Refer to the certification autharity's statement for details.

e

Issued to: www.sb@

Issued by: GlobalSign Extended Validation CA - SHAZ56 - G3

@ 2018-10-15 to m@

Issuer Statement
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HUONG DAN SU DUNG MANG XA HOI AN TOAN

AUEEORER

Mang x& hoi 1a mot dang x4 hoi 40, muc dich két ndi cac thanh vién cting méi truong,
cong Vviéc, so thich trén mang véi nhau. Cho phép nguoi dung chia sé va giao Iuu thong tin
mot cach hiéu qua.

Mang x& hoi co nhiing tinh nang nhu chat, e-mail, phim
anh, chia sé file, blog va x& luan. Nhiing dich vu ndy c6 nhiéu
phuong cach dé cac thanh vién tim kiém ban be, déi tac: dya theo
nhém (vi du nhu tén truong hoidc tén thanh phd), dua trén thong ‘ | N
tin ca nhan (nhu dia chi e-mail hoac tén tai khoan), hoac dua trén a o
s¢ thich ca nhan (nhu thé thao, phim anh, sach béo, hoic canhac),
linh vyrc quan tam: kinh doanh, mua béan...

Hién nay thé giéi c6 hang trim mang X& hoi khac nhau, nhu MySpace va Facebook
ndi tiéng nhat trong thi truong Bac My va Tay Au; Orkut va Hi5 tai Nam MY; Friendster tai
Chau A va cac d4o quocThai Binh Duong,

NN

L‘"/ /(' H s ---\y/ g

Zing

(\< - ,,1\ /’1\ ,,,'{'\» _,:'r\'-
o¢e Tamtay
L L L

Tai Viét Nam xuat hién rat nhiéu cac mang x& hoi nhu:
Zing Mg, YuMe, Tamtay...

Mang xa hoi c6 an toan khéng?

Nhu xd hoi thyc €, khdng mot mang x& hoi trén _ ‘
Internet, thé gi6i o hay trd choi truc tuyén nao dam bao dugc = “’"“‘c AUTION _
100% an toan cho nguoi Str dung. A

b mﬁﬂ,

Trong khi mang x4 hoi duoc xem 1a phuong tién giao tiép tot véi moi nguoi thi no ciing
tré thanh muc dich cho t6i pham mang. Cac héng bao mat 16n da quan st dugc lan song de
doa tryc tuyén ngay cang tang loi dung mang xa hoi dé danh cap théng tin str dung cho muc
dich kiém tién. Nhiing de doa ndy ngay cang phac tap hon, kho phat hién hon va thuong
nham vao 16i sdng “két ban tryc tuyén” ctia moi nguoi.
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Cac rui ro khi sir dung mang xa hoi

Mang x& hoi hoat dong trén nguyén tac két ndi va chia sé
thong tin. Do do, cic mang x4 hoi s& bat bude ngudi sir dung
phai cung cap mot s6 nhat dinh cac thdng tin ca nhan. Cang
nhiéu thong tin ma ngudi strdung cung cap 18n mang xa hoi,
cang lam ting nguy co bi ké Xau loi dung:

- Lam anh huong téi hinh anh, uy tin caa ban than.

- Str dung céc théng tin dura 1én mang Xa hoi nhur: vi tri dia ly, so thich ca nhan, danh
sach ban be, ké xau co thé khai thac thém cac théng tin ca nhan khac hoic cac dir liéu tai
chinh, ngan hang cua nguoi dung.

- Ludn ludn phai dbi mat véi nguy co bi tan cong, bi cai phan mém gian diép 1am 16
céc thong tin mat cta c& nhén hodc co quan, t6 chuc.

- Mang x4 hoi c6 thé gay nghién va co nguy co gianh qué nhiéu thoi gian vao mang xa
hoi, lam anh huong den cong viée va gia dinh.
Lam sao dé bio vé ban than trén mang xa hi?

- Lu6n ghi nhé, Internet 1a mot mang cdng cong. Chi dua nhirng théng tin 1€én mang khi
minh thay thoai mai cho moi ngudi ¢6 thé doc, xem duoc nhiing thdng tin nay. Khi cong
khai thong tin c& nhan ciia minh trén mang xa hoi, ngudi str dung can xac dinh nhiing thanh
vién khéc trén mang xa hoi va Internet déu c6 thé 1y duoc nhimng thng tin nay, ké ca truong
hop nhimg thong tin ny da dugc X0, chinh stra thi cac ban luu co thé ton tai & may tinh cua
ngudi str dung khéc. Do vay, ngudi sir dung can gidi han luong théng tin c& nhan ma minh
cung cap Ién mang x4 hoi, ¢ gang han ché cong khai cac théng tin cd tinh lién két, xau chudi
Vi nhau.

- Bao mat thdng tin ca nhan trén mang: khong tiét 16 s6
dién thoa, dia chi thuc té, lich cong tac, théng tin lién quan téi
cong viéc cua minh tai co quan... Bt ché do ca nhan hoic chi
ban bé than thiét va tin cay mai c6 thé xem dé tranh truong hop
ké xau o thé loi dung nhiing thong tin d6 uy hiép, de doa. Sir
dung mat khau kho do tim, kho doan va luon gitr bi mat mat
khau, tuyét dbi khong chia sé cho ai khéc.

- Xin phép ban b¢ minh trude khi dang tai nhiing birc anh va cac cau chuyén cua ho.
T6n trong nguoi khéc trong cong dong mang.

- Suy nghi k¥ vé nhimg gi néi va dang trén mang.
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- Thé hién sy ton trong ngudi khac trong giao tiép, tng xtr trén mang. Tuyét déi khdng
ndi xau, bdi nho, kéo bé canh nham ha thap danh du cia nguoi khac, dé phong nhimg truong
hop tra thu ra ngoai cudc song that.

- PBua anh phu hop 1én mang. Khong dua nhiing hinh anh ho hang, mang tinh khiéu
dam hozc mang tinh chét bao luc 18n mang. Ké xau c6 thé sir dung nhiing buec hinh d6 cho
nhiing muc dich khong t6t dep.

- Str dung cac trinh duyét web phd bién va da duoc cap nhat dé truy cap mang xa hoi
va Internet, thuong xuyén theo di lich sir truy cap dé phét hién cac truy cap bat thuong.

- Chi két ban véi nhitng ngudi than, quen biét & ngoai doi. Xac minh vai ban be, ngudi
than qua dién thoai hogc gap mat trude khi két ban trén mang xa hoi.

- Thuong xuyén Kiém tra co ché bao vé thdng tin ca nhan caa mang xa hoi doi vai tai
khoan caa minh. Kiém tra c&c thong tin cia tai khoan ma ban bé, nguoi la c6 thé thay khi
truy cap vao tai khoan cia minh.

- Khéng nén dang tai hoac tag anh ca nhan hodc nguoi than trong gia dinh & goc gan,
chinh dién.

- Khong nén str dung co ché ti dong dang tai anh trén méy dién thoai di dong, cho phép
gan vi tri dia Iy vao cac anh da chyp.

- Khong nén str dung anh chéan dung, anh ca nhan lam hinh dai dién trén mang xa hoi,
thay vao d6, nén sir dung anh hoat hinh hoic cac biéu tuong, anh minh hoa khac.

Huwéng dan thiét 1ap ché do an toan cho tai khoan Facebook

Céc muc: oo chuns
(l) Quyén I‘léng tll', Bao mat

(2) Dong thoi gian va gin the, T

(3) Béo mﬁt’ g S::: thot glan va gan t

(4) Quang cao déu chira cac tlly chinh lién quan téithdng @ wosn nao
tin ca nhan. Str dung cac tuy chinh nay dé tang cuong antoan & 11600 bao
cho tai khoan Facebook. & Didéng

E3 Nguon theo dbi

(1). Trong phan Quyén riéng tu, gidi han ngudi xem cho c4c bai viét trong tuong lai tai
phan “Ai c6 thé thay cac bai dang sau nay ctia ban?”, Kiém tra cac hoat dong cia tai khoan
Facebook tai muc “Str dung nhat ky hoat dong”. An cac bai viét ca nhan tai dong thoi gian
hoic thiét 1ap ché do chi cho phép Ban bé doc.
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Cai dat quyén riéng tw va cong cu

Al c6 thé wem ndi dung cua ) . Bar I Chind 108
wir
T dung nhdt ky hoat ddng
OF Ran NQUOT 1N Cha CAC bas GAng ban 43 chia ROt han Didi Gang YUOC Sy |
vot ban cila ban bé hay cbng khai?
Al o the e g vim 3047 ) s D D Chinh sda
Al 06 thé tim kidm 0(7 3an b Chinh sU3

(2). Click vao Dong thoi gian va gan thé > “Xem voi tu cach 187 dé thay dugc nhing
théng tin c& nhan caa minh hién thi voi Ban bé, ngudi la trén Facebook nhur thé nao.

Cal dat Dong thoi glan va gan the

Al €S the thém ndi dung veo ) 1am e Neh sie
dong thos glan cuas 347

Al oo the zem ndi dung trén ) Lem yOt 84 Cach 1)
dong thon glan cua 6 .

(3) Truy cap Bao mat > “Pja diém ban di ding nhap” dé xem xét cac truy cap ddi voi
tai khoan Facebook cua minh. Khi xuat hién cac truy cap bat thuong, click vao “két thic hoat
dong” dé ngan chan.

e ben a3 0 nhép Poin tbn tal K4 hoc o8n B0 hoat ddng

Vitri Hanos  Vietnam (Xdg »l)
Lowi et Iy Chrome wén Windows 10

May tinh (14) «

Truy cdp in code 2% Thang 12 2015 Nic 9:10
Kt huc haat Gdng

Vit Hanol  Vsetnam (xXip )
Lool theit iy Chiome béa Windows 7
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(4) Thiét 13p “Quang c4o véi hoat dong xa hoi clia t6i” tai muc “Quang cao” vé ché do
“chi ban be t61”.

Quang cao trén Facebook

Quang cao dua T1en vl sir
Sung trang web vé Ung dung
Tua tde

Quang cae vor Ranh d4ng sa s Chinnsaa
i cua 0

Quang cao dua trén s thich
cua rde

CUC CONG NGHE THONG TIN
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